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MEJIEE 24 ELICH O3 Z= WorkSpaces 2 AWS C|&lE 2] MHIA It
ZSHIZ J|SotdA™H MALZ 00 ot= AHEXH XIS DHCP 29l S & NEZQ

ol & LICH

metolE et

Name tag J| = nameO| 12 valuelt E& 2XE 2
H¥E BHOE ML LI

0ll: exampleco. com

Domain name exampleco. com

Domain name servers DNS M =A(EEZ2 72)

0il: 10. 0. 0. 10, 10.0. 1. 10

NTP servers 0l 2= setez sLICH

NetBIOS name servers THO OIS MY sSestaE=Z 22E

0il: 10. 0. 0. 10, 10. 0. 1. 10

NetBIOS node type 2
ANZEXH X E DHCP =& NMEZE MA360H Amazon VPCeF HZ o= 22 0l Y&t
XA 8 LHE 2 Amazon Virtual Private Cloud AIE £ Z 4/0lA DHCP =8 HNIESE
AESH A S FXGIANAIL.
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MFAE &6t H WorkSpaces Q1 Z2tJF AWS Cl2 B2l MBIAZ AD HEHE
ArE 76l OF o 12 RADIUS Al £ X &6l OF & LICH O 8 A 0l = RADIUS M H
BHIZOfl CHoll & HGHKl= 2 X0 2F CH2IAD DS vl 32 A LF2] 2.0l AlLt2| 28
RADIUS B XI Ofl CHoll AtAISI & HE O USLICH

MFA - 2ZHH 915

Amazon WorkSpaces= AWS C|2Ec| MBIA: AD HEH ¥ 72/ £ 2 RADIUS
NHE S8t MFAE K& &LICH O] 2SS0l 43t H AtEXt= WorkSpaces
HAIS AIESS ?Ich AKX O|E, 25 L MFA 2= M 300k &LICH

Q
@ amazon\\orkSpaces
L —

Please log in with your
WorkSpaces credentials

Forgot Password?

18 11: MFAE AM&06t= WorkSpaces 220/ E
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2= & MFAQISE F1&otd ™ AD HEEH E AtEoH OF & LICH
AD HEH= A8 A “AIES X E” MFAE Xl & ot Al 2 &LICH MFADt
S8 AD HEHE £F0|J] 2L LICH A “ArS XHE” MFAJt
ERY 3R ADAHUHEZ AHEXE 20l 0F & LICH

WorkSpaces MFA= 10 0] & 2| RADIUS AAHHE 222 &LIC
RSASt 22 J|&E E280| UAHL, MBHE VPC LHUIA BHEE

= %%LH:(AD DS
HHE AlLI2ZI2 & X). M RADIUS £ 8 2 i EZdl= &2 0 E =0 FreeRADIUS,
12l Duo Security?t 22 2t & MUlA S CHst 20| S AIE O
QS| L.

Amazon WorkSpaces| Al MFAE & olJ| fIst Ml 2212 S5 Amazon
WorkSpaces Administration Guide, Preparing Your Network for an AD
Connector DirectoryE & L0t Al2. MFAE AD HYHE ot= Zg2MAE=E
Amazon WorkSpaces Administration Guide2| Managing an AD Connector
Directory: Multi-factor Authentication0fl & & 4 U &LICH.
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http://freeradius.org/
https://www.duosecurity.com/docs/awsworkspaces
http://docs.aws.amazon.com/workspaces/latest/adminguide/prep_connect.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/prep_connect.html
http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/using_connect_directory.html#connect_mfa

AWS - Amazon WorkSpaces Uil = 2 & Aldl 2016 9 7 3

IOl X 33/43

o
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AD HYH = KerberosE AFE0t0 =22 d|0|A AD2} QI

(CtetM LDAPZ HiCIESH) 0| =2 LDAP #2lE A sie &~ UASLICH
AMNE A= AWS Cl2E{ 2l AHlA = TLS(LDAPs)E E & &t LDAPE Xl & G6HX|
HSLICHLSHRI2E HE AIBUHE AFEX AHE SY2 22l 2AEZ 8 S E X
ZSLICH 23tE 2ot2 2o VPN H2Z 2 Ar&E 6t WorkSpaces VPCE

ST 0lA HWERIAADIF &4 Fdt= /X0 HZ 3= A0l Its&LICH AWS
OIER VPN HZ 2 AIS S [ AES-128 &£ = AES-256 (& 253 I E

AE0St= EZ& IPSEC(IKE £ IPSEC SAs), 224 oAl E ®l ol SHA-1 &= SHA-
256, ¥ PFSE Moof DH JE QS H = 2,14-18, 22,23 & 24, 2 H = 1,2,5, 14-
18,22,23 L 24)= MECIH &S SUH LSHE & FSHH & LIC

S22 S

OAuth2.0 E2 = #=AIE 2(2IS A3 Al LS HOIEAOIZRH) HIAIS
Zt0IHEJ HTTPSE AFE6HN AmazonWorkSpaces MBlIA(BEH AZ
22N 2 HelgLICh HA3S 2202 E= OAuth 2.0 E22 &0 XHA

eI&oty, 1 Z2E 2et0| @EDP WorkSpaces 2 E 2|2 HOIEH 0] 2
CHOIE HEE =4IgLICh

I

AECY H

HADE SH0IHEI AELIY HOIERAOIN PCoIP MI& IS
LAESLICHOAuth 2.0 E22 AFE). 0| MIE 2 aes256 S35 10 S4& HHE
?|off PCoIP £ EE AtE & LICHSE 4172/tcp).

OAuth2. 0 E2Z= AtE06tH AEC|I2 HOIEROI It httpsE = o WorkSpaces
NMHIAZ2H AtEXHE WorkSpaces 22 & R & & LILCH

Est AELIY HOIEROI= 2H0IHEZRH TGTE =45t (2C0IHE
ANEX LS E AIE6I0H &S 3HE) Kerberos TGT INAA R E AFE06HN
HOIERIOIIb 2=&IEl AFE Xt Kerberos TGTE A E 5t WorkSpace Ol A4 Windows
2 101= AIEELICH

“12{™ WorkSpaceJt H & Kerberos 91 S 2 AIE0t0 2 E AWS Cl2H 2|
MBIA0 eSS REELICH
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WorkSpacelt 85X 2 2 )21 H PColP AE2[2 0| AlZE LICH
2210IHEIF ZE tep 41720l A 0l HZS ARSI D 28 EHES ZE udp
41728 AMEE-ILICH E£8H AE2|Y HOIERIOI 2 WorkSpaces Gl A 3= A0l 2]
22| AHHOIAE S8t =J| S4I2 UDP 550025 AtE & LICE (Amazon
Workspaces & H Al, Amazon WorkSpaces DetailsE & AL GtA AL, E|
Ot2B2 S UDP EZE = 550022/ LIC}. ) L E g172(tcp L udp)E AIEot=
AECIY HZE2 AES128HIE Y 256HIE S E AIE06H0 2S5 E K| 2F
Jl2gt2 128U ELICEH PCoIP 11 R Active Directory GPOE Sall 0| gt =
256H|EZ HAS == AUSLICHpcoip. adm).

2f Amazon WorkSpace= = UIER 3 QIHHIO0lA 2 22| HERT
OIE{HIO| At Gt= 200 HIERKIA CIHHIOIA S DA LICH.

= UESRRAHHOIA= AWS CISHZ| MEIA, QIEHY L AHH HIERIA 22
VPC LR el AA0 CHE HZ S MBELICH 0l = UERZ AEHHOIAN 20t
OSS HZE == USLICHENIZ OFEOEXD. HEACZE HHE HRASE IIELR
Ol ENIOl &2 & 202t 11 &= WorkSpaces 22 IS ENI 20 2=

T EZELICH

22 UWESR A THHO0l A

22l HERKA AHHOI A= B2t OE2 Sall MO
WorkSpaceOll Al S A E DB 2 5tHS AFZ0HH X =
2= USLICHL 22| HIER T AHHOIAN HEHS HEot= A2 AEGHA
2 SLICH Ol AIHHIOIAE 2eloh)| I SAE D8t YetsHE FIIotI| 2 &
& S WorkSpaces Al bl A JF Amazon WorkSpaces Administration Guide0fl & 2| &
(2 &'EH & WorkSpace 24 S 22|e = UAEEEZE LES HLHFOHOF

efLICh.

Jl2 Bt JE2 AWS CIaHel MulAgS s MAL 0 AIZE CIEEHe 0l £ot=
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http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/admin_details.html#admin_eni
http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/group_policy.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_details.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_details.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_details.html
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WorkSpaces 22t 1& HZ 2 HZ 50 AWS ClaiH el MBlAN HEE J|2

WorkSpaces 20t 11 &

PO Mz HZE 2
WorkSpaces0il 2t &2 & LICt.

ENI 202 15

= UERAAHHOIA
s 2elg = UsL
WorkSpace IPE = 2| 6t
IP=AE EHZ AFEO
CIEH IOl A HE Ol A).

= 2BHENIOIEZ2Z T2 AWS 2t2] =2 E AIE6td 1O
| Ct(Elastic Network Interfaces(ENI) & %), £3l,

t 0 (Amazon WorkSpaces & = 2| WorkSpaces H O] X| 0l A1)
otd Y ENIE Z&LICHAmazon EC2 222 HER A

ENIE 23 oY AXMM HE 20t 1FS 22l = UASLILL =322 =
HERI CIHHIOIAN 2ot A5 €2 e = Amazon WorkSpaces Ml 2
20l &Y E Amazon WorkSpaces LE Q7 AI&I2 1N 2GHYAI2L.

Create Network Interface Detach Actions v o o8

Q| search : 172.16.0.63 J (2] 1to1of1
@ Name Network interf +  Subnet ID VPCID Zone Security groups Description Instance ID
(™ eni-88b53313 subnet-27acc642  vpc-3910825¢ us-west-2a d-926739d5dc_work... Created By Am...
Network Interface: eni-68b53313 _N_}=

Details Flow Logs Tags

Network interface ID  eni-68b53313 SubnetID  subnet-27acc642
VPCID vpc-3910825¢ Availability Zone ~ us-west-2a
MAC address  02:54:20:12:28:15 Description ~ Created By Amazon Workspaces for
AWS Account 1D [ —
Security groups  d-826739d5dc_workspacesMembers, Owner ID

WindowsRemoteAccess-SG . view
rules

Status  in-use Primary private IP  172.16.0.63
Private DNS - Public IPs _
Secondary private IPs - Source/dest. check  true
AttachmentID  eni-attach-f7bb4c00 Instance ID -
Attachment owner 180699916525 Device index 1
Attachment status  aftached Delete on termination  false
OwnerID 1806899318525 AllocationID -

AssocationID -

8 12: 2010

]
e
1N}
(&
o
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http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/admin_details.html#member_security_group
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_details.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_details.html
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2t Amazon WorkSpace= S E 2F(C: &2l0/1E8) L AtEX 2S(D: &0 )
SH Z2HI MY ELICH 2S5 3tE WorkSpaces JIs2 st=28 L= B 28
P52 2339 = UsLILh

St hat

ME O0IH, 2802 UAII/0, d2st= SSUHM M= AHA0 25
gastE Lt

&S 3t AlE
WorkSpaceE & (M4 4)E [ WorkSpace 2 S 3tE Xl &K 0F & LICH
WorkSpaces S 82 & & A0S SsetE = AN A Sl==282 233t
SEE BEE = 8lSLILH 18 130l= M WorkSpace & &l Al S 3tS iG]
| & Amazon WorkSpaces 2= H Ol XIJt Lt 2F /LS LICH

Step 1: Select Directory Encryption

Step 2: Identify Users YYou can choose to optionally encrypt the storage volumes in your WorkSpaces. To configure volume encryption you need to use KMS keys in

your account. You may use the |AM console to create additional KMS keys. To learn more about encryption on WorkSpaces, please see our

Step 3: Select Bundles documentation here.

Step 4: WorkSpaces Configuration O

Username Root Volume (C: Drive) Encryption User Volume (D: Drive) Encryption Encryption Key
Admin alias/aws/workspaces B
1% 13: WorkSpaces =& 253!

M WorkSpaceJt &S st = &4

M WorkSpaceE & & 6t= Al & 0l Amazon WorkSpaces 25 £ = AWS
CLIZ 2H % = Amazon WorkSpaces APIE A 200 &S 3HE WorkSpaces
SH2 Hes & ULt
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GIOIE 2101l CH
HLCHAAIL.
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St EZZ MIA0 CHSt AHMlst &H 2 AWS KMSE AFE 8 Amazon
SR SRS HXGHMAIL. AWSKMS 128 OtAH I &
AEAIEr LHE 2 AWS Key Management Service ConceptsS

t

rol

amazon
HI Ol X| 38/43 webservices


http://docs.aws.amazon.com/kms/latest/developerguide/services-workspaces.html#services-workspaces-overview
http://docs.aws.amazon.com/kms/latest/developerguide/services-workspaces.html#services-workspaces-overview
http://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
http://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
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Amazon CloudWatchE At2st 2LIHE
=222

PUHES HERI AH E=210 5 2 212t A £FLICH Amazon
WorkSpacesE Uil ZLot= 1122 £35| JIE WorkSpaces2| &P AR 2 HH
MEl S HHEZES 2LIE 2ol OF 8HLICH

WorkSpaces& CloudWatch £ & Xl = 22| XtJt JHE WorkSpaces2| & BHE AFEH
L HA MEHE T E == U HSLICH =5E XI= WorkSpaceE 2 M3 & HL

NEE CEEe W SE £2 2 2= WorkSpacesOll CHoll & HIE LICHAD F/4/4,
ID &X).

2 E CloudWatch =& X| 2 0t &IIXI 2 0| = =4 X & CloudWatch APIE Sl
o M| A Bt = AWS Management Console( 12 13)0l M £ 215t 1) CloudWatch Z2 2
L EIAFEFE Soll 2LIHE E == USLICH

Title: ConnectionAttempt (Count), ConnectionFailure (C =~ Sum v 5 Minutes ~ I

R W Rt @ @ o

7/08 7/08 708 7/08 7/08 7/09
19:00 20:00 21:00 22:00 23:.00 00:00
Left axis units: Count Right axis units: Count

[ ConnectionAtternpt [B] ConnectionFailure [ ConnectionSuccess

1% 14: CloudWatch £ 38 X| — ConnectionAttempt/ConnectionFailure
JI2HC=Z U3 SEXIt E4stEH =t Hl & 210l MI3&ELICH

e Available: &'t} 2 A0 S E0LXl &= WorkSpaces ==.
e Unbhealthy: =25t &'eff 2 A0l S E0tXl &= WorkSpaces ==.
e ConnectionAttempt: WorkSpace0ll CHSt H2Z2 A& & =,

e ConnectionSuccess: 828 HZ A&

Hon
1
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e ConnectionFailure: & I§ &t &2 Al

e SessionLaunchTime: Al& Al ZH0f| &

Scl0IHEI FE).

K= AlZ2t(WorkSpaces

e InSessionLatency: WorkSpaces 2 ct 0| 21 E 2t WorkSpaces 2t 2=

AZHECH0IHEIL=F L B1).

e SessionDisconnect: A2 XA XS] ASCZ S MAE 2=,
ot D 150 ZAE 2 322 MHE = ASLICH
Create Alarm x
1. Selact Metric 2. Define Alarm
Alarm Threshold Alarm Preview

Presvicie tha detads and threshold for your alarm. Use tha graph on the right 1o help sat
the appropriate threshold.

Name: ' ws-Connection-Fail-Alarm-d-926731

Deseription:  Connection failure when signing into ¥

Whenever: ConnectionFailure

% | =
far: 3 consecutive periodis)
Actions
Define what actions are taken when your alarm changes state.
Notificasion Deiete
‘Whenever this alarm:  State is ALARM
Send notification to:  Select a notification list  § | Now st Entor st @

+ Notification  + AuteScaling Action

Thits alarm will tripger whan the biue line gobs up
1o or above the red line for a duration of 15
FrifUS

ConrectionFalure »= 1

Mamespace: AWSWorkSpaces
Directoryld:  4.926731b5¢5
Metric Name: | ConnectionFailure

Period: | 5 Minutes

Statistic:  sum

Cancel Back

118 15: WorkSpaces 32 23 Al CloudWatch 32 M4
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= Ml off 2

“Your device is not able to connect to the WorkSpaces Registration service” &&=
“Can't connect to a WorkSpace with an interactive logon banner” 2 F 0il Al X 2t
22 getAol el & 220/ HE 2 XHl= Amazon WorkSpaces Administration
Guide2| 2¢cl0/HE & 22| 2| ol Z HIOI X Ol Al & Cl1E o= AUSLILCH

AD HEE It 22d|01A CI=EE 20 HES
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1. VPCOIA Windows QI AEAS
QIAEANM LIHK HHE 4=

E B=
A ZRHAE HE2AHOIEE =82S = USLICH
3. Windows 38 TEZEWAN OIS S8 2 AHEGHH
DirectoryServicePortTest EH| A E W ECIH 01 & S A& ELICH.
DirectoryServicePortTest. exe -d <domain name> -ip <server IP address> -tcp
"53,88,135,139,389,445,464,636,49152" -udp "53,88,123,137,138,389,445,464"
<domain name>
<domain_name>
He|AE L MO DS =S HAES= U MER= &M =4 S0 2
OIS LLICH &0el Ol&= NMelotH Jls ==0| HHAESZ X EsLICH
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http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/admin_troubleshooting.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/prep_connect.html
http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/connect_verification.html
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<server IP address>

2L 0lA el Z2etel S AESE2 TP A LICH ZEJL O IP =20
CHoll HIAEELICHIP =4S M 2ot ZEJHAEL X & sLICH
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https://clients.amazonworkspaces.com/Health.html
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e Mahdi Sajjadpour, AILI0{ 244 & E, AWS Professional Services

e Mauricio Munoz, =58 07| &8 &, Amazon Web Services

e Troubleshooting AWS Directory Service Administration Issues

e Troubleshooting Amazon WorkSpaces Administration Issues

e Troubleshooting Amazon WorkSpaces Client Issues

e Amazon WorkSpaces Administration Guide

e Amazon WorkSpaces Developer Guide

e Supported Platforms and Devices

e How Amazon WorkSpaces Uses AWS KMS

e AWS CLI Command Reference — workspaces

e Monitoring Amazon WorkSpaces Metrics
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http://docs.aws.amazon.com/directoryservice/latest/admin-guide/admin_troubleshooting.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_troubleshooting.html
http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/client_troubleshooting.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_details.html
http://docs.aws.amazon.com/workspaces/latest/devguide/
http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/client_help.html#client_list
http://docs.aws.amazon.com/kms/latest/developerguide/services-workspaces.html
http://docs.aws.amazon.com/cli/latest/reference/workspaces/index.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/monitoring.html

