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https://docs.aws.amazon.com/ko_kr/waf/latest/developerguide/web-acl-processing.html
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https://docs.aws.amazon.com/ko_kr/waf/latest/developerguide/logging.html
https://aws.amazon.com/ko/kinesis/data-firehose/
https://aws.amazon.com/ko/blogs/security/how-to-analyze-aws-waf-logs-using-amazon-elasticsearch-service/
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https://www.splunk.com/
https://www.datadoghq.com/
https://www.sumologic.com/
https://www.sumologic.com/
https://help.sumologic.com/07Sumo-Logic-Apps/01Amazon_and_AWS/AWS_WAF/Install_the_AWS_WAF_App_and_View_the_Dashboards
https://aws.amazon.com/ko/security/penetration-testing/
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403 ERROR

The request could not be satisfied.

Request blocked. We can't connect to the server for this app or website at this
time. There might be too much traffic or a configuration error. Try again later, or
contact the app or website owner.

If you provide content to customers through CloudFront, you can find steps to
troubleshoot and help prevent this error by reviewing the CloudFront
documentation.

Generated by cloudfront (CloudFront)
Request ID: L5NAf50Xnd5zLf8Jd175Ke 4AUJIfYpF5VQS5EghVMwr6qjzJs5VMA==

12/ 5 - CloudFront 7} #A[S}E 2F OJAIX]
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v Response Headers view source
Connection: keep-alive
Content-Length: 919
Content-Type: text/html
Date: Mon, @2 Mar 2020 16:32:07 GMT
Server: CloudFront
Via: 1.1 e38902d67e98c@6c59b2b9295cebefd5.cloudfront.net (CloudFront)
X-Amz-Cf-Id: L5NAT50Xnd5zLf81d175Ke_4AUjIfYpF5VQSS5EghVMwréqjzJls5VMA==
X-Amz-Cf-Pop: DUB2-C1

X-Cache: Error from cloudfront

72 6- 92 HOJX SEF &5

EI7|E2 AEEH A S =g = JASHLCL O E S0 S s H 7t 20| Mot A2
EX| UUS 5= ASLICH M2 O] FET 0|5 TS |0 5L =& JUSLICHHE
S0lsaL &2 54 A0l 22| F7[0f 2fsh &&= AX|2HF Q | 72| O 2.20| A IIX|
2 HSIX| %42 5 UEL L 29| terminatingRuleMatchDetails 2 E= sqL & Y =24 &1t xss

A0 CHol A S Mgt 2X| LHES M-S eLIC.

O[#+S O[BH5tT LIBI 0|2 Sf 2% 4 U LICL 1Y £2 B YL ofZalAol8 2E2
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HAE O URL IHE ‘xxxx'O| URI B2 H S AAISH= xss 2 0f| 28l KHEHE| AT 7HISHH, xxxx’
URLI{EH S of| 2 X 2|5t7| Ish o HAlE 71522 M ATt SiAE = JAS LT

BLOCK [XSS condition] AND NOT[String Match Condition on Path]

Ct=2l wAF & E2 O] O M| & 2O ELIC O] W& 2 saL & Y &4, xss A& 2t OfL| 2t THE
2= AEALAE A0 AHE Zhs LB

od

"Name": "XSSprotection",
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Amazon Web Services

"Priority": 0,
"Action": {
"Block": {}
br
"VisibilityConfig": ({
"SampledRequestsEnabled": true,
"CloudWatchMetricsEnabled": true,
"MetricName": "XSSprotection"
br
"Statement": {
"AndStatement": {
"Statements": |
{
"XssMatchStatement": ({
"FieldToMatch": {
"UriPath": {}
b
"TextTransformations": [
{
"Type": "URL DECODE",
"Priority": O

}
by
{

"NotStatement": ({
"Statement": {
"ByteMatchStatement": {
"FieldToMatch": {
"UriPath": {}

}o
"PositionalConstraint":
"SearchString": "xxxx",
"TextTransformations":

{

(

"Type": "LOWERCASE",

"Priority": O

adws
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AWS WAF & Zf0/E 22!

18



Amazon Web Services AWS WAF 81 Z}0/ =2t 2/

oflx| 2- ZE|d &S0
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Aws 22| Ao Sy A Mot 2 2elE A0 2o AHEHE|= "8 URL T E oo 7F
RICHR 7P o}D, KEHS YOT|= FHo| B2 Ji4 BER YR RZN QS YAHoR
etetg = UG LICE ofX| 2 O] B7 o Z2[AH 0|42 d g A0l 25 Xt EtEl= S 40 =
EL S
GenericRFI_BODY O Override rules action
GenericRFI_URIPATH (O Override rules action
CrossSiteScripting_COOKIE (P Override rules action
CrossSiteScripting_QUERYARGUMENTS (O Override rules action
CrossSiteScripting_BODY (O oOverride rules action
CrossSiteScripting_URIPATH @ override rules action
T8 7 - BEY 759 75 e HH
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Rules (6)
Q

Name Action
flood_protection Block
blacklisted_IPs Block
blacklisted-patterns Block
AWS-AWSManagedRulesAmazonlpReputationList Use rule actions
false-positives Allow
AWS-AWSManagedRulesCommonRuleSet Use rule actions
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https://www.booleanworld.com/curl-command-tutorial-examples/
https://learning.postman.com/docs/postman/sending-api-requests/capturing-http-requests/
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https://aws.amazon.com/ko/elasticsearch-service/
https://aws.amazon.com/ko/athena/
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https://aws.amazon.com/ko/kinesis/data-firehose/pricing/
https://aws.amazon.com/marketplace/solutions/security/waf-managed-rules
https://aws.amazon.com/ko/shield/
https://aws.amazon.com/ko/shield/pricing/
https://aws.amazon.com/ko/firewall-manager/pricing/
https://aws.amazon.com/ko/firewall-manager/pricing/
https://aws.amazon.com/ko/waf/pricing/

Amazon Web Services

e Achraf Souk, Principal Solutions Architect, Edge Services
e Tino Tran, Principal Solutions Architect, Edge Services

e Damindra Bandara, Senior Security Consultant, Professional Services
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https://docs.aws.amazon.com/waf/index.html
https://d1.awsstatic.com/whitepapers/aws_security_incident_response.pdf
https://aws.amazon.com/solutions/aws-waf-security-automations/
https://d1.awsstatic.com/whitepapers/Security/DDoS_White_Paper.pdf



