AWS WAF £ &85t
OWASP Top 10 EOj=2|#H 0]
X|OFXN H QF HftH

July 2017



© 2017, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Notices

This document is provided for informational purposes only. It represents
AWS's current product offerings and practices as of the date of issue of this
document, which are subject to change without notice. Customers are
responsible for making their own independent assessment of the information
in this document and any use of AWS'’s products or services, each of which
is provided “as is” without warranty of any kind, whether express or implied.
This document does not create any warranties, representations, contractual
commitments, conditions or assurances from AWS, its affiliates, suppliers or
licensors. The responsibilities and liabilities of AWS to its customers are
controlled by AWS agreements, and this document is not part of, nor does it

modify, any agreement between AWS and its customers.

Of EM= dEMSE SH22 HSELICL M0 28 et dEs2 =
ML SHE ERE 7|EL 2 RRY WE0|H =2 A SX| gl0] HEE &
AL O] 2M0 LtetA= ME|ALE 28 S-S0 et 2T 2HE2 0
olZzZ ol WEHQ HEo| EHUA2H, 0| O SFRE EYsHX|= &L

= AOf CHet LHEO CHOH A AWS O|Al= Oflfot BHY = XN SSHX| s
O o2 o Ao MA2 AWS 2k2f B 2|(Agreement)dfl IH2H O] 2M=
AWS 2t 1174 7ko| B = Tto|(Agreement)Ofl S ESHA| oDy oot Het: FX|

= A Ofgf 2Me Y=o = ofZte| @ 7 = RE HU0| S + UASLIC
2O oo YR M= o oz ST & dES HESHIAIL.

& &AM Use AWS WAF to Mitigate OWASP's Top 10 Web Application
Vulnerabilities
St 27 2ot SR M= OF7|HE - AWS Security Solutions Architect



https://d0.awsstatic.com/whitepapers/Security/aws-waf-owasp.pdf
https://d0.awsstatic.com/whitepapers/Security/aws-waf-owasp.pdf

K
r

M

X

11

=

]

[+)
=)

A2 —

14

|(XSS)

2l E
H o

A3 - IZ2A AO|E A3

17

A o

23

26

of HlojHe| ==

b

N
o

A6 —

28

70
Tr
Mo
ol
IR

T

32

A8 - JEA AO|E QF 2|=(CSRF)

35

QAO| ALE

38

A10 — API O CH3t O|S3t ES

40

o0l A5

O Top10 2013 2| A10 — 2|CIO|H EQt | E0f CH

42

H| =l CloudFormation

=
L

46

M4

47

jnu

10

10
Ho

47

H 502 A2lS

49

M 71801

=
L

49

H| D



he

AWS WAF = HTTP Z2EF sE0M 24t e 4 A= FEH E
ALO|E Lt ¢l OfZE2|AH0|MS E58t= ¢l OfZ2|AH 0|M EistE ¢l
HWAMOM= O] MH|AF AMESHY, 7ty 2t w2 O Z2|70]d =t
t=2 CI&= Open Web Application Security Project(OWASP) Top
2| AE0 7|25 0 A= ofES2[AH0de| FAEE=

HYHSLICH. O] 2M= & AFO|EL} OfE2|H OIS E=stn HOt st

=
A 718 dE RAIE 2Rt A= AR S Y22 5t AL



Amazon Web Services — Use AWS WAF to Mitigate OWASP’s Top 10 Web Application
Vulnerabilities

ME

Open Web Application Security Project(OWASP)= & OfZ2|# 0|M Kot

ZOFM =L XAtmE2 0l8Y &= U= 7IAL HWHE, M, EF, 7252
X

L=t 22t AFUEYLICET 152 OWASP Top 10222 &

=
ST 2 2013 Ho| SEEIUJAKX|T, Mz2 2017 2|22 =H HHO| S|

SHEO UASLICE

OWASP &%l 10 7}X| 24& ZA0M Z21D U= 7t S0 &

ofZ 2|0l Mol Mot A2 BT YFLICH 0122, W ojSa|H oMol wot
TS BIISI0l W APO|EL} B 7|8to| OfB 2|0 M0 Tt He Hee
THsles 8XOR Ya| S8EE YHOI|T BT E3 Y

AFO[ELt & 718t Of S2|AH 0] 42| E¢F =55 &AI7| 2%} ot= O
ZEZMEDI:, OWASP Top 10 = O[3l{otd IS Al KA =2E=0f o]EA

2

o

|E Oldiote A2 Ui F2 AI=YLICEL 0| Sl 20X ¢l

AWS WAF &= Ol Z2[#0|d 7t&d0| & FAHL 222 Holiste nt=ot

o|aAS AH[SH THE= QU O

OiZ2lA0ldE BE=ot7|2let & OHE2|AH 0| E L=t (WAF)RILIEE3 AWS
F

WAF & AEStH ALEAZE &A1Y @ 2ot #AS Foldto] &


https://www.owasp.org/
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://aws.amazon.com/waf/

Amazon Web Services — Use AWS WAF to Mitigate OWASP’s Top 10 Web Application
Vulnerabilities

OfZ2|AH o= 20 Cio 5 BStAHL HEY = ASLICH ESH AWS
WAF & ArE5t0] BtH ol 52 I EHO[Lt 0f2{22| O Z2|7|0|H¥ S Etde=z
ot £Ed 34 EHE KBSt A3 S 2E = ASLCL

AWS WAF £ AWS 2| 224 Content Delivery Network (CDN) A{H|A QI
Amazon CloudFron* % Elastic Load Balancing® 2| &4 Q! Application Load
Balancer Of| A Zt5¢tL|C} O| =& €A 0| 8310}, RLl= HTTP ES

=MoL YHO| A S HESHALL Of Ao BX|E U2 WSS & =

AWS WAF 2 HTTP 280X 25t &Xld + /= HlEHS ALt OWASP
Top 10 O|L} =& 7|Ef Ct2 HEHO| ¥ OfZZ|HO|M 2O F AT S et3ldt=

H ==0f ELICt

2|AH Ol Lot S AFESHEHELE: E O Z2|AH 0142 20

=
= 222 28Y & Yt= AS Oldst= Aol SRl O|E 2l

ol

AN =

T/ B2 ASE MEotd 48 H= flds 22 2R7F AL
O A2 2T EQOf 7 MO|20| EH O XD A= St el 7


https://aws.amazon.com/cloudfront/
https://aws.amazon.com/elasticloadbalancing/applicationloadbalancer/

Amazon Web Services — Use AWS WAF to Mitigate OWASP’s Top 10 Web Application
Vulnerabilities

2 Of=2[A0]d F Y 2t}

2017 A 4 & OWASP = 10 7HX|o| M22 HFE SIS LI MEA
H2tEl Top10 Off LEEEl 3= 2013 E Top10

HMZlet ol E2|A 0182 2t 7t 12|55 BO| Zestd UASLICE:

A1l O| Al M

A2 &&= 215 S MHM 2

A3 I EA AO|E AFEE(XSS)
A

=]
A4 F&E ™M

A5 EA | EO|- A—II—I

A6 DIZSHOOIH =&

A7 EZTETH 3 H*CH(*H?)
A8 A=A

A9 2Tl F = %“g QA AE

= t
A10 APIOf CHet O|53t B (4 )

MZ2 A4 7HH 1 2]& 2013 H Top10 2| 2t SfX] Y2 &E 2

2t X (Insecure Direct Object References)®Rt ' 7/& 75 UM FH0/S

O/ X & Missing Function Level Access Controls) & &2t A YLICt O
A10 ZHH| 22| of ' Z/Lfof M af ZZEof L2t O/ Z S (Unvalidated Redirects
and Forwards) = APl E¢t0| ZFZ IE MER FHH 122 FAR SO
= WA= O] FiH|22[Qt M2 FHE| 22| Z5=0f CHaH

of| A LI

AN H

AWS WAF £ = i5t0 92| 7tH|12| & B2 HEXNQ 54 HEHSS
Mo 2slet = JASL|CHL 22 CHE 7IH 2SN = 2L/t
8L O &0t ES L s 7|8 YA2E HE CHE 4= Q10, HTTP M9

o
&S dotLt g2to| QAo X[of el P LCE 4 7|t &f8dt=

—



Amazon Web Services — Use AWS WAF to Mitigate OWASP’s Top 10 Web Application

Vulnerabilities

o e E oS eAH ol

Cl
[

ujJ

2| #[ O]

o=

=
—

Of A0

of Chalf 2Lt O] WAfo| OpX|8F 2R ME,

M
=

G1 7| 0| A

-t
S}

S LICt a2t o[

A Ol
T AN

(=13
=

CloudFormation El

(=13
=

2| o[ |0 ZHtZ

¥ o o

Z2[EOof

olEf

B= HOIEHE

AL
T

ol

2|#H0[H{ 0] A2

=
=

= Of

i

5!

HE X &2 M, sQL

Il
=

HA
Ao sQL T+E0] Z&E O U= d2 o[ H|O]

-
o

of &

A

Zt
HA

oz

L Ct.

1

A1

=

H
A

2 2 =3

= o9

rLct. of

Al
=

L|Ct.

1ol
ol


https://www.owasp.org/index.php/Top_10_2013-A1-Injection

Amazon Web Services — Use AWS WAF to Mitigate OWASP’s Top 10 Web Application
Vulnerabilities

HI, THIS 15 OH, DEPR - DIO HE | DID YOU REALLY WELL WEVE LOST THIS
YOUR SONS 50400L. | BREAK SOMETHING? | NAE YOLR S0 VEAR'S GTUDENT RECCRDS.
WERE HAVING SOME IN A WAY = Robert'); DROP I HOPE YOURE HAPPY.
R TomE | M ) TetE Sutts— 7| | 4

{ AND T HOPE

; @6 4. ~ OW.YES UTIE - YOUVE LEFRNED
| A | EE V==

Credit: XKCD: Exploits of a Mom, published by permission.
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