AWS Well-Architected =& 2|3

2020478

This paper has been archived.

The latest version is now available at:

https://docs.aws.amazon.com/ko_kr/wellarchitected/latest/security-pillar/
welcome.html

dWs$s


https://docs.aws.amazon.com/ko_kr/wellarchitected/latest/security-pillar/welcome.html

i

%0
ml

jol
H

._|
oK
HJ
ol

o
N

g

ME|A SUANY S

s

frar
=

el AWS |

ol &
U=

AL
T

H2 g

O, (b)AFE X §10]

Al
2O FH, (c) AWS X X}

HSS 2l

=
—

CC
ol

25, s

=20
o TT—

-
ot

= ofiy

LI

Holg 2

i AfH|AE BA

frar
=

SHX| L& LICEH AWS H|

AefE B = EELCh

a

ok
LS

PN

!

e
o
O

4

© 2020 Amazon Web Services, Inc. == A}2| AL, All rights reserved.



MNE 1

O et 2
BT RAEL R 2
O e 3
AR EE CHTABIH R Y e sesmsss s s sesssss s ssss s ssss s sssss st e 3
AWS T BEE] BBl sss s st s s siss s sess sttt 5

Identity and ACCESS MaNAGEIMENT ...ttt es s es s ssa st et 8
KEZE BT BEE] e sss st 8
THEE BER] s eSS 13

B R e S AR R 17
T e Rt AR 17
ZEAR e R 20

QIIEEE B B it sieseee e ssess s8R 22
LIE R T BT eeeseesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnns 22
IR B s e s s e 25

EIOTE LD .. 29
T OB 2255 orerersrssesssesssssssssssssssssssess s e e e s 29
TITFED TOTE] ELT .ooevererressssssssssssssssssess s s s s s sss s e 31
THE B TOIE] ELToeererserssssssss s sessss s sss oo s 34

QUATIE THG erererssesessessass s sess e s s s e s e s 36
TEFPE SHQ| HZ B E e 36



TEH] oot 38
AIBRAIOIM oo 40
B et 41
B et AR AR AR 43
TIZERE o oeeeeeeeeeteeeeee e eseeee e sssssse e 43
ZETE RER oo ssseee st 44



L=

FAWS {32

QtXM ol

2 CHE O] YA o M=

o

VS
=

H OO X
TEE ©

¥

(©)
P

o P 2
o|off 222 At

t

1T
Ll
]

A, A& 57X

A
=
A

Well-Architected

L|CF.

1ol
Mo


https://d1.awsstatic.com/whitepapers/architecture/AWS_Well-Architected_Framework.pdf

Amazon Web Services Hot 22

AWS Well-Architected Z2 2 2/ J= AWSO|M A Z2ZEE 15 [[H Wel= elAt Z2-o| &4F
A E Olsliste= Ol =20| ELICH o] = Y{IE *f FE

ctof = 215LITk o ZARIFIAE 28 A0l o) OF7|HHE YA S A
YIS A & Ut WHS HBEUCE Well-Architected YTRES 24201 =LA 3
7h5 40| EOELICH
O] T2 Y0 CHSOl 574X UKlo| EELICL

. 2Yay

o HOt

. oY

. Y5 usy

. HZ AN
SO S22 FHHOE CHRE of WAL A4 AWS FF A0 T2t HELA P FH 27
AFgrE S0t O E80| EILICL 0] 24 CTO( T 7|2 MYXY, 2D Yo 2ot
A QRHCSO/CISO), Of7 | E, W RIel 242 71% Y2 HEXIeL 2L YL 90

O
& AS LI

E
_>¢
i
mx
X
ot
>
OII)

-

o] WMol {8 Sholstn Lt wote Giso| £1 2at9E
=)
-

AWS HAXH HE Apzkat ™

SR b b Of o K IS
HEHO = MAISHA|= BEUXIT ol2{et YEE Be &= U= HES EI’UK S M&ots &=
A= E 7| Aot RA S LICE Of Ao A 2Fot= Al S = 5HH GOt A[A'S 225t
AHMAE X1|01°F' HOotO|MIEQ As2 2 L Sots O [HNE 5T = ASHICL

dWws


https://aws.amazon.com/architecture/well-architected/

=x

[m]
[}

|02 [f|0[Ef, A|AE

HIA
(SRt

(]}

2 =
T A

=13
=

.I

—

Amazon Web Services

Zt

=
=
=

= p~” v Ul = KO
o ol &0 .- o N o = o M Lo
ok of Ko 2 am . K = Ul oF <k
m A_ =___.= H_ ol m m 30 ..___Anw|_ _._.._ Y d4
© d - ol o 5 T oH = X 1l H
— d (0]
< 1 -
M v _ﬁ oK %o <] ol % . KO {|
=i — u KI =
i .S Boar Doy e oo T =
o O ogplogE owmg FEB
H J g R o T 2 oHE = ol 3 W KT
m ol = Ko g B m 2 = Ao < gy
q__lu = 10 ot ) = md ol = _._.___._._ L IDI Jod
= _l_l (] {0 ._OO o _|_L — ™ T -
5 AR R 7 oK Higw 521 Z
: s Mhe w4 FEE B o=
23 KExb ™o g m.;lo 70 O 2Rk Do oo o
= ol I IH Y — & Ko <l NS < 2
2 K9 ow ok O z O S 3 o o T
< ~ .ur._ o- or 9 <l — Ul o . W &
— Pl Fn oo, KX [ w O o NI o
JI (T ol o0 . H I od
- ] = ol ol - = m
1 <
S 8 48 E5 =3 o1 X 4™ = gz W
= I o 6= oK i = T 5y
3 = MEs g s W S w2 o 2 oz
i F m_r=__ IF ko RO H T ”_ﬂv w B = _UE F
<} L oo e WK o T 2 = o -
2 o moe By H " ;m K % o7 © T m_.___
_ X - .o ™3 -— U . ol
U LA T o] m-q oo oo o Jo MW ® =
J 4 ~nO KM = ] 5 > 3 - KR K
51 J ol ™ % N oo KR o N W < =
Bo Tl o H Ao o %3 WS o X m
m Ho H N Ko < T RSO K oo ® = ° =
om = T od Ew M o = 41 o K =
X jmER 52 Hrh Eiw ko Z
0 X m Fzg Mo =S5 Xl B T
= o oz o KL= Immzx A OHW S
g ®lr o R T 2B O Z =X e mK = S
oz Koo mK g Ng T XRE g Hops =g o
o] < ofl = f P Ko & o o1 ull Ko HW Sl A oor o of m
H w.__u uf N0 X0 KD K &k H ™ F W Jo RO & o0 X
WA_IE X_O WE m_l_ﬂl [ [ [ [ ] [ ] [ ]
w oz <l

L|Ct. O] & Sd

I

=

-
o

A&

=

=

HALZ X =+

b

—

e
o

Of AL} Si0H 7] <

=
=

L=X

g2

xzlol Ha
U LT

dWws



Amazon Web Services

EHQHO[HEO CHH|: =] R A0l Fedt=

ZEMAS SOl Ao CHH|

AlZd|0

LICH PINEHE NS

I

e
o
=

CtE2l 57tK E9 22 gLt

Identity and Access Management

1.

GOl B3

4.

olo

L|
T

ol

E|

=
—

XH ol
=

, =71k A off k2t

ot= MH|Z, M|
HP7F 27| ME0f A4Sk X} S

aQ*
o

=FO0[ LT AL

Al
—

A{B| 20| CHaf

£
—

EMAE 7ML 2E Y0

oK

fur ]

@

i

.@

A

oK

SkL|Ct AWS
Mol SEE LHA7|

oo

Kr

1SS AS2HT 22N

m]
2 A

A HAE

ZE2NM

H =&0| ELct 22t

=
=

L Ct.

Kd

FLICF

2a2|g

dWws



St AEELICE MO 52 &Aoo

H =&0| ELCt.

—

—

18 5o}

X ol =xet Mo

—

—

P

-
[e]

HIAZE0| H-Eol0f

Amazon Web Services
2

O =20| £ =

=
[

i D)

-
o

HOolE 82l

Mt

oF 9131 mof:

HaE

2

FL| L

-
o
=

ol
Tl
uf

o
100
<

I

iy

471 2 IAZEQo H

iz
[=]

47|=oz

2 M0 Z5x[Of

1T

toj=zatel,

2tQlof| M 2ot X0 H|IAE S AT AtS2t: &

i

tol

AWS 5! APN ZtE O] EOQF MH|AR} 7|52
11

tLIC ot At s=hE

pslel

o M
sls 2

Hly

w

= Ol H
™ X O

Edt1 43U o E S0 A28 o|0[X| <t

%

off Chet 20t

=
=]

HAEED HEE = 22 HFHL

7| =0 hef =

PN |
=

EMA0M F

iz

Hl

OlofstE=, 2=

ol
0
=
4
N
JoO
Pl
of

n
4

M A2,

I

£ &313817| 2I8H c1/cb 22t

£l

=

.
(<]

L|Ct. Cl/CD Ito| =2}
Ct

=

s

=
o

-

A
LICH M22 2
Xl

L
ol
=]

e
o
=

HE
2 At

b

O
L

I i 2 AWS &

.
o

ol &

HIAI
X

L|Ct.
o

I

=

-
o

Well-Architected
AWS Security Hub: &

=& ¢lEo|Es)of

F
L]

adWws


https://youtu.be/u6BCVkXkPnM
https://youtu.be/GUMSgdB-l6s
https://youtu.be/HsWtPG_rTak

Amazon Web Services Hot 22

o AWSO|A H O X553t

A

HL
rO
|t|

EMNA TR

HT
re
OH

Xl

[ ]

HL
ro
][

=21

o AWSO MER LHE

o AWS HOF ZHAF X| A

AWSO|| M CI/CD Ijo|=z2}ol MY

AWS A H 2| U 2

XFo| B1 REE 0| Yste OfA 7)5, AYES 97 A EE ZE Mo 942 Jjwoz
g ol 74|75;ﬂr B A0 HAZEE PHHE HO| SEUL AWSHN AT 2l 208
=]

H
e
_(')l-
g
_\J,
1R
S
rot
=
f
m
o
)
m
_\E
inal
o
i
o
I
Il
2
rulm
HJII'I
fe)
I=
uf
Inj
%
Y
[
uf
In
ﬂJIﬂJ
)
ru"'
0

AF2H(O|: PCI-DSS EE= HIPAA)G| Ho|El CHE M2 CHE R E =F2| 0| E X2|5
AZCQ AKX U2 HIAZE 70 Z=EHe =2|H A E BEAlSte = A0 AE =9
=2l 8 #EeL o

= o d

O 2 1L o), B2 oy HZE A% 3 E2 823} 2210741} 513 7% 54
:

AWS A B35 AWS A HE 258t

X FEE AN LB FX[S= S ol

ANESIH QI ZEJF SR D 0|2
s

1

HiE= £2E ALSALE AFEOHA| B HohS =HE st
7

=
A4
2
°
50

& L|Ct. AWS Organizations&
SO 22| = YSLICH AWS
I

o

of 284 MH[AE F8%t= b

Organizations= A& =S #2[5t10 A

E22 &L

dWs


https://youtu.be/aOgJpWMv_po
https://d1.awsstatic.com/whitepapers/aws-security-whitepaper.pdf
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/blogs/security/
https://aws.amazon.com/new/?whats-new-content-all.sort-by=item.additionalFields.postDateTime&whats-new-content-all.sort-order=desc&wn-featured-announcements.sort-by=item.additionalFields.numericSort&wn-featured-announcements.sort-order=asc
https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://aws.amazon.com/getting-started/projects/set-up-ci-cd-pipeline/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://aws.amazon.com/organizations/?nc2=h_ql_prod_mg_org

Amazon Web Services Hot 22

S Aol A 22]: AWS Organizations= AWS Al 4 gl 22|, 2|0 A=l Ao cfst

/] o o
H|0f £ AE2tef LTt AWS OrganizationsE &l AE S 49 M= AL 0|HY =45
A EO| dEoOF SLICE O O|H| ¥ A7 =& METE = U= BE ALEAL &7
= & LICt. OrganizationsE AtEotH 02| A'8S =4 Ef?(OU)2 &5t /A=

S
27 Arg 820 MEf Mz CHE 24 S LHEUES 2 5 ASLIC

S0 M Hof 2%: Aws AEO| S8 MB| L, 2|t HESE =F 0 M2l MH[A
51 85tH AWS A3l 53 HEIE Mo 5= JAELICH AWS Organizations0i| A
HM(SCP)2 A8 =2, ZE| M5} Che e = AE +=F0M o 7tEY LS HETLE M
0| 2 & AWS Identity and Access Management(IAM) AFE X2t &0 M 8% 4 Q& L|C}
& SO ArEXAIZE BAIH 2 2 5{ &S| G2 [T 0| M= 222 E AESHK| Rt S

LS =

Hotste SCPE M8 4= ASLICE AWS Control Tower= Ol 2f A& ZtESHA A5t
4l 32t L|Ct. O|= AWS OrganizationsOl Al A AN Sl =2 H| M d
(o 3 A Zeh)E HEolH A[ZES Mot 7HA 45

2 F/d: AWS OrganizationsE AF&StH 2= AJ0f| &&= AWS

ol
02
=
x
x
=
1>
p =
u

T

MHIAE L 4= ASLICE O E SO AWS CloudTrailg AHESHHE ZZ MA oM el =
BEXNYUS SLUM 2SI E g0t HH A H0| 24 S HI 2 E0HK| R g
A& L|Ct, ot Ho|sk FAl0f Cisl AWS Configs AHESHY SY0|A HIO|HE FEte =
A28 = YIAZEE ZASHY 18 &5 O R E =I5t 1, Halof ME5HA S5t = XA
&= A& LICE AWS CloudFormation StackSetsE AHESHH R LHO| of 2| A & ouol 2H
AWS

CloudFormation &S S0 A 22| 5= AS LI O[ A ot H Eot 27 At
SHESE M AEE Xte22 T2HMIY 4= ASL(CHL

|I°J

o124 AWS A S Hi =St 22|57 /T Aws #HE Arol| CHo XhM| S| otE 24 H O

e AWS OrganizationsE AHE9510] CHE A8 AwWS 2H4 #t2|

adWws


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://aws.amazon.com/organizations/features/
https://aws.amazon.com/organizations/features/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://youtu.be/fxo67UeeN1A

Amazon Web Services Hot 22

b}

L 2¢

A
mjo

E
S

ok

kot

o AXA:=EHY TG

e AWS Control TowerE AHESH0] CHs AH AWS 2HF 2t

MEHN
o W ALY AWS BHE 1=

¢ AWS Organizations

e AWS Control Tower

e AWS CloudFormation StackSets Al-&

e AWS Organization2| 0{2{ A0 A AMH[A Ko A2 ALESH Hot 7tE LS

b~ -
285t S H

Al A
==

o AIG:AWS AHE B ZE ALEX}
_aws


https://youtu.be/frTIDpmuFFg
https://youtu.be/2t-VkWt0rKk
https://aws.amazon.com/organizations/getting-started/best-practices/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://aws.amazon.com/blogs/security/how-to-use-service-control-policies-to-set-permission-guardrails-across-accounts-in-your-aws-organization/
https://aws.amazon.com/blogs/security/how-to-use-service-control-policies-to-set-permission-guardrails-across-accounts-in-your-aws-organization/
https://wellarchitectedlabs.com/Security/100_AWS_Account_and_Root_User/README.html

P
— 1

M2 Hets
O

H
LICE AWS=
H =&0| &=t

(oK)

I

=

e
o

2

|
=
2 LbglLfCf,

_ =

—

—

l2| 5t

2| A 0|40 AWS A LY 2|2 A0 L2
DAY= FOHK =2

IT

=

b

—

.
()

off CH

L

=)

L7

—

-

L|CF AWSOIAM 5

b

=

.
o

O15H OF

=
e

AWS MH|AF ALE0t2{H AHE X2t Of

Amazon Web Services
XSgLCt ol 2

S < 2 g
o X o < T mw__ i i
J 2K ® R ¢ g K
Ju ™ do wo o a1 N = no
— o = — A_ (@)
R g < uw S 8N = % Ho
S = I 1t o 2 < g0
g0 -, o W n ¢ ° T Klo
oK T 9 = = -
Ko~ 11 K N U o N
T 70 —— T wn m T = o
Py &) o m = 4 F K
Y ) z < W R 1l
— L2 ®m - 41 00 =<
ol W 10 < = ox
W< T W =2 H g +
M Y o Klo 7o {0
< K. o 1 ol o
= T of 4 o & AP o
N o oM 4 0 2y N
H X0 = - < < 7.
Uk 5 - o ol
T L s o D 50
X oo & moH N
o = - T - 5 =0 <o lo
m™ _.Aﬂ _|T_ o ._Io —<
o) o K _n_._: DI MW ox mm
._HM Hiu 0|l z 8o - < H K
) Hmz < . o X
H oK & ® oo NOoon T < =
5 & o o o gl o o 3O o K
pi g0 = AW s 2@ KX
ok 5 © mom o O3 no <r
Kl - o L] m_m Ko & B0 H _u._o @o
= ooy o S o =y Ko <F KI
0 M TS o o = ofu G0 %o
— o NS wmH o X% 5r Ko Ko
o FU LI | N el
e U B Do 2D Do @S ®r o
_ln—h H |_.__n_._ Tr K 0jo OT WH @ <] H_|_| I_..AI N
o) m ™o ® YU 3 <o =T
m  B/O o @ o Ko S E g @ o )
- wn x_o [X H__ o —— h_q mH W _A_o
ol _A_o = ooy <O .. - K = Klo
a8 < g5 K& 3z g5 rI X
. RI o K< @ < @& < Wg L K
- & R XT o A AT L o i
K & ol 3 ofm < 6 9 of < Ko o

2|7 0|44 1t

IT

=

Z 0j2q off

O

ot
Of = 7b7F E[AfptEtEH o 2O0f A

=

==
EN22L

=

1L

L|Ct. of

Ea
=

|
A

R
)0l CH

L X0 Af SR A
|.
St

o
=

F

C
—

A otH

i)
o

24
2|#|0]M 3 MH|A(AWS X

S8& o 7l 2= 27t gla, 7|E AKHR)

IT

L|Ct. O]
=

St
=1
O

—

dWws

MH[ 20 et ©

A&
2



Amazon Web Services Hot 22

%&21 0f AWS IAMS] SAML 2.0 7|Ht 22 XIS E8 AWSE 2 EIS A
XA ZHE AFEE 4= UELICH SAML 2.0 Z2E S0 S8HE[ 7|0 51 H AWSO| A = F

=]

)

DAEGHE, Ol A S AEISHE, AWS Partner Network(APN)O| A A &38t=, 0=
SEAE ALESH . E LT AWS AZ 1} MENSE S5 XL ALO[2] &S &&JHH SAMLO{E NS
ArES] HAl 2Ot Xt SEHE 20 AL XL Of Z 2| 0[ 0| AWS API 2t IS 2 =8 MM A
HIE BOE 4= JASLICH & 7|8 SSO(Single Sign-On) = X[ JE 22 AFEXIZF 29

I H 0| A AWS Management ConsoleOf| 21218 4= QUEL|CH,

AWS Organization L 02 A"Z0f| &&35t2{ ™ AWS Single Sign-On(AWS SSO)MI M XtH &
A5 7G50l AL AL OF0| MY E 9XIE XIYsHH UL 40| 2R XA T

SRt AH AA Tt E|H, System for Cross-domain Identity Management(SCIM) v2.0
Z2ESS MEBN EEE 57|t &= JS L M ALZAL A52 AASH 0| S0f| A

AWS A E, 22t E S 2/AH 0| £ = 250 5SSO M| & Hots Fojg = AS L.

2t
oH
ot
L
> —l—
>
=
wn
wn
wn
o
>.
Hn
2
ﬂ]

U= 3 A&
of °| o *fﬁl% 50| £ AFEAIR AES W d5t L ST BH A =FS AWS
Z2|70|Mof| ZEBFLICE = SAML 2.02 AFRSIY 9|5 X4 S8 25
& A5t 7LE AWS Directory ServicesE AF&610] Microsoft AD Directory 0 HZg o= UELICH
T40| 2 E|H S AHA FH SZAE Sl 25T F AWS Management Console, 33 &
A

= —
I O] & = AWS 2HF Y Mol 2a0ig 4= ASL

2T ALEAL E= /T EE AH|XHO: 2HY H)E 22| = Amazon CognitoE AMEE =
USLLCH Ol = & S ZHY Mol 21F, #

S Eo] QAR 2| £9| 7|58 M2t

H—
AHEXbE AHEXL O|E1 Y= E Sofl A1 2 Q5L Amazon, Apple, Facebook &= Google

S EtME S8l 230" & AS L.

#E|ohs MEAL =7t SO{LEM ALEAE MAH 22 F2[510 22 222 S
Z27GsH0F HLCE S& 22 27 AF0| A= AEAISE A4 TE SaA7Hg2lst AE0
o

0
o
4+ >

A X| 3120, O A K| O] Off Af QU AFBA 24 (0: £ M E 9IX))0| HetsiA

adWws


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://aws.amazon.com/single-sign-on/
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/useraccess.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://aws.amazon.com/cognito/

Amazon Web Services Hot 22

=
A& At} OfL| 2t O| oot At £92 Af%@ L|Ct. O] %5H AHEALE %“Mlﬁ paksl

mjo
rE
ox
2
L

EYSE=2
1 o= =
& A £42 22l =+ ASLICL AWS SSO= 7HY EHH 22 AFREIE £dS XLt

=2
>
om
|0
HU
o
I
rot
pa
o
rin
ofn
N
ot
2
A
mjo
>
o
Ot
2
Rl
H1
HIJ
|H
Hu
=
Rl
oC
il

Z4(0]l: System for Cross-Domain Identity Management(SCIM) AFF0f| "H Q| =l L 2)0| &
OFXEZEX| Q) L EF

Z3st 29 HFLIE A8

A Y ZO|E MESIL, ALEXIO|A LEEQl ALt IYALE El Q2 E ALESHA| R
WL Ch FIHE QL 20l A S S MSoH7| /o AZEQ0] £= SHEL0 HAHLFS

AHE 310! MFA(Multi-Factor Authentication)S X 2%t L|Ct. 0| & S0 AWS SSOE A4 T &
AAE ALESHE 9, MFAO| “HEIAE QA" IE= dfA| 2t 5 @782 TSt ALE X7}
XHAIO| MFA CIHIO|AE S50 R £ E S = JASLICL 2 F XtF 58 S=AHIdP)E

Al
25l= A2 MFAY| IdPE & L|CE

MR 532 SN O ASstei A1 SH(D)0| TR LT 912 x4 5O
SSOZ AFOLZLE IAMIFS| ©15 S ALSSHO AWS A0 YN ABILICH AIAE Xt
AL
T

o
)2l B 7IHQ AN 7| S ZEet IAM AFE AL

>
=
wn

@
=

[

AN
r= oy oY

f

>
<

AWS Management Console= AtE5t= QI Xt SFO| B2, ALEA7L HA| XA SES
215350 AWSOl| HSSHOF BL|CE O & A 52 ™ AWS SSO AFEXL ZE S AHE 5L IAMLLS]
As5S Fd5HH ELICH CLI YMATEE QT AFE XIS ZBL, AWS Single Sign-On(AWS
Sso)ute| A E A 9l S22 X[ &StH= AWS CLI v2E AL 8| OF B L|Ct AMEXH= AWS SSO Al 1t

— d
odato AR cL Z2E S MMESH 4= QS LCH 3™ cLuZt A5 22 AWS SSON Al AWS
A4 SHS ZMSIH AL XHE CHAls] M2 D/ L T [2kA AWS SSO 22 0A] Al AWS
XA ZSHE EASH 20 D X| 2Ot EL|CH SDKO| AL, AFE A= AWS STSE AFE 10| YA
aws

10


https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsets.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/step1.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/step1.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://aws.amazon.com/blogs/developer/aws-cli-v2-is-now-generally-available/
https://aws.amazon.com/blogs/developer/aws-cli-v2-is-now-generally-available/

Amazon Web Services

LICt B0 2k fA| At

I

oS 4 UsHOF B

e
Nk

o
&0
Klo

NSRS
AHEAHOf

=

=

, Amazon Cognito A}

FSHO] AWS 2| A A0

o

k22, 7

-+
(o]

o
e

i &M Ol ELICE AAEAe] ID EE0]

4

FL| L.

=
I

o
o

M £ Hets F0Jol0F ot=

H

LICt AN 7| E MES

AL

=
O M ABILICE 2t AL REO| CHSH HBHS A8

A-H|XHOI| A AWS 2|2 20| CiBk ©
A= Se Yol ek b ALE A

(o]
PN

I
{Im
o3
<+
ol
ol
KO0
o

EC2 QIAEAOl AL Amazon EC2

8™ Amazon EC20]| A

ol
Al

-
o

SH0] EC2
O AF™ X[ =l

A WA

e

=
=

3 2l of

A
=

B 2 0f
AWS
He}o]
Al 7

.|

I
F

-
o
—

&LICH E

AN

(o]

2l =

N ks
&5 738l 0F R LICE &

2| A O] F 0| A Aws 7t -, Hi
o

FO 1AM A{H|

=2

<
(o]

2
[S)

A QI E 2 off 4
539 32, A

Ot™S
AWS AMH|AE AL

=

—

=R

£, AWS Systems Manager
HOF
L|Cf,

4

o

7.
X|SHH O CHA Al Xt S HZ2 At
Xt MFA B E 2 KHE 2 BLIHESH= A0| Z&5L|LCEH AWS Config 122 A

=
Mo 7150l

=
S

Bl

=
—

A
=]
=

H A
Lambda®ll &2 C}
HE
Q
o
—1
(=]
ol

2
=

o
At
e}
o

31

L|C}, Of2{ gk &

3

e
o
=]

L
o

2
[S)

S A

Klo

11

I

=

.
o

adWws

At-E 31 OF


https://docs.aws.amazon.com/cognito/latest/developerguide/role-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://www.youtube.com/watch?v=vbjFjMNVEpc
https://youtu.be/aEIqeFCcK7E
https://youtu.be/qoxxRlwJKZ4
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
http://docs.aws.amazon.com/general/latest/gr/root-vs-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
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https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://www.youtube.com/watch?v=Iq_hDc385t4&t=1318s

Amazon Web Services

L Ch 2[aAE

-
o
=

UO{ OF

A Skt A
Yoz ByYY

T

AP0l Bl 2| A0 MM AT UAA E[22 7t

o

o
%0

Ao
<|
<

g

10

I+
o
ol
el
<]

=

(@)

=

—

fH 2
Z40| Z&LLCH IAM Access Analyzeres 4=

AE 2 F2of 2|20 Ciot TA|

(]

e AA2 MY

ol
o

Klo

1S HI-AI(E
== o=l

=2
1=

JSXH

LICH 2k 2l

=

St

i
<|

x|

o
il

#o

o
Ho

<|
4

SHA| &

.I

K~
od

|.

=

=

o] HE Q& 20jg| 7Lt

—

A=A R oA AwS B|aAE
[<)

RS

Q
%

b

AWS Resource Access Manager(AWS RAM)

| -

—

L|C}. AWS RAMS At

=

| 2
A

THRIoIAM] AE 28 o 20of et S/ 2|20 LD

M BEof 62 A8 S AFESICE
2

|.

=

-
o

b2
£ A7t ASLLH B LA ZRE I

CIEE==
F g LCE Ol FEA

4
Kir

ol
o

Kl
4r

L

—

L|ct.
15

e
(s}
—

1

-
2| A 04

—
(o] =)
PYN=]

IT

H ==0| &
H =0
=

Ml

H

=
|-

—

|-

—

} ©

+

21 of
Rlsher 4

—
_

[}
ot
o
-
o

o

21
=2

oF
Af
=

=
— =

=

EELE
A

o

o
Ateb Hgts mpef

2
[S)

OJAHE M A S T}

|-

B2 QZgt YIAEE A AHSSHE =0

{'dS O|Z0{L7|

-

=0 OpX[5 HhA ZE
o

=

&LICt AWS
=

102 X

=
=

=]
=

HMEot2 2 DJALEE AL
o

Lict. of
S Toks}o] T2{ 8k & o] CHSH A2 QA
2 HFA

P
O

=

=
o271

1L

off M
P gL

=

EPS
=

K=}
—
<] X=3

=
o
=

7]

—
AS

HAE & AS LI Eot MH[ Ao 2 9| OFX|
s

OpX[Sfe 2 AL E At el &

adWws

JE!


https://aws.amazon.com/iam/features/analyze-access/
https://aws.amazon.com/security/provable-security/
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
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https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
http://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_delegate-permissions.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_delegate-permissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/cli/latest/userguide/cli-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://wellarchitectedlabs.com/Security/300_IAM_Permission_Boundaries_Delegating_Role_Creation/README.html
https://wellarchitectedlabs.com/Security/300_IAM_Tag_Based_Access_Control_for_EC2/README.html
https://wellarchitectedlabs.com/Security/300_Lambda_Cross_Account_IAM_Role_Assumption/README.html
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https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/config/
https://aws.amazon.com/guardduty/
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https://aws.amazon.com/security-hub/
https://aws.amazon.com/vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Subscriptions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://d1.awsstatic.com/whitepapers/architecture/AWS-Reliability-Pillar.pdf
https://d0.awsstatic.com/whitepapers/architecture/AWS-Reliability-Pillar.pdf
https://d0.awsstatic.com/whitepapers/architecture/AWS-Reliability-Pillar.pdf#%5B%7B%22num%22%3A64%2C%22gen%22%3A0%7D%2C%7B%22name%22%3A%22XYZ%22%7D%2C91%2C704%2C0%5D
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lock.html
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https://youtu.be/vhYsm5gq9jE
https://youtu.be/kErRv4YB_T4
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/athena/latest/ug/cloudtrail-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
http://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://aws.amazon.com/solutions/centralized-logging/
https://wellarchitectedlabs.com/Security/100_Enable_Security_Hub/README.html
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_Detective_Controls/README.html
https://hands-on-guardduty.awssecworkshops.com/
https://wa.aws.amazon.com/wat.concept.runbook.en.html
https://wa.aws.amazon.com/wat.concept.playbook.en.html
https://aws.amazon.com/guardduty/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_trojan.html
https://aws.amazon.com/eventbridge/

Amazon Web Services Hot 22

MH| A& CloudTrail O[HIE 52| 7| = AwsS O[HIE H 4|1t o 22| A 0| H 0| M B 7hs¢t

=
AMEXL RS O|HEES SHot=E 2AE &E 7ts & AT S MSLICH =3 Amazon

EventBridgeE AF23IH QIA|HE -8 A|AH|(Step Functions)S 71&55hs YIAEZE A|AH]
E

Ee Y 22 AF0 o|HEE 2t EALL =7t 245 2Io) HZI0| O ES et e &
U5 LI

HT

AWS Config #& S AF2310] HZ AISHS ZX[3l1 0| YHE SHIE QIAZRE 2IREE £
UASLICE AWS Confige 8¢l L MH[ (XS A[ZH2 Amazon EventBridge 2Lt I &) HE

—
Al-'f'a'l-% 7DI-X|'<'5|- Cle Z=Edd .FII.I-I A EXH I—I_g.

5

2 ol CH2, 2, 78 T M Mg, HY 22| EE L LRI EANY AAH SC=E
HE HMEE 25 AWS Config A S ALY L& 24T = U= O|HIEE e LT XHA|
Lambda &+E Z/d510f AWS Config O|HIEO| SESt= A2 &2 AWS Config & 72 7| E
X 2E AA AWS Config & 20|E 32| E &8 & USLICL

HE
|_u
Hu
fae)
oN
>
=
<
IHIHJ
IIOJ
Of
rir
oL
1
i}
e
|-I'IJ
rn
|->+

|1 Aws &2 AH[Of CHaH XHA|S|

Amazon Detective

e Remediating Amazon GuardDuty and AWS Security Hub Findings

e Best Practices for Managing Security Operations on AWS

e Achieving Continuous Compliance using AWS Config

e | Amazon Detective

¢ Amazon EventBridge

e AWS Config 7%
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https://github.com/awslabs/aws-config-rdk
https://github.com/awslabs/aws-config-rules
https://youtu.be/MPQe-4NvesM
https://youtu.be/nyh4imv8zuk
https://www.youtube.com/watch?v=gjrcoK8T3To
https://www.youtube.com/watch?v=QbA0859qNI8
https://docs.aws.amazon.com/detective/latest/adminguide/what-is-detective.html
https://aws.amazon.com/eventbridge/
http://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://github.com/awslabs/aws-config-rules
https://github.com/awslabs/aws-config-rdk
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https://aws.amazon.com/solutions/real-time-insights-account-activity/
https://aws.amazon.com/solutions/centralized-logging/
https://d1.awsstatic.com/whitepapers/architecture/AWS-Serverless-Applications-Lens.pdf
https://d1.awsstatic.com/whitepapers/architecture/AWS-Serverless-Applications-Lens.pdf
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https://aws.amazon.com/transit-gateway/
https://aws.amazon.com/transit-gateway/
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https://aws.amazon.com/cloudfront/
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html#getting-started-wizard-add-rule-group
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html#getting-started-wizard-add-rule-group
https://aws.amazon.com/waf/partners/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-responding.html
https://aws.amazon.com/solutions/aws-waf-security-automations/
https://aws.amazon.com/solutions/aws-waf-security-automations/
https://aws.amazon.com/solutions/aws-waf-security-automations/
https://github.com/awslabs/aws-waf-security-automations
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AWS Transit Gateway reference architectures for many VPCs
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e DDoS Attack Detection at Scale
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https://youtu.be/9Nikqn_02Oc
https://youtu.be/0xlwLEccRe0
https://youtu.be/0xlwLEccRe0
https://youtu.be/2lAcE3NA2UU
https://aws.amazon.com/documentation/vpc/
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_ACLs.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_SecurityGroups.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Appendix_NACLs.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://aws.amazon.com/privatelink/
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpc-endpoints.html
https://aws.amazon.com/inspector/
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_VPC/README.html
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_Web_Application_Firewall/README.html
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https://aws.amazon.com/codeguru/
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://owasp.org/www-community/Fuzzing
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https://www.cisecurity.org/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
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Security best practices for the Amazon EC2 instance metadata service

e Securing Your Block Storage on AWS

Securing Serverless and Container Services

e Running high-security workloads on Amazon EKS

e Architecting Security through Policy Guardrails in Amazon EKS

e AWS Lambda E9t 7i &

e Amazon EC29| £ 0t

e AWS Systems Manager

e Amazon Inspector

Writing your own AWS Systems Manager.documents
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https://youtu.be/2B5bhZzayjI
https://youtu.be/Y1hE1Nkcxs8
https://youtu.be/kmSdyN9qiXY
https://youtu.be/OWRWDXszR-4
https://youtu.be/ZeltFg8PCzY
https://pages.awscloud.com/rs/112-TZM-766/images/Overview-AWS-Lambda-Security.pdf
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/inspector/
https://aws.amazon.com/blogs/mt/writing-your-own-aws-systems-manager-documents/
https://aws.amazon.com/blogs/mt/replacing-a-bastion-host-with-amazon-ec2-systems-manager/
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_EC2_Web_Application/README.html
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https://d1.awsstatic.com/whitepapers/compliance/AWS_Data_Classification.pdf
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-tagging.html
https://aws.amazon.com/kms/details/#통합
https://aws.amazon.com/kms/details/#통합
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https://docs.aws.amazon.com/AmazonS3/latest/dev/bucket-encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://d0.awsstatic.com/whitepapers/Amazon-GlacierVaultLock_CohassetAssessmentReport.pdf
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
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How Encryption Works in AWS

e Securing Your Block Storage on AWS

e Achieving security goals with AWS CloudHSM

e Best Practices for Implementing AWS Key Management Service

e A Deep Dive into AWS Encryption Services

o QUSTBIE AL2810] Amazon S3 H|O|Ef S

e Amazon EBS & S 3}

e | Amazon RDS 2| A4 24 3}

o Y2 ALESI0 HO|H E=

o  AWS AH| AN A AWS KMSE AL251= g

e Amazon EBS &5 3}

¢ AWS Key Management Service

e AWS CloudHSM
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://aws.amazon.com/security-hub/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html#setup-autoremediation
https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
https://youtu.be/Vox-PDRHIUs
https://youtu.be/Vox-PDRHIUs
https://youtu.be/X1eZjXQ55ec
https://youtu.be/gTZgxsCTfbk
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/
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https://d0.awsstatic.com/whitepapers/KMS-Cryptographic-Details.pdf
http://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/using-iam-policies.html
https://docs.aws.amazon.com/aws-crypto-tools/
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/certificate-manager/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html#redirect-actions
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e How can | add certificates for websites to the ELB using AWS Certificate Manager

e Deep Dive on AWS Certificate Manager Private CA

AWS Certificate Manager

Application Load Balancer2| HTTPS 2|2 L4

AWS VPN

API Gateway S X| %X 3}
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https://aws.amazon.com/vpn/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/blogs/storage/protect-amazon-s3-buckets-using-access-analyzer-for-s3/
https://youtu.be/pTQrAZbHmRU
https://youtu.be/7dRlN-qZvaA
http://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/vpn/?id=docs_gateway
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-edge-optimized-custom-domain-name.html
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