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A2, SSLES St AWS CloudHSM QIAE AN CHEGHH SAIGHHE HI0IEH ¥ 2353t IIE
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OHEEI%IOI/.\_:'OH/\-I Amazon Virtual Private Cloud(VPC)2l AWS CloudHSM

0| AHAAN HAHAE o= U OF ELICE SafeNetOll Al MSdt= AWS CloudHSM
POIOJEE AWS CloudHSM {Z2t0| A A2 &5 &ZGH0 HE2IAH0IE L TI0IEHE
ASSELICH 2dS3E H0IHE s Amazon SS2EX &6 MEE 4 USLICH
CIOIEHHIOIA, ClAD 28 & Y 2S3 E2AH0IEE2 25 AWS CloudHSM &
AMEX XIE OHScIAED &N X2 = ASLICH 28 70 M= AWS CloudHSM
£2&0| Amazon VPC2| Amazon EC20IM A& = O EIAHOI &Y EH HSot=
S S 20 SLICH
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AWS admin access to only
manage device, not

m ,»" encryption keys

Your admin access to
manage encryption keys

AWS CloudHSM
Client
PO, -
DATA
AWS Optional: Your applications
CloudHSM N Your KMI i in your Amazon VPC
— \_____Instance :
This paper has been archived
Fc(c‘he latest Security, Identity and Compliance content, refer to: /I

22 7: Amazon VPCOl BHZ S AWS CloudHSM
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AWS Key Management Service(KMS)
AWS Key Management Service(KMS)= 2tel& &
ArZ3H AWS MBIAMA TIOIES & OFE2IAH 0l
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AWS KMS & CIOIHE A& 2S3tot=s JIEH MblAE S5 2Seiets 28 S
AESHH A1 ot 2t ZE 2 RAELICH 18 82 =5 dssE 4H9eL

1. OIOIEHE L53totet=e RE S o= SAIH AWS MEBIANAM CIOIH 912
MM CF.
O 5% P
Key Thisapkpar has been archived

Generator . . )
For the latest Security, Identity and Compliance content, refer to:

https://aws.amazon.com/architecture/security-identity-compliance/

2. OIOIH J1E At=26t0] UIOIEIE Z2=3teLIC

DATA Dmne E

Plaintext Data Key Encrypted
Data Data

3. OIOIH 2l= 1 = OIOIEHE M&EGt= AHIAN D=8t I =3t IIE AHESHH
gt LICh.

Data Key Existing Key Encrypted Data
Encrypting Key Key
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4. Ol ZS3stE HOIH I & &SstE OIOIEHIF AWS AECIX MEIAO
HEELIC
W
>~ + & —
I' i
Encrypted Data Encrypted AWS Storage
Key Data Services
0 8 8% Y538
OOl J1E &dSstot= O AtSE I1 23t 10 OI0IH ¥ OI0IH 212 EE2 MEED
Ze|=LICH 233 I10l CHSt YA sE Al

2 MO OIS0 E AWS 20 2lgt 2E
FER0 0l Z2MAE BHHE =8otH ELICH
tE6tH =SS 3t&M, OI0IH 1= 1 = GI0oIH

=

I
Il
-
O

CtS AWS NHIA0IA AFEXDE S S &= Qe et @535t JIsS M3 LI

Amazon S3
NH = 2S3E AF25t0 Amazon S32| HIOIHE £535t6H= 282 Ml JHRI 2 LICH.

1. AN = 253 API E210E €364 LE AWS Management Consoletl A &0l2tS
S EBI Amazon S32 CIA A0 dIOIEJF JI=2 &[] JH01I e OOIEHE 253t 5=
USLICH 2 2H= DRKRE HoIH 912 S&sELICH F=orEe Bot2 2/dl 0] Il=

Amazon S30| A 22| ofthispapekiasbeenfrchived| = Ol AH J|2 2 S3HELIC.
Amazon SJFokithd 1&e RSty dehtity S4dCbridtirdé dehberliréfeid] E Advanced

Encryption, Slangard(ARRL A BB Bl m B, AbBakE BIE Amazon S3
AE 22 20 =IHHIE0] SAI Z&SLICH

2. DM N3 INEASEHH A & 253 2HE Amazon S32 P2 EGHs St AFE X
1R 2S3FIIE MEE & ASLICH Amazon S30IA 0l ¥&3t IIE AHS5H0]
AES-256Z Sall LIOIHE LSS LICH 2Kt ES3E S ASXIE MSE 4S5t

Jl= OIOIEE 255t ?Iah 0l 9IS A8t Amazon S3 AIAEI0IA A KIS LICH
Amazon S3ZFE 0l M E LAl S10120] RloliM= S2& 253t IIE HMSoHo
g LICH Amazon S3= &35t J|0t €XIct=Xl &elet £ HXE =35tct) AME

AFE O ghetetLICH Ol JlsS At&ot= Ol= Amazon S3 AFE 23 210l =t
HIZ0l SXI &&LICH
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KMSZ QA0 &5 N j”xﬂ 0 S HELICH KMS= 0] 24Hl 918 4
2N XNAEs OtAE IIE AIES0IH &S 3HaLICH 24 KMSHIA 0] S35 28X
JIE HE 2Hl 212 &M Amazon S32 BHatELICH Amazon S3 & M= LBl

=
HAE 24X JIE A0S0 2 E YSetotl) s FSstel HHE MNE(FSstE
o}t

2 212 SH)GHD HIZ2l0A L BIAE MK 315 AMIELICH 0] 2S5+
HHE HH 2] ?Ioll, Amazon S3= AWS KMSOll 2 s stE 24X J1E & SefLICh
AWS KMS= ZBtE OtAHE JIE AFS0tH 24Kl 91€ == 3t6ta)

BIAE) 243 2|12 S301| BH&H&LICH R 2H 912 AlE0H0d S3
E£3536t 02 AFSXHAIAH BHEHELICH O SE2 A2 22
AWS Key Management Service 2= HOIXIE & XoIAAIL.

Amazon EBS

Amazon EBSOIA 28BS MM T, AWS KMS DIHAE] 12 AFB5I0 2E3i6tE = Meis
a9l 0] EBS EES :ZEMO2 U555l NS 28 IS 25350 Mol
0127l 4518 Amazon EC2 MHIOIA Q1SS @ES AWS KMSE M&5t0 =5 9|12
DISLICH AWS KMSE 0l 28 312 MA5HD, OHAH IIE ALR5H0 012 2S5tetD,
ULt EIAE 28 3|9 U55E 28 I|2 Amazor E02 AHE BISISILICH QY BIAE
B8 Ol M2 MYEQ, A2E €8S =HO 2 SoOIIL LJls 2E HOIES
o535 U =ssEL), of s staP LR AV 4 oisoi o= assE

A AR Ol A o1 REPSIFFEISraY gty gdco mplnge FRNERHISEEs = 0] o1 = 0f

O 551 El 2 B hRYE/E EBhEILI G NGB BRI SENIHNE AIR510] 0 25 5HE
=5 5|2 255610 £55/8 =22 3|2 Amazon EC20 BHEHEHLICH

Amazon Glacier

IOIEDF 1A JISE I M0l Amazon Glacier MBIA D22 256 HIE AESI| 2
Nsoz 2335, 0l = AWSIH SHISts EXS AIAEN MHEELICH 0l JIs2
ME3dt= O= Amazon Glacier A2 22 210l It BIE0| EX 2 SLICH

AWS Storage Gateway

AWS Storage Gateway= SSL= Sol AWSH| HIOIHE &&6t] Amazon S3 £=
Amazon Glacier0fl J& & 2S3tE HIOIEHE 2 A = 2353 AI|0LE MESHH
M & ELICH.
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S3DistCop= 22| GI0IEH E Amazon S30AM HDFSZ, HDFSUHI M Amazon S3&,
Amazon S3 2! 2t 0l &S3dt= Amazon EMR J|s 2 LICt. S3DistCp= EMR HIOIHE
AE Xt 22l 5t= Amazon S3 H 2! 0l J|§°* H M = S22 AESHESE Amazon
S30l @& dl= JIs2 KNFAELICE 0l JIs t&dl= U= Amazon S3E ALE5dt(H
Amazon EMR OIOIHE M&Edt= 22 20 XDF BIE0l SXl ZSLICH

Amazon RDS2| Oracle
Amazon RDS2| Oracledil CHall Oracle Advanced Security 882 AIE0tES & EGHH
L& Transparent Data Encryption(TDE) ¥ Native Network Encryption(NNE) Jls2
2§88 > UASLICH Oracle 253 PE2 UI0IH & I 253 INE UHEN
HIOIEHHIOIAE &S 3t&fLICH. Amazon RDSS| Oracle QIAE AN 1Ret I St I=
FIHCo=z 2HI0I& &= 25681 E AES OtAH I10 2ol MHMEL=Z 2

OtAHE 3= Amazon RDS AMHIA N DRSHH AWS MIHE &= &

H I-HJ
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> o
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-
Q
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Amazon RDS2| Microsoft SQL Server

Amazon RDS2| Microsoft SQL Server0l Transparent Data Encryption(TDE)2
TI2HIMYOtES Mg = AUSLICH SQL Server 2355t 22 HO0IH & I 2535t
JIE S0 HIOIEHHIOIAE 2SS 3HELICH. Amazon RDS2| SQL Server Q1A E A Q|
NRst I LS55 Ie FIHC2 Z2HI0IAE = NS H 256U E AES OFAH 210 2ol
A&z 2dS53HELICH 0 OtAH I1= Amazon RDS MEIAN D235HH AWS M E
2= HE AAEUH HEELCH 0l JIsS AFSotE U= Amazon RDS2| Microsoft
SQL Server ALZ 22 oo HPRID beepathived ¢

For the latest Security, Identity and Compliance content, refer to:

Amazon Rﬁdﬁ/ha.bﬁ,amazon com/architecture/security-identity-compliance/

Amazon Redshift 2 AHE Ot= [ AIS A A HOIZE0WHAM 2= HIOIHE 2353totES
MEfE &~ QUSLICH Amazon Redshift 2 AHS AHH = LSSTUHA HdEE = A=

S8 3K LILE.
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XM SENANE COIE S3(8HY ZE)0| 222 256HIE AES 1S AIE0H
2 SSIELICH 0lefst 1= 222 256HIE AES CIOIE{HIOIA IIE AFZEEH
ANHEOZ AS5ELICH O CIOIEHIOIA 3= AFRXIS 22 AN DR E 256HIE
AES 2HAH OtAH I10 2ol ESSHELICH 2HAH OHAH IleE AWS MIHE =
He AIAEN H&EE Amazon Redshift AHIAN DRe FIH2=z ZHI0IE D=
XNSA OtAH JI2 ESStELILH 0] JIsS ArE6t=E U= Amazon Redshift AHE
2= 20 =t 8E0l SX L&LICH
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2. S UM s&= AHE6HH OIOIEHHIOIA IS 0*55;&_}; Ol AtEE 256HIE AES

2 2AH O0tAH 191 AWS CloudHSMUI M &= SafeNet Luna HSM HZc2t0| A A

2T 0IASE ME6H0 MAEELICH 0 224 AH 0tAH Il O TS, HSM 22
Ol SotAl 2= OtAH 10 2ol 2 S 3t LICH Amazon Redshift 21 AEJF Al R &S

24 AH OFAH I19F HSMOIA =25 3HEl CHS, HIOIEHIOIA I1E 25 35t6t= dl
AZELICH Ol IOIEHHIOIA Il= Amazon Redshift SAEZ MEEH 2HAH

M FI| St H22l0eh &FSLICH SHAHE UAl AIEGle 3% 221AH
OFAE I10F CHAl HSMe 2 28 HAMELICH LB EHAE FEZ ClAQN MEEH =
22 AUSLICH Ol SE = ALE0HH HIOIHE 25 3t6te O ALE0t=E 212 HS

2L 2 % FIIE 20 HEGHH MUY = JASLICH 0] JIsS MESte U=

Amazon Redshift(3] X &0l AWS CloudHSME AME6tE S Hd&8dt= R g

MEIA Q3 FIH) AM2 22 20 =t 5101 EX &ESLICH

3. M UM SEMM=, QIOIEHBIOIA IIE 2S3lote O AHSE 256HIE AES 24 AH
OFAE 210 AWS KMSO| A ELICH O 2AH OtAH = Od TGS, AWS KMS
LHS| OFAE 210l 2ol &S 3t LICH Amazon Redshift 2HAE I AT H S{AH
OrAE I10F AWS KMSUHIM =33k CHE, HIOIEBI0IA I8 S&3&tct= Ol
AMEZZELICEH Ol HIOIEHIOIA Il= Amazon Redshift SAEZ MEE 0 2HAH MHH
=) S H2elot a=eLICH 2HAHE LAl Al&ctE 3 2dAH 0tAH
I1JF ChAl AWS KMS2| 2t5tEl B0t ({E2I0IHAZRE 2MELICH LB HAE
SEHZ 02320 MEE = 22 ASLICH Ol SES AtE0HH OtAH J12 HAA &
AE0 CHol MIRHC! HIHE Z2g &= A0 AWS CloudTrail2 Saofl 0l4st HIHE
A = ASLICH Ol %éh%s 52&n Urekivag AAl S LIS 2 AWS Key
Management Service 23 H 0| KIS & L6FA AL,

ﬂl‘l" g

and Com Ilance content, refer to:

Amazon RedsMRs E{sRE2a ofiarsh ks Ereffef EvedS By FopEncH| S Xt JF M S 6hs |
2 Amazon S3 Encryption Client2 AIE6t0 0l & 0l & S35 Amazon S32 Z £ H
Amazon Redshift2 2S5t HIOIHE 2 =& USLICEH Amazon Redshift=
Amazon S3 2 Amazon Redshift 2t= 0l=dl= HIOIHE =3 3t6t1) CHAl 2 S 3ot
HOlEe & =Y =D& E36t= Jls2 HMSELICH

AWSSl (42l MEIA 2t MH & 2S5 3t JISsS ALE6HH AWS Management Console0ll A
“& 832 otHLE XIEE AWS MHIA CHEF CLILE API RE S 2HS 2+ES
HOIHE 233e &= JUSLICH 233t I2 SItE A EE2 AWSOHIM MHS2=2 CHEGHA
22| SLICH Oldet 210l CHEE SIDIEXl 22 E22 UI0IH RSEZ 0|0 & = JLB=Z,
AWSE GIIIE Xl 22 H22 zlAsicte 28 82 M JsS 2&E AlA8 Y
DZNAE =020, ELAF ZPAF D1 2t0Hl Ol S AIAEIS] HEE RESGHH SOC 1, 2,
3, PCI-DSS % FedRAMPE Lgst B0t 0152 FHS

amazon
webservices



Amazon Web Services - AWSOIASl H& HIOIH LS3t 20144 113
24 =
=
233t 1 HEH 2tel= D HCI0 A= EI=XI0l CHolf 30Xl CHE 222 LO0tE/USLICH
2ot & L KMIE AMEARDE 5 E@Yot= 42, HZ2AH 0182 HI0IE L3t 0
CHoll AFEXIE MREC 2 MU = JASLICH DL O] 82 BHE =20 220t
OHECIAHOIES St LI AWS MEBIAE 2I2oHH S &+ 2le S@EO0| USLICH
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%= UASLICH 0l S&2 UI0IEE M&ESH=E MHIAE I8 2S5 AFRZXE 210 TSt E M
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For the Iatest Security, Identity and Compliance content, refer to:
il_x XFtE//aws.amazon.com/archltecture/secur|ty—|dent|ty—compllance/
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- Bouncy Castle Java A& & 2t01E2 22l
http://www.bouncycastle.org/
e OpenSSL A E 20l el
http://www.openssl.org/
e Amazon S3 €353t CloudBerry Explorer PRO
http://www.cloudberrylab.com/amazon-s3—-explorer—pro—cloudfront-IAM.aspx
-« JavaZ AWS SDK & Amazon S3E AlE26t= 22l0IHE = M0l &S35t
http://aws.amazon.com/articles/2850096021478074
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Amazon S3, Amazon EBS & AWS CloudHSM& SafeNet 253} M3
http://www.safenet—inc.com/

Trend Micro SecureCloud

http://www.trendmicro.com/us/enterprise/cloud—solutions/secure—
cloud/index.html

CipherCloud for AWS & CipherCloud for Any App
http://www.ciphercloud.com/

Voltage Security SecureData Enterprise
http://www.voltage.com/products/securedata—enterprise/

AWS CloudHSM
https://aws.amazon.com/cloudhsm/

AWS Key Management Service

https://aws.amazon.com/kms/

Key Management Service 2 S3t N2 HE i A
https://d0.awsstatic.com/whitepapers/KMS-Cryptographic—Details.pdf

Amazon S32| HIOIHE 2536t —rloF Amazon EMR S3DistCp
http://docs.aws. ama fotelng! aeduce/latest/DeveloperGuide/UsingE

M _s3diske ecurity, ldentity and Compliance content, refer to:

https://aws.amazon. com/archltecture/securlty identity-compliance/
Amazon RDS2| OracleZ &t HIOIE &S5t

http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.Oracle.
Op tions.html#Appendix.Oracle.Options.AdvSecurity

Amazon RDS2| Microsoft SQL ServerE S£8&t HI0IE &S5t
http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_SQLServer.
h tml#SQLServer.Concepts.General.Options

Amazon RedShift &S 3}
http://aws.amazon.com/redshift/fags/#0210

AWS 2ot =27
http://blogs.aws.amazon.com/security
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