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1. Amazon Web Services: Overview of Security Processes -
https://d0.awsstatic.com/whitepapers/Security/AWS%20Security%20Whitepaper.pdf

2. Amazon Web Services Risk and Compliance Whitepaper -
https://d0.awsstatic.com/whitepapers/compliance/AWS Risk and Compliance
Whitepaper.pdf

3. AWS OCIE Cybersecurity Workbook -
https://d0.awsstatic.com/whitepapers/compliance/AWS SEC Workbook.pdf

4. Using Amazon Web Services for Disaster Recovery -
http://media.amazonwebservices.com/AWS Disaster Recovery.pdf

5. Identity federation sample application for an Active Directory use case -
http://aws.amazon.com/code/1288653099190193

6. Single Sign-on with Windows ADFS to Amazon EC2 .NET Applications -
http://aws.amazon.com/articles/3698? encoding=UTF8&queryArg=searchQuery&
x=20&y=25&fromSearch=1&searchPath=all&searchQuery=identity%20federation

7. Authenticating Users of AWS Mobile Applications with a Token Vending Machine
http://aws.amazon.com/articles/4611615499399490? encoding=UTF8&queryArg
=searchQuery&fromSearch=1&searchQuery=Token%20Vending%20machine

8. Client-Side Data Encryption with the AWS SDK for Java and Amazon S3 -
http://aws.amazon.com/articles/2850096021478074

9. AWS Command Line Interface -
http://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html

10. Amazon Web Services Acceptable Use Policy - http://aws.amazon.com/aup/
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= C:API ==

AWS % S1E| 0] 2= AWS A v] 28 wel Sk B =P

http://docs.aws.amazon.com/cli/latest/reference/index.html#cli-aws

1. HI7E A" BE gasyd

- aws ec2 describe-tags
http://docs.aws.amazon.com/cli/latest/reference/ec2/describe-tags.html
2. 1N AWS AA Q] BE 317 Alo]E o] L}

- aws ec2 describe-customer-gateways —output table
3. L7V AWS Al o] & VPN 14 v

- aws ec2 describe-vpn-connections

4. EE 117 Direct Connect 14 U<

- aws directconnect describe-connections
- aws directconnect describe-interconnects
- aws directconnect describe-connections-on-interconnect
- aws directconnect describe-virtual-interfaces
5. List all Customer Gateways on the customers AWS account:
- aws ec2 describe-customer-gateways —output table
6. List all VPN connections on the customers AWS account
- aws ec2 describe-vpn-connections
7. List all Customer Direct Connect connections
- aws directconnect describe-connections
- aws directconnect describe-interconnects
- aws directconnect describe-connections-on-interconnect
- aws directconnect describe-virtual-interfaces
8. Ht 5ol $3& & CLIE thAl A8
- aws ec2 describe-security-groups
9. @A o] Afr/sE=3 AMI L

- aws ec2 describe-images —owners self
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10.

11.

12.

13.

14.

15.

16.

17.

18.
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EG AMIE A1 ZHE BE o2y

- aws ec2-describe-instances --filters "Name=image-id,Values=XXXXX"
(XXXX = image-id %k, °l: ami-12345a12)

IAM © /715 /AH8 74} 1
- awsiam list-roles
- aws iam list-groups
- aws iam list-users
25/ G/ A A TR A
- aws iam list-attached-role-policies --role-name XXXX
- aws iam list-attached-group-policies --group-name XXXX
- aws iam list-attached-user-policies --user-name XXXX
o 7] 4 XXXX+= 27 AWS A8 ol 2] 42 o] &yt
KMS 7] 1<
- aws kms list-aliases
7] wA 4 H U
- aws kms get-key-rotation-status —key-id XXX(XXX = AWS 7|4 ©] key-id)
KMS 7] 2 ¢t = 3% EBS &# <2
- aws ec2 describe-volumes "Name=encrypted,Values=true"
- targeted e.g. us-east-1)
A S Bl
- aws iam generate-credential-report
- awsiam get-credential-report
EBS =& &2t/ 44
- aws ec2 create-snapshot --volume-id XXXXXXX
- (XXXXXX = AWS Al Ul 25¢] ID)
sl 29t/ e Bhel

- aws ec2 describe-snapshots --filters "Name=volume-id,Values=XXXXXX)
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