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AWS Cloud Formation

AWS CloudHSM(GIESRIN 2ot B &)

AWS CloudTrail

AWS Direct Connect

Amazon DynamoDB

Amazon EC2 VM Import/Export

AWS Elastic Beanstalk

Amazon Elastic Block Store(EBS)

Amazon Elastic Cloud Compute(EC2)
Elastic Load Balancing(ELB)

Amazon Elastic MapReduce(EMR)
Amazon ElastiCache

Amazon Glacier

AWS |dentity and Access Management(IAM)
Amazon Redshift

Amazon Relational Database Service(RDS)
AWS Route 53

Amazon SimpleDB

Amazon Simple Storage Service(S3)

AWS Storage Gateway

Amazon Simple Workflow Service(SWF)
Amazon Virtual Private Cloud(VPC)
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http://aws.amazon.com/cloudformation/
http://aws.amazon.com/cloudhsm/
http://aws.amazon.com/cloudtrail/
http://aws.amazon.com/directconnect/details/
http://aws.amazon.com/DynamoDB/
http://aws.amazon.com/importexport/getting-started/
http://aws.amazon.com/elasticbeanstalk/
http://aws.amazon.com/ebs-jobs/
http://aws.amazon.com/ec2/details/
http://aws.amazon.com/elasticloadbalancing/
http://aws.amazon.com/elasticmapreduce/details/
http://aws.amazon.com/elasticache/details/
http://aws.amazon.com/glacier/details/
http://aws.amazon.com/iam/getting-started/
http://aws.amazon.com/redshift/getting-started/
http://aws.amazon.com/rds/details/
http://aws.amazon.com/route53/faqs/
http://aws.amazon.com/simpledb/details/
http://aws.amazon.com/s3/details/
http://aws.amazon.com/storagegateway/details/
http://aws.amazon.com/swf/
http://aws.amazon.com/vpc/details/
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AWS CloudFormation

AWS CloudTrail

Amazon DynamoDB

AWS Elastic Beanstalk

Amazon Elastic Block Store(EBS)
Amazon Elastic Cloud Compute(EC?2)
AWS Direct Connect

Amazon EC2 VM Import/Export

AWS CloudHSM(GIERI 2ot 2 &)
Elastic Load Balancing(ELB)

Amazon Elastic MapReduce(EMR)
Amazon ElastiCache

Amazon Glacier

AWS |dentity and Access Management(IAM)
Amazon Redshift

Amazon Relational Database Service(RDS)
AWS Route 53

Amazon SimpleDB

Amazon Simple Storage Service(S3)
Amazon Simple Workflow Service(SWF)
AWS Storage Gateway

Amazon Virtual Private Cloud(VPC)
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http://aws.amazon.com/cloudformation/
http://aws.amazon.com/cloudtrail/
http://aws.amazon.com/dynamodb/
http://aws.amazon.com/elasticbeanstalk/
http://aws.amazon.com/ebs/
http://aws.amazon.com/ec2/
http://aws.amazon.com/directconnect/
http://aws.amazon.com/ec2/vm-import/
http://aws.amazon.com/cloudhsm/
http://aws.amazon.com/elasticloadbalancing/
http://aws.amazon.com/elasticmapreduce/
http://aws.amazon.com/elasticache/
http://aws.amazon.com/glacier/
http://aws.amazon.com/iam/
http://aws.amazon.com/redshift/
http://aws.amazon.com/rds/
http://aws.amazon.com/route53/
http://aws.amazon.com/simpledb/
http://aws.amazon.com/s3/
http://aws.amazon.com/swf/
http://aws.amazon.com/storagegateway/
http://aws.amazon.com/vpc/
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0l= HZF0Iol AWS &@@oz HIgtetdl 20 &*94 J|S10E ITARO et &&= 2A2 HOoIHE &5
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PCI DSS Level 1

AWS= A& HH(PCI)2 OIOIE 2ot E=(DSS) GHolA e 1 HES =4S LICH D22 PCl &=
Z4 Jls T2 ANM OHE2IAOIES AstH ZAURENAM ASIE d8E ME, M, 88 =
lSLICH XY 20138 28, PClI 2o E= |3 0MH= PClI DSS SctRE ZEE JIoIEciols
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SEASLICH O Jiol=etele 2t= AXIA GIOIE &&= 2telote JHUHA 222 =0 A PCI DSS Al
st== RAotJl ol dedoior & AMetsS MBELU. AWSE U= <ol PCI DSS 2c2E Z=RE
Jol=ctel = AWS PCI A& &= MIIXI0 SE}sUC AWS PClI #E == I X 0l= AWSIt PCI DSS
H& 3100 CHol &I 1 AHIA S= & J‘*REIE E—’EOH ol 888222 BSLAUASS LIEHH= AWS
PCl #& &= EZ(AoC) 2t 22tRLENAM AWSS2E D200 &M MOt € ¥ &= MAsS dH5t= AWS PCI
MY o0l ZELILCH
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AWS Auto Scaling

AWS CloudFormation

Amazon Cloudfront

AWS CloudHSM

AWS CloudTrail

AWS Direct Connect

Amazon DynamoDB(DDB)

AWS Elastic Beanstalk

Amazon Elastic Block Store(EBS)

Amazon Elastic Compute Cloud(EC2)
Elastic Load Balancing(ELB)

Amazon Elastic MapReduce(EMR)
Amazon Glacier

AWS Key Management Service(KMS)

AWS |dentity and Access Management(IAM)
Amazon Redshift

Amazon Relational Database Service(RDS)
Amazon Route 53

Amazon SimpleDB(SDB)

Amazon Simple Storage Service(S3)
Amazon SQS

Amazon SWF

Amazon Virtual Private Cloud(VPC)
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http://aws.amazon.com/govcloud-us/
http://en.wikipedia.org/wiki/International_Traffic_in_Arms_Regulations
https://www.pcisecuritystandards.org/pdfs/PCI_DSS_v2_Cloud_Guidelines.pdf
https://www.pcisecuritystandards.org/pdfs/PCI_DSS_v2_Cloud_Guidelines.pdf
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/autoscaling.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/cloudformation.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/cloudfront.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/cloudhsm.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/cloudtrail.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/directconnect.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/dynamodb.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/elasticbeanstalk.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/ebs.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/ec2.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/elasticloadbalancing.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/elasticmapreduce.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/glacier.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/kms.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/iam.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/redshift.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/rds.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/route53.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/simpledb.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/s3.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/sqs.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/swf.html
https://aws-brew-cq-author-prod.amazon.com/content/aws.amazon.com/staging/en_US/vpc.html
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https://aws.amazon.com/compliance/pci-dss-level-1-compliance-faqs/
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AWS CloudFormation

AWS CloudHSM

AWS CloudTrail

AWS Direct Connect

Amazon DynamoDB

Amazon EC2 VM Import/Export
Amazon Elastic Beanstalk

Amazon Elastic Block Store(EBS)
Amazon ElastiCache

Amazon Elastic Compute Cloud(EC2)
Amazon ELB(Elastic Load Balancing)
Amazon Elastic MapReduce(EMR)
Amazon Glacier

AWS |dentity and Access Management(IAM)
Amazon Redshift

Amazon Relational Database Service(RDS)
Amazon Route 53

Amazon SimpleDB

Amazon Simple Storage Service(S3)
Amazon Simple Workflow(SWF)
Amazon Simple Queue Service(SQS)
AWS Storage Gateway

Amazon Virtual Private Cloud(VPC)
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http://aws.amazon.com/cloudformation/
http://aws.amazon.com/cloudhsm/
http://aws.amazon.com/cloudtrail/
http://aws.amazon.com/directconnect/
http://aws.amazon.com/dynamodb/
http://aws.amazon.com/ec2/vm-import/
http://aws.amazon.com/elasticbeanstalk/
http://aws.amazon.com/ebs/
http://aws.amazon.com/elasticache/
http://aws.amazon.com/ec2/
http://aws.amazon.com/elasticloadbalancing/
http://aws.amazon.com/elasticmapreduce/
http://aws.amazon.com/glacier/
http://aws.amazon.com/iam/
http://aws.amazon.com/redshift/
http://aws.amazon.com/rds/
http://aws.amazon.com/route53/
http://aws.amazon.com/simpledb/
http://aws.amazon.com/s3/
http://aws.amazon.com/swf/
http://aws.amazon.com/sqs/
http://aws.amazon.com/storagegateway/
http://aws.amazon.com/vpc/
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http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/AICPASOC3Report.aspx
https://cert.webtrust.org/pdfs/Trust_Services_PC_latest.pdf
http://d3ulk6ur3a3ha.cloudfront.net/whitepapers/compliance/soc3_amazon_web_services.pdf
http://d3ulk6ur3a3ha.cloudfront.net/whitepapers/compliance/soc3_amazon_web_services.pdf
https://cloudsecurityalliance.org/research/cai/
http://www.fightfilmtheft.org/facility-security-program.html
http://www.fightfilmtheft.org/facility-security-program.html
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NEE = JASLICH AWSE HE = 2|22 QES &40l0t o=
ZS It Ot Ol &, SXI 810l O40| MEis 2[MUHM DM 2H=E
FOIX Z&LICH 0l 22 &4 &M, 0= SR XILIOF =), 01=
A—I (2clH), 01=2 M2 ZLIoF S8), AWS GovCloud(0l=
Qc2lAH), EU(OIL HE), EU(ZEHAEZE), OFAIOH H“"Ot(/"DFE ),
OFAIOF EHE 2 (=22), OFAIOF EHE 2 (AIELI), Lot oHA IS R)2
1000 2l™M0| }USLICH.
8 & XS HIHAI(E- AWS= Q1 Z2tE MBotl, D22 29 MA, WERA =4, &x&
Discovery). e OHECIAHOIES LES 1 O ZE Y QAE A2IELILH DX
= XDP FSUNED:DI PN AWSE AtEdll BE2otHLE Helote 8 X 242 A8, & Hel, 84
X Y A SE0 st L ESZ2 E@éké A5 EX0 HESHH g M0 USLICH 2
DMO QRS EZELIN? | Al AWSE A5 XM AWSS IR0 26t D20 g8 4
Ql&LILCE
9 GIOIE 8 Se{2D]. Ot LICH. AWS OI0IE HIEO{IHE Crst NHEs SAESGH| 20
2R E =Xt DMO| HIOlE HIY 22 SIE0HAl EESLICH 258 O] Q2440|
240] OIOIH HIEHE EAF CIOIE Ol Seldo2 E28 R2HIF JUD| HELLICH Olefst D249
sd2 = UAES QIAE EZob)| |l SEH0ID I Ues ZALKIF SOC 1 Type I
[ R=X=1aB Pl BOANC LEZ AH =32 S MEH 2Hs HSELICH el
MEE= 0| M3 HES Soll DH2 LS HEES SUE S X0
2HOZ Hiet= &= USLICH AWS% BlY S HLS MZst AWS
D22 S0C 1 Type Il EOM S /\} S REL = ASLITH o™
HIEHCS 2l 2ot Chist g P ISO 27001 Z Ab, PCI EIL, ITAR
2ZEAF & FedRAMPSTHIAE ﬁij%'oﬂ': L& ASLICH
10 | EFAF SAIA . JMIBAHOE AWSE W8 22 Xete CIoIE MMEol CHet HAIAS HAGHA
22 E 32X HI0IH 22| & LICH AWS HAIA H20f et o e AWS GIOIE dlIE
HIEHO HAASE = 22| NIt GAIHCZ &01st BRE Mot 2= N3Ak=E AWS
USLID? IOIE MEO E28 £ ASLICH SelE d20 238E E3 S
=G O0IY M =2 #st 200 & JIEt 23 SH =0 tist
AtAlst LHE2 SOC 1 Type ll EIAME Jé,*EEoV\'/\IE
1 | dst A= &Y. As A= BHZ & 2 EZE0| AIﬁE.:*,' 2 CIOIEOfl CHEE HAIASE MSHStD AIAE =
A0l 2LIHYE ¥ OIOIE0l CHEt HAMAE Hist Y SLIHEELICH CCOF D24 IOl 2
IO & LIDE? MH IAE AJ} DIEEEE CHE D20 =eldoz Ae|gLICh AWS
SOC 1, ISO 27001, PCI, ITAR ¥ FedRAMPS™ 2 Al = =& & 2T Al
IO RH S AIEX HAMA HAHE 2 E 2SLICH
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Ref| 22L& A FE &2 AWS E&

12 | IR HAA. 22HRE AWSE EXESH LIE X HAHA 2ES olZotle S SOC 1 HEES
22X D2 Mol ¥ M350, 0 2A0 Z&E S 218 & A8 &+ Z2 180| WX
OHZ2IAH Ol & 0fl CHEt HMAE HZELICH 2= 21E L N3N SY2 =c|& HAASL
SHESH LR X BAA ZAHAS AIME U ASH AESS HIOISLICH £ HI[Hl &

S HZELIN? HHE Soll LHE A HHMAIF HEA M € S2UHEE D YA
EEsMoz2 HESHLIC

13 |O= HYE., O AWS stZ 2 Jtalsle Os HIYE A3 LICH AWSE 20t 22|
22IJF oHEGHA| I2ZMA PCIAHEE, 2 XS U2 O Aelg &= UAESF 1NotE
I UASLID? JIEt B0t HESS PEMSLICH AWS AIAE S D2H0| JbASEH

LATEYNHE Sct EHE 2 NAINAH 2HEERX 22 22lH SAE
e AAEAN WHAGHE HE NHE = JUEE EAHAUSLICE O]
Ol = S8 &0l PClI QSA(Qualified Security Assessor)El a52
SACH 20153 420 EHEE PCIDSS HE 3.12 2= 27 A2
Z4ole 2402 ol UASLICH
AWS= =2 HIUAl SEE NSELICH 88 AABA = S D20
HHAE SI=E/E A3 6l= Amazon Virtual Private Cloud(Amazon
VPC) LHOIA AlZHZl= Amazon EC2 QIAEAQILICH MEZ QIAHAES
S0l Amazon VPC2t AWS 22t &2 0|8 = zIUist EEZdl= sAl0
Amazon EC2 ZFEH QIAHAZSE GIEANH =ZUHM Z22le = USLICH

14 | GIOIIHHIOI M A, Amazon EC2= 8 M D& & UAE3IE Xen SlOIIHBIOI N E AFEELICE.
=2l 22 LA OlOIIHBIOI M= e & 28 & EUHA BII1HC HIOIE Sl MZ22
SIO|IHHIOI N FH A= FHd L IIE FHUYLH0| Y=l &IotHH, HAE IJtar AL AHOI 0l A
SRMS LD st A2lE 7 Aote O 0 HE& LIt AWS Xen SOl THHEOI M

Hot2 WO Y 2ZA =5 S 2 AL IUIJ‘*OE HILEHLICH. Xen
OIOIHUIOI M @F QIAEA AL CHEE XHAMISH LIE2 AWS B0t BHNHE
HASIYAIL.

15 | FH 22l AIAE AWS= GHOIIHHIOI M & WER A MHBIA S D280 Tist MHIA HISS
N ZSHA IH XDt K&ctE AIAEN IHXIE H28 A0 JUASLICH WX HE8S2 AWS
MNELJUSLID? SISO 27001, NIST, PClI Q210 et =HELICH D22 HAE

I HH, 2ZEYNH XL HEIAHO0IES 22Iot2 2 XAl AIAEO
WXIE HES MU0l UASLIC.

16 | 2353 Ha&Hes MHIADE | 0l AWS= 2240| S3, EBS, SimpleDB, EC2E E&Ist HO R E

ASSHE NASLIN? MBIAO XM 2SS HHLIS S AIEE 2= UAESE XJAELICH VPCOH|
st IPSec HE & € S3tELICH Amazon S3& D= flgt 8822
Server Side Encryption2 M Z§&HL CP A2 HISIP 23St Jl=2
MEE =& JUSLICH KASt HES2 AWS 20t HAHE ERGHYAIL.

17 | HOIH AR#. 242 AWS D22 HIOIE0fl CHEE 22l & ARAHAS E%@LI Ch. AWSE 1249
= hesE 0 H|O|E101I CHoll| JHe!l B2 E 250t)| flof N2 JI5tH &0oi0 ot= 8 & J| 22
HH dstS EKE LI QAES BB WAELICH AWSE & & Il HHO| &alst

ZHIF QICHD THs AL et HEo ¥=280=2 0|92 JHIDIE.*LI Ct

18 | HIOIH A2l 2eRE DM=2 Halo AWSH MEE 2 HO0IH= 288t HIYE Hel &2
22X D2 OIS 2 Mo Jls2 210 UASLICEH Amazon S3= 112 CIOIEH °”HIA
MEGHH A& LI HMOHE M3&LICH S& OO0l MBIA 220 CHSE RtAISH L

AWS E0t BB E HFAGHAAIL.
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Ref| 22L& A FE &2 AWS &

19 | X8k MHIA. 2etE AWS= D20 H AWS AMBIAE HIE0HD| fIoH M3 2etRE S=AUE
S AF XA A H A 2F 2 ZotA LSLICH
CtE S22 2etEe
MHIAE &H HSELI?

20 | 2c|d Y &F HEE. 0. SOC 1 Type Il 20 MU XtAIGHAH & EH JASLICEH E8FHISO 27001
Oleist HEE2 XY 2 FedRAMPS™ S AWSIOI X &dt= 11 & CISHME Sl &H/&ZBH
=212 c 22X}t M2 28 AtellE @+ LICH
SGELID?

21 | 22H0IHE 5 BS. Ol. AWSE D2H0| XAl Q210 el 22l0|HE L 2 HELIH oIS
2ctRE S A D 2A0] 22l = JACE Z2ELICH
PC ¥ 248t CIHIOI A2t
22 220l ENAM
HNAS ES5I0 2els
= UAETE S ESELIN?

22 | MH 2ot 2R E Ol. AWSE= D240| XXl 2ot O EHE REE = UATE SIS ELICH
22 XHJF D240 Jpal A 2 HESRA SBotoll CHst XEAISH LIE22 AWS 20t BHHE
AHE B8 % HLOHAAIL.

UEE ASELIN?

23 | Xt Y L HhgA AWSE 1D2H0| Al X} IDE 2telotd, 2ot X2 s¥8 S &0,

22l ol MHIA MEXE DEsIolH, SY HZAOCZ AIEX HEts 2ele = A= 1D
IAM D=0 Z&5 0] L HNA 2Ze| MBZS ERot] USLICH KtAS g2 AWS &
ol AMOIEE ZEXOIAAIL.

24 | 0l RAE4LE e AWS D282 HI| RAES L AAE IHX BES 2o
=St SS At MNAES @Eetologz MEGHAl 20tE & LICH AWS2l RHAl
SANE+E 2o AIAES FAEs L AAE X HE2 et oz DA S
ESCHE ADJIE OIXI Xl 2&SLICH ATAEA SAB4+= D2240| 22| &LIC
X & &L

25 | E& Jls. 83 At AWS 2ctRE = S CHEGtD SRE0| FIHE S4E AAECZ,
D20 HAcH H DHHA AL & A2 MBSLICH QX2 AIA-E =8 £ =
Olateoz &H&e THOZ =TS = U2H AtES S0l CHol A B BIE= RIS LICH
UE=E A ZELIN?

26 | AMBIA D4 AWS= MHIA =ZF §2A(SLA)S Soll =2 =2 IS8 S M35
S =2 &2 ol ==HELICH 6lE =0, Amazon EC2&= AHIA J|2F SOF 24
tedg M3oto| <lH Zl A 99.95% 0l &t JtsSE2 M3&LICH Amazon S3= HE =l A8t
S LI 99.9% 0l &t2 DISE= MZELICL 0lfst Jted =3 Xt

SELA LS B2 MUIA R0l MSELICH

27 | DDoS(Z4F MBIA HE) AWS HERIDE JIE2 HERKD 22 22X 25t EQet 25
22 22Xt DDoS HEHS MBSELICH DH2S FI BES S Aaig =& ASLICH DDoS
2AOZEH AHIAE S =212 LS 0] =X CHSt XEAISH LIS 2 AWS 20t BHHE
HEH ESELID? XS AL,

28 | HOIH Ol=s4d. 20| AWS= D2H0| 20 Ot AWS AECIXINAM GIOIEHE A2 4L
RS B2 AHIA WHEY & A== 5 ELICEH S32 AWS Import/Export MBIA =
S= A HESH HIOIHE QIOIE && Al 0lsSA AEC|Xl CIHIOIAS AFES6HH AWSHI M &2
LHE Y = JASLID? 2O HOIHE tit=H S8 &= USLICT.
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Ref| 2ctRE ARE E=2 AWS EE2
29 | MHIA ST HIEUA AWSE HIZULIA g T2 s 2EELICH KA WE0l AWS 20t
HEd. MHIA SS X0t A0l Lhet ASLICH
HIZLA A5y
T2)d8s 29Ut
30 | A HIZLIA ASY. AWSE D0 EI#sh M QIAEIA B 22 O0IH S5
MBIA S XF 02401 SH, OS 2ld8/O0t2 9 iE OIS E Zeet B Ay
HIZUA A5 A=S HES PEE & s )5S MBELICH
JeE = UCSE
31 | OIOIE LH=4. MHIA Amazon S3= W7 &0l FIHL AERIX A ZetE MEELICH A=
23X HI0IEH LHIR2ES | Amazon S3 2IMOIA Oiad AIZQl CHst CIHIOIAM S5 MEELICH
INESE=1HBD) s CIOIEI O M & =B Amazon S3Jt &4 & S S 2K 34 E
SRG6H0 Mo R8s SAELICH £8F Amazon S3&= MAAS
ArEdi MEE OO RPEHES FIIH2Z AELICH =40l
ZAE 32 S5 UIOIEHE ALSot0l S LI S30il M &=
IOl = AH2F 99.999999999%°2 L1410t 99.99%2 XMl JIIEdS
MBS EAUSLICH
32 | wgd. /HHI 2SS X0t AWS= 102401 XtAl HIOIZ Q) MHIA BSXHE ALZ0H HIOIZ0f
EIOIZZOfl S8 H & LINt? HAS > JAEF S EFLICH Ol AWSHIA= HIOIE 8 MHIAS
M3BotX #&LICH Amazon S3 MHIAE OI0IH AECIXl SS4S
Soll CIOIE &4 JIisd8 HOl 0%=2 ‘—*xﬂ CIOIE 24HIe TS
AFOIE Atz S8t Li28E 288 = UES D‘&FE SLICH
CIOIEH W=d & S=40l tiet 2= AWS & AM0IE
J:cJFI |./\I}\|9
33 | JtA &Ik MEIA AWSE Al2FOI XIZ0ll et Oledst MHIAS MB6h=s 01 2480
EE=PAP N PPN R P et BIES & Atellot A== ASLICH AWS‘ INE== < by
HAS SEUM? NEHQZ JiAS 25 AsLILH
34 | NHIksd. MHIA AWS= =Xl 2t E %EXFE Amazon.com2| &J|HQI H[ XL A
SSAL ZI1HQ HEYLICH AWSE iR FJ1He XIHItsd EMES 2Rot1
NEI)tsd 88 = USLICH
2256t &L

AWS &R

D2 AwS g o HIZUA N S0l HEGHH S 2ZAE J12t0A 2-det E0N & 1S UHES A SHHLE
AWS 7&E =0l Tt TtAet 28 QEFE = AsUIU. 82t 22 =0 Oet DAs HEs L2
HZoll SLICH AWS #E &==0 thet XtAle & ALY,

FMISH LHES2 AWS A =4 AOIEE
awscompliance@amazon.coml & & &
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22 A:CSA 2= HII OILUHMEIE &2 E2AM v

CSA(Cloud Security Alliance)= "2¢2tRE HEE 0| B0t BA S (e D™ Al E25 HHotD, U2 2=
Z=E SAIN  2eRE FRFEZE 080l 2ot Hsiole YWE=  W=Fole=  HIEd
X A" LICHhttps://cloudsecurityalliance.org/about/ &xX). 282t FH 2ot ALK, JIY & €3l S0
0]l ZAQ sSH <42 2o &sol2 USLICH
CSA O} E2A= CSANA 22RE AHIAH Y/ s 2225 ZAHKIDEF 2 Z22X0H 298
A0l2t] oiAdlE 2F HMEE HSELICH 0 228 22428 S22 &8 & B0 Bt 5 CHst
ST AIEE = Us LEo 2o HO 2 ZZHA 222 HSELC AWSE Ofe g§Hoez 0]
AZANE HH}SLICH
Tl o s CID HIIEZ2 AWS EH
8 &5 ZHAE HIE CO-01.1 | LHUHAMN 1EBt= MAXC SHA(0: AWSE S8 Mt oIE) S8 A0l 98
CloudAudit/A6 URI Ontology, J|& o152 & S6l], NDAM 2 Holl AWS
CloudTrust, SCAP/CYBEX, GRC DHHAHN SH o5, 20N ¥ J|EH 2HA
XML, ISACAZ| Cloud Computing =NE HE MBELIC
Management Audit/Assurance
Program S)S AFE5H0] 2F At
SONME BEELN?
"y == =8 ZAL CO-02.1 | HIY ED} SAS70 Type II/ SOC2 16 AWSE= NDAOI 21015+ N3 Y,
ISAE3402/ISAE3402 = 012 RALSE | 01=, Service Organization Controls
HIBAH ZA BUIME = = A= 1(SOC 1) Type Il 20 A L JIEF 2@
SlSaLnt? AR E4 BDNE DU BE
d = CO-02.2 | &t 29 At & XA REE MZ&LIC}.
iz HJ|Ec=z 22RE MHIA
ol Uioh WERZ AEE AWS Eot &2 HI|Hez RE o4yl
HAEE =& LIN? HZ MHIA endpoint IP =4 & AISHH
7 =24 CO-023 | &gl @8 Af2l 2 N=0l AEE 00| QX SHOIBHLICHOI 43
2 HJ|HOo2 2SS ol I 2} ZAE D24 QIABIADL BT X &#8)
CHoll OHZ2I3i01Ed E& HAES AWS =0t S 201E HFd S o 2ot
ABHEH | }? 2IoH HY ALK FUE2 L LICH
7y Ex CO-02.4 | &gl 28 Af2l 2 XA 7EE et SEHQ 2o SAIA BoIHO2
2 MY MO e LA 2 FHAH A HWILE =HELICH 0lefst
ALAIBHL DF? HoF Z 1 EolE LHEu A EALEOI
HFESEH AWS A XU H & EE LICH
7y =24 CO-02.5 | At D Al2l & XI&0 REE 2 ) .
MO Q2 2HAIZ Al A|BHLIDI? EBHAWS MO &2 EI1H e ¥
AR g HIE HELICH AWSE 28
d == CO-02.6 | HIHEDI QLES FR UERIA EE OIS J|& & S 2AHA2 =60
HAE Z2UE HMSSLIN? AWS & X HOH Std32 Z2E56t
— HIAESHLICH
+d == CO-02.7 | HIHEDI QLES H2 UR ¥ 25 2A
Z2UE HSSLIN?
"8 & e I CO-03.1 | HHHUEI =& FaH HIIE NM2 ZAIE DX QIAHAQN =26tE 1
[=] #;gETM+ﬁ:O§l H E‘I’\_;
2 A Het = QUE=E SISE LI AWS Acceptable Use PolicyE <IBtaHA
L=EH2ANMN SRS 0TI ZAIE =HE
= QUe 2 QEE = UASLICHAWS
FAH/AE HAE QA AAS Edll QAES
MZE0tH OlHst SE 2 Z A0 Uit ArA
S0l 22 &+ AsUt
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== el A A8 CID HIE2 AWS €H
"8 &= CO-03.2 | 222 M3 oHEeiAHolE L AWS Eot B2 )Xoz S Xl Bot
HESII0 CHE F2%d ALt SALR EEot0 2F FHAA 2 HIIE
I AE HAEE +&#ELIN? £=SHEHLICH AWS SOC 1 Type Il E0AME
AWSOIAM &35t S& MO &S0l st
THAst 328 HB&LICH
"y &+ et /Ol | CO-04.1 | HF L oY 7Ol et X &= AWS= ISO 27001 EE0AM 7ot U Z
2l oet U oat I &2 KXot JUSLNY &g D12 28 L 78 =4 X5, &X
g=, AH Jl2ue detg 2ot
USLICE.
"8 &= S8 AlAE | CO-05.1 | &%=2 CIE HIYEZS2 HIOIEO NHS HAlGh AWSO MEE 2 E HI0IH=
A o MM AGHK 210 Y HEEO s HUE ZHe| 2ot Y Mo Jlss
CHOl M CF CIOIE DF MM E &= JAES 260 JAELICH D242 GIoIE ol THst &el
DA HOIEE =2 HoE X245 2 ARAS RS2 HIOIE LSat
F= 2538 4= USLIN? MEHS 1Mol MMUQIL|CLH AWSE 11240
CO-05.2 | RO 2ZM = [0l =& Al EX S3, EBS, SimpleDB, EC2E EL &8st HO
DO HOIHE =g|Ho2 2= M2 X|'I1| g3t HzLISS
Z2t5lEtD 28 & L ANEE &= A== KZELICH VPCOH EHEL*
IPSec HE & & i;PE' LICt. Amazon S3&
W2 et S8 2= Server Side
Encryption2 M3 &LICH XHAIE LIE=2
AWS 2|8 & RS =4 B4
http://aws.amazon.com/security =
HLOINAL.
a8 &= PNESIDV R CO-06.1 | HIHES XI= MHAtES 2550 # ol AWS ¥ &= Y 2ot E2
OlgiE HEES 8ot A3 COBIT(Control Objectives for Information
X ASLID? and related Technology) ZdI 23 E
JIBIO2 MB EoF Iy a9 2 MM
?;°”"L|EP AWS 2ot T3 = 1SO
27002 29 At et PCI OI0IH B2t EEZ
S&E EP
KHAIE L2
http://aws.amazon.com/security il A
AWS 28 L HE E3 WME
xrx |./\I/\|9
a8 &= PNESIDV R, CO-07.1 | 222t 22 X2 012 S <l AWSOIM= AHIAS JIEdE gtRe=2
2ctRE0 U= HEE MBlIAZQ 2t2|ot)| flof 20 Tet elaa
MEES BLIHEE 2R HUE AMEES 2LIEHESLICH AWSE 2lAA
IP 22t ESELINt? MNEE SLHY HEUHAM D282 XA
HatS =& 6HRl Z&LICH
8 &+ PNESIDN R) CO-08.1 | 22t 33 X2 0|92 <IdH SRE0 U= DX AHEIA ASES
2eRC0l A= HEE AHIAS QUEHEE X &2&LICH
MEES BLIHEE =2 HUEWA
SEOZ JIsE MS&LIM?
ol AeH/2el | DG-01.1 | MAIZEQ HOIE diolg X AWS D242 HIOIEH Ol CHet 2tel & ARAHS
Hed A o2 T=(0): 1ISO 15489, Oasis XML P RotH 22X AN 2E6= MAEQ!
Jber2 7 AF2E, CSA HI0IE & Al HIOIE dlolE NI E&ES REE =
X&)S mEUNN? USLITH
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cHel HH O CID HItEZ2 AWS EH
dlolge =5 DG-02.1 | A= Ef/HIEIHIOIE (0l B D= Al HAI2 EC2 MHIAS 2&to 2
HEEHA 2RE I SHM HLAE 29 DU SEELICH D22 MASsSEHE
A 2E/4XI/H0IH &&= HIOIEI 2 2l AADF &=5t= |IXIE MHE
Hstote O AlE2E £+ UAS)E Sdl 2= U= AEH0| JUSLICH XAE HES
otat HAIZ2 Alge = AeE JIs2 AWS &
RISELI? AHOI E (http://aws.amazon.com) S
EXGIAAR.
ENE DG-02.2 | X2 E§ 11/0IEtHIOIE/SHEQIOf AWSE EC2 2lAAN EBHOE XIFE &
HHE A EH 2(0il: TXT/TPM, VN-Tag S)2 Qe J1s2 MIZEHLICH HEHHIOIE SEHO
EoH oP‘:JIO1§ AlEE £ Qe EC2 EH1E AMZEW AIEX &SEQ 0|ES
S22 MZELN? OIS, M S22 25510, 02l AIEX
2o ZF 2 NS = USLICH AWS
Management ConsoleE B XI&E S
INEER NS
ENE DG-02.3 | AIAEIO XI2I& QXIE Z QAR AWSE P FAE J|BIO2 XHE AR}
HHAA AEE 2= UASLID? HAHA JsS MSELICH 220] Al2t,
A= P =LA C=SSLAME R S
AMETOLAWSE AIEE £ U= SAS
MAHStE ZAHE =IOt &= USLICH
ENE DG-02.4 | @& Al HIHES TIOIE D} 2&E AWSE X2IEHO2 2AE ) U= 0 ed
HHE A AECIXC Seld /AX/XNES M2 | 2™ AASHAZE HHXIot) CIOIEHE
%= ASLID? HEE = A= fHLZ2 HMSELICH AWS
DX HO0IH MHIE |IXIE 22X
ENE DG-02.5 | HIHEJt HIOIH 2tRE & 2lAA 2SS NRE & ASLICH AWSE B3
HHEA QIAEASE 2ol 518 JtsSst KelH | t= HE)|29 @FS =25610t 6t
FIXNIE o = USLIM? Z2Jt Ot 0l4t, SXI 80| D240| Hexst
cI&OA D2e BEHIXE FIIA LXSLICH
OI 2AMe HH ST, 0l= SE(HXILIOt
), 0= M2(2el), 012
H (Z2|ZLI0F 28), AWS
GovCloud(0|=, @2|A), EU(otL HE),
EU(ZZIZZE), OtAIOH
EH“*‘“(*'JHﬁE) OFAIOF EHE (= 2),
OFAIOF EHE (Al = L),
SOMHI2IPHAIIES )2 104 21 &0l
U SLICY
Glole FZ/20l2 | DG-03.1 | HIOIEI2 CIOIEHE Z&ote 24 M2 AWS 1282 OIOIEH0 Ofst 22 ¥
HHE A XI&/2ot dolg XH, :3 ¢ 200 et B3 | ARAEZ2 2SR50 22X A
g 2 =R OLE SO ASLIN? 25t dolg XNE ¥ FHZ B
EXE RS = USLITH
Glold DG-03.2 | HO0IH S& HHOIH FES
HHEA St= 4RO CHE dlolS At
HALISO0l 2EEEH ASLIN?
Glole & 5™ DG-04.1 | HHHYE UI0IE E&= M2 23E &= AWS: DHHA CIOIHE &HE = U=
HeEA A JIEH ROl IS0l ASLIN? JlsS MBELITH J2iLt AWS D2
H|0|E+01| sk 22l L ARAS BR6t82
270l Q20 M2t HIOIE S 22lshs
2enAol MALICH AT LHES
http://aws.amazon.com/security il At AWS
BOtITZNA IR HHE FIIMAIL.
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