amazon
web services

Amazon Web ServicesS A2 79t Xjjol 5+
20114108

2/hjo/E: 201251 2

Glen Robinson, lanni Vamvadelis, Attila Narin



L 0000000000000 3
KL oo s e e e e e 3
B AZEEHE QBT AT B I oooooeeeeeeeeeeessssseeeee et 5
TIZEO| TUBH B TE EEKE BEBH oo seee s ssees e ssse e 5
TSN 20 T Ol AWS A HIA DL T]5 oo ssessssssessssssess e sreee e 6
7 5 0000 6

L =1 N OSSO 6

e =0 OO 7

Ll Q2L oo esee e e e 8

DIl OF Ef Bl O] oo ssese s sssessssesee s sesees s ssses s ssseseesssess e ssseesssnvesesssees e 8
e o] PO 9

B O oot sse e ees e e e s 58 9
AWSE AL EF THEH 2T ALFE] L2 Bl wooreeeoeeeeeeseeeessceeessseesssseeesssmeesssssseessssseesssssessssmsesssssseesssssessssseesssssseesssesees e 10
BHOI Dl BTl oo eoee e esee e ssee s see s s s s e s e s s s e e 10
AWSZ O] A8t 2 1E QS TEYU B! BFO| B ssees s ssmeessssseessssses st 12
AWSO| Bl THT| BB M oo seee st sses s ssses s sssee s s sses e e ssees st 14
AWS U SO HYILEI CFE AFOIE Z5 B M oo soeee e smeessssees st ssseeessssses st 17
N o 1= 17
O] 1= 5,500 20
TE 7| T oo eee e e s s s e s e s e s s e s e 20

TR R 20



THOH S8 ZHIZL QL TH A it bbb 22

El 2N oo ess e 22
EELIE R G Z8E oo s s emse e e e 22

BH Qb oo eeeee e cssees e tmsese e essse e ss s e ss s e e e 22
RFERE QA oo seees e sesee s ssssse s ssssss s ssmsses e sssseee s sessses s sssseessssensees e sesnsoee oo 23
REEBF oo eeee s sssee s smssee s ssse e sssee s s s e e 23

A TIEE QO] BFOI AT AL HBH T eoeeeeeeeeeeeeeeeeesseeeeeeessseesssssesssesssessesssssssssesessssssssessessssssssssssseessssssssssseesssssssssssseesssessssessesssssseees 23
AR oo R e 1e A1 24
BEIL B et AR AR A At 25

>
==
OF
o el
mII
>.
==
>

M A|, Amazon Web Services(AWS)| A AMZESHA 2| AAE A|EF
M= TS S EXH0| 28 &= U= 2EH AWS 7|51 MH[A
C

E
ILI2| & MAIZLICE ot Ml =+ A=l S 7H4dotn [s =7 2 A0 Bt AWSe| FAHH S Z[o

M3l =7DOR)= Mah CHe| S =0 Tl CHELICH BI=LA AE5d e M7 JEjo] 285 =
OX|= 2& O[HES M2t & = ASLICEL 7|0 = SFEY O/ 2ZEY N T OH, HESZ SE, 84

= Y=}
SHAiLt ol & d=2 =2[H el &4, o] A= 7[Ef @F o4t xai 7t 2etE Lt

A7k Aol 0jX|= S £akoh7| 28 7|82 Azt AHE S S0 O|MIE X2 XS A=, =4, As,
ML ns W YL CL £ ALE [ = A=o ot £A 2 E A STz Qo &40
et AXNSHA Zete = ASLILE 2 WA= 22 FXH0A 2o 7+8d K WZ2e80 0|2 7]7HK| & 7HX|

A

e ol ol Chof 2 grLCt.

DRE HE3| THISHE A2 HEA ER517| L1220 2 #A = DR A= & ZAE 7Hd5H7| feh R 71X

H~E ZE|AS 2HEpOH CHELICH



off th2k X|

XS
[=|

9 AIAB 0| YT

AtE

iy

=3

o

X

=

=

ZHNEE =

IL

L|C}.

b

HA

APO|E | EQ=

.
(o]

FEAM = H|EO0[ X

2l

=

ALt afct
EH

F

L|Ct. AmazonO| X}&| 22

A

20 w2t

St &

0]&

=

AgLChol2fet Ql=et= EEs =L, dX &
=

AWS

2ot

-
(@]

2ot =5 74

(@) AI_lilA-il
b AL ALE O] CHSH MBI S K| 2ot ELICH M3l Z71(DR) €58 SHO A 0]

=

RS

—

Ol&) EFR
Eon_l' —|I-_'é

Lo

F

—

.
()

2hof M A2

1L

ol
Pl

o

Jtsotd g5 7hseh 78 247t

|LICE. AWS= 2/ ABF A7t 7ksSSt= & A 227t

o
=

(e]
i

ULt

L|C}.
FEEAIO M=

—

orl

oo

o1
oll
oju

Toi!

oF

L|C}. oOj

tse

AH A
o

=2
=

7F A HE

=2 A
= T

= 0l2| H 2 E5)

(=13
S

HEOA 278 B8 A

=)
—

! http://en.wikipedia.org/wiki/Principle of least privilege

H&ot7| o =H|


http://en.wikipedia.org/wiki/Principle_of_least_privilege

4
Hr
z0

Hr

I
O

~

Hr

-
(=)

T

LICE Ol E =91,

F
MH|A~ $FO20| 8417t @

=

e
o

2

|
=

b1 <ok
&}

-
(@]

= ol

L|C}.
=

I

e
o
=

T8 =7/ls 21t
{0 RTOZ} 8A|ZFO| T, DR BXf= =8 7

0]
ERb W

.
-

=)
SHZ 2 X80t

Mt A
2)0ff xH3H 7

7k

—

=)

—

—

~
o

—

—

12A(

SA|THK|
T A SERPOP—AIZHHO=Z =

LA|ZtO| 2 ol 7+ § 20

2 A4 01| A

-
o

5T AZt SBRTOP*—H|=L|A T2 M AT} RSH(EE ST T HTE[0]0F Sh= A|ZH A
e

= dHH
[
2

= 0{, RPOZ}

LICt Ol S

i
=of

oHOIOlH £4%S

=
o

+8 7t

10!

-

X
o

=
=

G| O] Ef 7t 2 2t =[O OF

|

—

Ol = XA @ 11A[7HX]| Q] &2

ol

<

OH

o8] fols 12{sto] EIHE Lt

=
o

A
o

O[O x| &

-

jolll
Ho

mujn

L|Ct.

b

ol
Joll

A

o
pal
-
<du
Al
o3
<+

2HOA A U X225 H H7|Ho 2 B AEELCH RS B¢ 2Zar 24
L|C}.

1L

(@]
—
olmate 2a|x oz Ya| WoiX|H Hx|stol X

b

-
()
—

= 0l

L|Ct.

I

=

-
o

Ml =70 the
2|5H O

HI=L|A AMH]|

A
o

ol

!

i

a¥]
H|
od

2 2 X : http://en.wikipedia.org/wiki/Recovery_time_objective
3 2K http://en.wikipedia.org/wiki/Recovery_point_objective



http://en.wikipedia.org/wiki/Recovery_time_objective
http://en.wikipedia.org/wiki/Recovery_point_objective

o AT} 23 BHOM HYS ABES UL 4 U W A2 N ToH7| Ak AE U Y
S 2RHsPIete] A o,
o WolH, O, AKX U B WA 22 YEYD Amet
o AR 9IZ, DNS(ZHQI 0|5 A AH), DHCP(S™ SAE T4 E2ES) BLHY L Z10 59
OfZ 2|01 4 L HAC NI AS M3 st AH| U X2 HO[ES A AE2|X| XS Bt
DE 014 F2(EH MHAS AT SEH A 2T
NH| A0 FR 0 et S1| #1232 Fof ZEY WO 148 4 ASLILL 0| Z2 Yz oz 9of
LPEl FH| Ol ZatE SR sHe XHe0] SurElLITh

sl =70 X Ql AWS MH|A 8 7]5

Mol =oil cieh Cryet H2 S =2foh7| Tof, Aol S+t 7Hy 20| /s AWS ME|A 8L 7|S5S
AESHE A0 SREYLICEL O] M2

Xfoh =7 Zul £ A= HOIE| Ofo| D20| M1t ¥R AE2IX|E X @Sks M~ 8L 7)50] AES
D2t 20| WA Oln, 0|2 Tol 7k SHHS T AWSO @3t BlO|E| S 278 4 7| 2@ Lict
AWSOIA| A ARIO] 78 24 EE H0) 0| AuElE AR ALt2|Q0] ZL, AR 2j2A% Bag

ZoE ALt

TSIl CHRS O, AWSOILA A|ABIS Mest & A== Mot HEY 2
2719 0

Al AZ ZF57LE AWSO| A O|D|
M S0l alano0| Foj ZXS Hohe A =

0 DNS, HERZ 7|5 &
Ot2fOof| M A HE}= CHYFSH Amazon Elastic Compute Cloud(Amazon EC2) 7|5 0| ZeHE L|Ct.

X9

Amazon Web Services= O{ 2] X| 0| M| AFE20| 7t5St2 2, A|A S 4F S| Hi g REA 20 OfL| 2 X8
272 Q8] A M YK T MEE 4 S LICH 2 WA A AHS JESZ AWSE 0|F
SEMHEX[L ot 52), 0j= ME(ZA2[ZL{0F 55) EU(OFLZHE), OFA|OF EfE (L 7t 2), OFA|O}

EfE (=) Ot 71 XIFOM A Z7Hs gL L.

AEZ|X|

Amazon Simple Storage Service(Amazon S3)= O|M 32| E|ZASH 00| H & 7| & HO|H HES {st LH+40|
FHOfh AE2[X] QA= 2tE MSELICH 248 = XSG oA ol A[Eof ol X0 S5 M ELICH AWSE
Amazon S3 {7 22|, AWS Multi-Factor Authentication, H 2] = * Slldentity and Access Management(IAM)&
o OIojH E& 3 B2 9ot I B £EE HSeL o



http://docs.amazonwebservices.com/general/latest/gr/index.html
http://aws.amazon.com/s3/
http://docs.amazonwebservices.com/IAM/latest/UserGuide/

Amazon Elastic Block Store(Amazon EBS)= [|O|E| £& 2| PIT(Point in Time) AHHAFS M ML= 7|52

HSELICh AMARR A2 Amazon EBS 282 ARS8 7|H0| © 4 OO HO[E 2 &7|2t Hodt 4
QLT YTH 222 MA5LY A% 0 Amazon EC2 QIAEAO| G1ZE 4 UL LICH Amazon EBS 252
QIABIA £HI B Q0| (SEE QE JAHA AEaX|S HILCh

AWS Import/Export= H|O|H & A| 0|54 AE2|X| C[HIO|AF ALESI0] AWSO|M B2 2| HIO|HE

=2 A S=4g = USLICHL AWSE Amazono| 114 LHE HEQIE AL QIHUW S HX|X| g0 AE2|X|
CIHHO| A0 2 HIO|H & &ALt 80| 2 H|0|H M EL| 2% AWS Import/Export7} CH7H QIE{ Ul
MESHCHMEH A28 YO80|ESH= AECHH[E £840| £&L|CH AWS Import/ExportS AHE35}0]

o

Amazon S3 H{Z| Ot O 2 IE = EBS ALHAFO 2 [|O|E{Z Op0| 13|0|MEt 4= Q& L|Ct.

AWS Storage GatewayZ Al23tH AWS 222 E AE2|X|QF & T 0|A OfZ2|#H 0| ALO|0f| HO|E{2
HEStA Oro| 1efoj Mg = AUELICE AWS Storage Gateway= =& HO|HE ALEX} OJEEP X AWSO||
EHE NYLLCLO|E Sdff 7|& = Z2f|0|A of Z2|AH 0| M0 M HIOIHE H|E II'- LSt A
AWS AE2[X| Qletof| 2IZSHA XZ St Of H|O|E o] UM AT Tl X|H A7

F

k-l
rot

7
=

El
[=]

=2

Amazon Elastic Compute Cloud(Amazon EC2)= S2}RLENM 2 E XS X2 HAS 4= A= ARE]
O E ST & 2 O|LHof EC2 QIAEIAS Mg 4= =0, Ol= 2T Mo #2H0| B A A=
7t AU YL CE Mo S5 ST = O ME Aokt Mo 5= U= 7He HAS ME5HAH dde = U=
7| 50| =X YLICE Amazon EC22| B = 7|52 BY5t= A2 0] M2 MIE HOELICH 07| M= X5k
=Tt 7t 2E #HA0| = Amazon EC20| ZHE SHE = CHELL}

M0, Q2 AFE A E AMIO| = Of Z2|#|0| M AEHO|

= UELICL Mo} 27 SBOIA S

Zotd =& UL CH ot F{ogte IAI\/IIE g8 T35t 2te| AMIS
450 s & = S+ B YR E dHot= AO| TS5 LLE O|2fot AMI= #{okoF dEioh 28 HA| 2
MES 0 E

M E ot Ol Z2[AH 09 2B AR g 3 OF & LTt

Amazon EC2 0| 2F OIAE AL EC2 OIAE AO| 2 H|

=2
o o [}
2EE CHE 80| AUt o A= oot s &

7H8 YOS CHE 7hE 0| MOt 2uE P HelE =2 M E Wil AX2, S Kol T2 I8
Qo MYSHD, K| A|ZHO| H2 YEYT AZS MBHLICL HE0| 78 0| AABAS
AIZHBEO 2 THY QIXI0) A ZHOh7F S e A OfZ2lAH0|M S BB 4 UBLICE XYL oLt 0|40 78
goloz By ELICE


http://aws.amazon.com/ebs
http://aws.amazon.com/importexport/
http://aws.amazon.com/storagegateway/
http://aws.amazon.com/ec2/

Amazon EC2 VM Import 7| 5SS AF2SIEH JHAF {Al O|O|X|E 7|

& =+ AL

M

240 M Amazon EC2 QIAEHAZ 417

=92

Mol KMe| Al CHE &

k>
=
X
oz
=2
R
R

ot
-
m
0
X
Mz

g2 #7880t & 7ts80[ EL Lt

Amazon Route 53&= 7t&-d 1t =& 40| &2 DNS(=0| Q! O F A[AH]) & MH|AQLCE Of MH|[A & TH &ALt
710| Of 2 M2l = AN HE X AR X|F ALEAE QAHU o Z2(A 0| M0 2tEE = UAEE

A =S

WAL P AL S S24OC ARYO| M MAT DY P FAYLICE A2fLf 7| Z0 DY P F29
o] AL P FAZ A B P FAS SH X% Lo Y AN AAB AN ZRIYY Yooz
CHA DR 5}0] QIAEIA s 748 QO OIS OLAYE 4 USLCE Kol S78 9o ol B
A0 CH3HIP T8 AP SHEFSI0] ToH7} 2AYet7| FOj 1P FAS 0]2] ¥ 4 Y& LICH |24 Xo) 7
Aelg ZHere Me 4 ALt

Elastic Load Balancing2 =Al&|= O Z2|AH 0| M EB|Z S Of2{ Amazon EC2 QIAEHAQ| X5 O 2 EAeHL|C}.
ek O Z2|AH 0| S| LiAgtd S A =0|1, 4 k[=
WRA ST US| HB & USLICH HpAE P 5

iE L =2 O —
BalancerE At 2510 DNS O|E& O|2] & == UO| Ao | A= S ZHEs| dde = AL

Amazon Virtual Private Cloud(Amazon VPC)E A28 Amazon Web Services 22+ E0f| A

y
S Z2HIM oL, 7y WE/IE Zols AWS 2|2 A3 A5 & JAE L L Eoh 1P 3

S ol el AMEU
48, 2t S HOE HE/AZ AO[EQ OS] 785 UHstE S 7Hd UERIZ 28 s 29| Mo =+
U LICE O] & A 8 7| CIO|E MEQtVPCE VPN 2 AZABIH AWS 222 EE 7Y H|O|H ME Q|
AUz 28 = JUSLICEL Mol S5+ FOA = Amazon VPCE ALE5H0 7| E U ERT EZZXE
SR EIH] 2 = ASLICE Ol §3 ez R HEHAY A= 7| ofE2AHoldE =7
[off XMghefLCt

Amazon Direct ConnectE A3l FSFC| Z=2||0|A0M AWSE M8 HEQIAE
H2 4% 0| MH[A= HERA HES F0|1, tiY = He2|2hs 0|0, el
HE3 B2 IFLIC

H] O E{ Hf| O] 2

HIO|EH|O| & 27 Aol CHEH A = BHS AWS MB|AS ALESHE AE D28 2.


http://aws.amazon.com/ec2/vmimport/
http://aws.amazon.com/route53/
http://aws.amazon.com/elasticloadbalancing/
http://aws.amazon.com/vpc/
http://aws.amazon.com/directconnect/

Amazon Relational Database Service(Amazon RDS)E AFE3|| SIS ENAM 24 A HO|EHHO|AE =

LHESHA 2, 2tel 2 =g 5 AE L L Amazon RDSE A8 S5+ =H| THAOA AFESHY Of0] 2 &
HIO|E{H|O[ 20| Qe SR HIOIHE EESHALE =7 HA M ALE0H0] 4t HO|EH|O[AS HEle #E

UAg L

Amazon SimpleDB= [|O|E{ H|O| A Zt2| =Y HEls
AEQX| YL L O AEE[X|= Mo 5+ &H H =

Amazon EC20 A 15+ BIO|EfH|0] & 2T EQIO1S MX|SH0] AT +& O, §17] Yt Chy3
C 0| E{HIO| & A| 28 SO0l MEfZt 4 9

AWSO| G| O|E{H| O] £ F4 0f CHet RA S HE = "AWSO| A H|O|E{H| O] A alel'S FHZESHYA|L.

H| = QA AEH 0|M

Amazon EC20 A BHZ XHS 8t L AIS = AT EQ0 HA)/T4 TRH A Z7E ALE 4 USLICE O
Q0| £AFSHE A OhR SRELICE Ol A58 Y402 TWast2|AAS Yas £ o0z 837

THAOA 0§ 7 EELIC.

|.

AWS CloudFormationS 7H=tXFQF A| A Bl Ba|X}7} BHE AWS 2| AA FIBHS 217 MM ST, 0= 7Hs 8|
M2 Z2HX Yotz 2 X ATLICH ot BH0| U YEAS Y46

2| A A (A0l W TES HES 4 YLt

Hot

AWS MH| A0 M= Crfoh ot 2 7|5 AH8E & ASLICH 2ot HAE ZAE|A WM S HED

HHAR AWSE S AWS HoF ME|AM fleld R £ 2E F7H 2 S MSeL T 2 okof THE XtA[S]



http://aws.amazon.com/rds/
http://aws.amazon.com/simpledb/
http://aws.amazon.com/running_databases/
http://aws.amazon.com/cloudformation/
http://d36cz9buwru1tt.cloudfront.net/Whitepaper_Security_Best_Practices_2010.pdf
http://aws.amazon.com/security/

AWSE Argch 2ol 5+ AlLtE| 22| of

O] MME 7|Z0| Aok BT WHIF AWSES BIHSHD, AWSO| A HS FHHOE HoiFE Ul 7K Hfef BT
AlLf2] 0] csh £7H LI

flel o= EHEAel 01|°' ““OIEH 0|E1°F Ol & BigstAL M2 =8ote] AL8dts Ak 7tsTLIth

WY Y B

=

CHEE 2l 7|1 & 280 M= HO|H S HIO| =0 #H3t0] Y7 |Hoz 2EA0|ER HEH LY

2312 O A|ZH0| @2 22 LICh Amazon S37h Q1 O] E{0f 0| AR Ql 22401 0] X[ HE 3
99.999999999%2| Z4H| LY 7 AS H B2 M £|947| B2 LICH Amazon S39} HIO|E{ S F11 W apHe

TR HERZE Sl O|ROXEZ, {H XM= HM 2Tt 7SS LIEE Amazon S30f| H 2 4= Q=
LS 48 3 QE AA B E2 0| QS L|CEH AWS Import/Export MH|A = AEZ|X| HX|E AT AWSO|
AZL=MN Ui 22 HO|H ME H&0| 7tsE Lt

n

AWS Storage Gateway AMH|AS AMESHE 2 Z2|0|A HO|H 2§22 AH 40| Mg S ¢
NSz SAEER LIS0)| Of A-M0M 22 ZEOILIAWSEBS 2855 4 g & AS LI

AWSO|| A AT = A|ABRIO| AL, T1ZHE Amazon S30|| & B g 4~ QU5 L|CH. Amazon RDS2| Elastic Block
Store(EBS) 25 Gl HHAHO| AHAFS Amazon S30f| A AHEIL|C} EE= Amazon S32 M-S A F EAFSHHLF e A
reds dd P01 Amazon S30f| EALE =& UEL|CE Amazon S30f| H ] H|O|H E XM& 5= Chsh Y

MO

=
FH0| A2, Amazon EC2 A|A”IO M= O] 2ot &R H S AEY & ASLICH

I—J

7C:>|

El

i



— — — — — — — — — — — — — — —

Corporate
data center

I 10G

Using
AWS Direct Connect

On-site infrastructure

O| £0{MOof gLt 1

OQver the
Internet

|
|
|
| —
|
|
|
|

AWS Import/Export
Or

7“&?3 Bucket

AWS Region

L AWS ZEE/S30) G0/Ef S

Yot SH

I—I Ct. X3l AlLt2| 20 M= HIO|H S+ HAES 4= QL0{0F 5k, H|0[H S+7t
742 XpAIO| A|AEIO| H|O|EH 2

29| EEst, HolH

= -T“SEI%EII, HIOoJE = ZAE 00| HIAEY=X| =elsfof e Lt

— — — — — — — —

7 ~
i \
| I
I Data copied I

from objects |
I
in S3 |
| €
| Amazon EC2 |
Data I
I Volume
| Instance | 53 Bucket
quickly |
| provisioned
| from AMI |
I
I m Pre-bundled |
I with OS and
| m applications |
| I
| AMI |
| I
\ Availability Zone /
~_ _ _ S
................................................................................................................ AWSRegion v

2/2:S3 W0 A{ AWS EC2 2 A[AEI 21



vl BE 9 94l B

h 6

o 7l3ke] dlolHE AWSel Mk Aok gt S A ey

o o EloH el e H AT BE QAo Q)= FIFht

o o HlolE el thak A g el (Y st ’ A2 G 5] rh o 9l=A Ay

o ol HlolEe] H Bl A AT BE U] o HAE Y
AWsSz9| {&et 45 fIgt A 20| E
IHAS 20| EQ| JHE 2 7k SIE{O| A HIRE[/USLICE 7tA BB & FA AR = B2 2X22 UM HES
dofoto] dad I Ha WSS & o= ASLICE O] AlLt2| 2= WY ) S A|Lt2| 29t H| 2 ohX| 2
NLEO7tY S e 247} 0[0] T8 20 AWS(THU S 20| E)of A A1 RL=XE =Helshof
L CH S AHO| £ S20t 0| FEHO 2 TN Yit 2HHS LKA Z2H[X JoloF g LICt

oS 2t0|EE fle

Amazon EC20{ £ x| &l

o

Zof 240= 72Xz E1|0|E1|=|1|0|ﬁ ME 7 ZetE| =0, O] AMH 2| H|o|E =
Ct. A| 2R 0f| 2t AWSOH| S X3l OF 5t SR H|O[E 7} B OB #| O] & 2| £0f U=

-

=& QUG L 0| A0| A|A”S] S0 Oj(It A 2t0[E)Y '—Ilif 0l =Ho = AWSO| 2 E CHE 21Z2
2420 LIHX| 22X H)7t MESHA Z2H| M 0 MM A|AH S F75t= A YL T

HI=L| A S2|E[Zet MH|AFE 551517 ff8 2 =Z2te| LHHX| 25 Z2H| X dot2H LB O 2 Amazon
il oo X|(AMDZ HS & APH & MH 7 AO{0F eLICE O] M= 57 AlE SXIE 2= 5
A|ZHEIL|CH B E A|ZHE Y, O] AMIQ| QIAE AT MESHA =H| T oS! 2f0|E FH 9| =
ZAto| gt AL HEYZ ST 28 AetAE P A =7 FH| A0 0|2 22 &=
UZ)E A8 QA A QL HAASII{LY Elastic Load Balancing= AE23510] EZfE S 0j2 QIAEHAQ 2HiE
= QUEL|CE CH2 2 2 CNAMES AFE 50 Amazon EC2 Q1A E A A4 O|L} Elastic Load Balancing A|H 2 2
DNS |2 E 2 9{0|0|EstL|C}

Y Z2¢ AAHO| Z 0L EBS 20| HEHOL 20| AWSO|A| 018 THs 8 K| Th7|X| % 74 HE 7}
GLER| 8913 & Sl LICh ol OfZBIAOLY A 47 AE2 EAEEH, Ol2l 718 AN e
252 A&t MAsto] EC2 QIAHA0 A1 4 U7 RYLICE D2 T HToh X 2 PHY 4
e

A 20| WS 47| Y L B ALIZ R BCF BT AZHS O TS 4 e, AAHO| Hy
Q7400 M#E|D YD XSH 02 YBO|=E7| HRYLICH 0fZ 2| 0| M2 §TS| Te7| 98t K]



AlZHS Hokstn Q1719 *E'—’,*—E':'E-I Ei""' - AL

Che 12le ZH| B2 RO LICE O] EHH0A S =7 TH| Al BIK| £20] A|%tg]
210 E0] H7|H o= MAE = o[BS 2R s|oF STk 2% HA| I ofZ2|H ol Mat 2
H| M X2 §|0|Ef= Amazon Al O|0|X|(AMDE H7|H o= H|0|E U HEe & YL|c

www.example.com

& ’/</ A —— ~

Reverse

Reverse Proxy /
Proxy/ Caching
Caching

Server Server

}

Application
Application R
Server
Data Mirroring
Replication
Database

Server Data

Volume
Corporate Data center  / K /

8 3: t2 3 Bf0[E A/L}E[ 29 =H] EHA

— Not Running

Database
Server

Pilot light system

H

e

Al AV

O o

MHA

o UOJEE A P RS EQ IAHAE 4G PTh
3}

o AWSO| BE ALE2F o A 2ZESS] #7] A7) =4 ElFeh
Eul

o WHE E7F I 4] A1 o] Amazon HAl o] X (AMDE A B ¥HE] FH T
o Ol MWME HVHOoR HFPslal, HAES L, AT EY S Yol E X 74 W AF-S A &g
o AWS gjix8] TR A Abeste A A] aref gy

23 B



20 waf 4Lt

I
=

LH O] Amazon H Al

S UCH &5 0|8 MBS 32, 27[& =8HY

I

=

=
L

o
e

38

t

.
o
[

“ts
DNS 20| E= 20| HE= M|

N
(=]
3

—

-
(o)

EPS|
~

Ic
o

oM 23 28

LItk Th7Hel 2 4

-
o

| LI X|

Xe[stALL HEd| 82 F7t

=o
==

O[O|X[(AMD)Of| A Al

=
=

L|c}.

Ea
=]

o3

X

%

Minutes

Startin
capacity if needed

Add additional

A

Data
Volume

[0}
(%]
@
Q2
i}
i
i}
o

Server

c
o
2
@
e
=
o
<

o

28/ 4: Y 20| E 4L}Z 22 £

h=]

e, ol

4

=i
=

.

www.example.com

Al

U

S

Reverse
Proxy/
Database
Server

2] A ¢]
W73

T
=
=
=

Corporate Data center /

.

AFEAF 74 o] AMICl A of
EC2 ¥ %% 2. & DNS

-
n

1 CH 7|

o
==
=

AWS?|

100
K,

2t0|E R4t FH| P8 S HS LT of

i
ol
=
olJ

47| 22

<2l
c



Of2{3t AHiE 2L HY 52 EC2 AABAON A¥e 4 ASLICL 0| E2HS H ) YA 2618 H2|E
YER FRISMER S YRIT 1S5S RS HSLICL 0| SRMS HAE, BHES U LR AS
S S B B0 BT 4 UsLct

THoh Al Of AIABS Mot 251S X2|2t + U2 AL F2E SHYTLICH AWSH A= 2 BN O|
U2 GIABAZ RIFSIIL A2 8O M7 E 2 EC2 AIABA QYN LY =S 27|18
ZYUOTN FEE BT 4 UL LICH A0IA LIS Biot 20| thhe] B ABH HH(CHs S FL)0)
S35 Sy EC O §0| 0| E LTt

ZH| £

ChZ CHOjof &2 & ti7| 242 =H| THA S 20|30, Ol o1 S AWS &2

rx
o
l_
-
r
Ot
>
o
=
n
I~
i

www.example.com

. Not Active for
¥~ _ Production Traffic
_ Amazon - -
Active Route 53 l ¢ m \

-

Reverse Reverse
Proxy/ Proxy /

Caching Xy
Server Caching

Server
|

Elastic
Load
Balancer

Application

Data Source Application

Appl|cat|on i Cut Over Server

Server

I

Mirroring / Replication

A
Database
Server
Data
Volume

Slave

v

Scaled down

\ Corporate Data center / Standby \ AWS Region /

TE/5: " 7" AJL}E|2.9] FHf ELFY



o HOJEE B =Yt E® EC2 Q2B AE AT
e Amazon M4l o] H] X (AMDZ A 2 #el gt
o EC2QIZEIX = AWS Q1] H 4 XY EES ARRste] ofZe 7o) S A
o A A YA AxE O Y A S A sHAY GHlo] EFF T

=35y
AR A ABIO) FON7E LT Y2, Tf7] S At B5HE NE|SHES SHE D, DNS HREE B E
ET S AWSE 2Rtz 2 WL Ot

www.example.com

Active
Amazon /m—\
Route 53

S —

Elastic
Load
Balancer

Reverse
Proxy/
Caching

Reverse
Proxy /
Caching
Server

Application
Server

Slave
M Database
Server
Scaled up Data
. Volume
\ Corporate Data center /‘ fOI' PI"OdUCtIDn Use \ AWS Region /}

JEl6: "8 7" AIL}E[ 9] E1 A

BT84 A
. Dasithd o £ EC2 AR FPolA ofEel Aol A e A AFUTHEA A B,

e Load Balancer® A "]~ o A EC29] A 7|5 SV A Y tHE3 & &4,

e DNS@ZEE W7ste] BE EefF o) AWS #7302 2h9-g ¥ Pt
o AWSS] RS A 245 S7H F-8t

il

838F 2 A== Auto Scaling AH&S a1 g



AWS 3! $iof| Hi=E CHS AO|E &8

o
=
m

|2-SHE[E FF22 7|EQ AF Q= atE OfL et AWSH M = 2> ELCH AHE 3=

CHES AFO|E &2 4 A E
Y2 dEot =7 Ao 2fsl(? RPO &) 27 ELICH tHet =X &7 o[ s LICHOH

HlolE =H &
Ax).

—

1=
U] TS AWSO| QIZEtR MM, LI & 3 olZetE HeEL

—-_O L-—

Amazon Route 532} 22 713 DNS MH|A L= MZ CHE AJO|EZ AMA ERJE S B REISH= O] AFRElL|C}
C

rot

L 23] Al DNS 7HE XS ZH510| RE EFH TS AWS MBI 2 B 5 UL LICH AT) A4 2322

4 QIEE AWS MH|A 822 AS8}H ETEAIZ + Y& LICH EC2 Auto Scaling2 0|23} 0] T2

et 2= QU LICE 7|2 HlO|E{H[0]A AH|A0| ROHS 2|8} AWSO| A A El= 8 B o|E{t 0]~
| |

=
= O|2tE|7] 5 & 7HX] o =

Rl

foF ot

Ral
EOI-I'IEO>|

x
|>

et 28 Lok 57 HA M=

O AlLt2|22] B E off
b HA2t B &S X|=5tEH ELICE "eAl

o
EEH.LLIQ |.Ro =3 :]_E'_|

b7 s
EtE =" AWS A B0 CHBH off 2F Q1A H Tt HES S EY & USLICL
=H| THA:

ofgH 120j A DNS
Of Z2|AHojH= A
o2& & LCh

i
>
ol

o
>~
> ot

ol E2jTo| ARZ AWS AIO|ER 2tREBH 2 S & 4 Y LICh AWSS]
SLC = AWS ©

|~"o| HIOJE =20 HM AT = Zetof SH = AL

= T M



ofef 1ge

o|ZgL]ct.

www.example.com

Active

2

\

7~

|

Reverse
Proxy/
Caching
Server

Server

[

Appllcatlon i

Active
Amazon /®—\
Route 53

Application
Data Source
Cut Over

Mirroring / Replication

—

Database
Server

Corporate Data center /

-

Mozt gof &

-

Application

Elastic
Load
Balancer

Reverse
Proxy /
Caching
Server

Server

AWS Region

/

2/ 7: "C}Z AFO[E" AlLf2[ 2 o] Z=H] EFFY.

HEANSH S [If O

d&= B0 E Lt E2H2 DNS ZH0|E

o o

£ Sl AWS ¢

1L

2tE



Www.example.com

Active
pmazon A
Route 53

\ Elastic

Balancer

Reverse
Proxy/
Caching

Reverse

Proxy /
Caching

Server

Application
Server

Slave

E Database

Server
Scaled up Data
. Volume
\ Corporate Data center /‘ fOf PrOdUCtIOI'I Use & AWS Region /

258 BE YAWS OIZEE 0|8 " [}5 AMOIE" A|LIZ| 29| £7 £,

%—‘FL 30 Al /\].6]—-

i =] o .
e DNS7}EAE WA BE Q0] AWS Ao ER A H e gt}
o 27 AWS HlolHH|o] 2~ AW E AFEst 5 Aol X0l tigh of Z2]Alo] A 245 T T L
o AWSY 1R Z A QA A% 02 A3 EE Auto Scaling AH&S e gt}

CHS AZ OF7 MM E 2A5H0] BHS AOIE &R 42| 71892 B S7HAIZ = JUFLILE 618 78 S0 U=

OfZ2|AH0|ME A A St= 2O CHSE XtA| et A E = Designing Fault-Tolerant Applications in the AWS Cloud
A HEOHIAIR



http://d36cz9buwru1tt.cloudfront.net/AWS_Building_Fault_Tolerant_Applications.pdf

H|o|E] =H|
22{x|0f Hl0|E|S SAIS o, Dafshof & % Hx| 2910 Aeiict

o AO|E Zho| 72l HE|7t H4E YU O X|QI A7t W/EE XIE 7} O WAsy| ASLC
R LE D
o OS2 o| Mol WS Bo|H M &

e 2R 722 YEYIS wHOR A}

HIOlEf =X Al = 7tX| =2 L7 0| ALtk 57|=t

pis
o5
O
N
kot

71 =H|

HIO[E 7} o fIX|Of| M 7HEH 22 HEO|EFLICE O] Y2 HERD 51t 7HE-d0i| 2| E- Lt

HIE7| SH|

HIO[E 7t o2 /AX|O|M HEH 2= Y| O|EL[X] EELICE HIO|H= HERT 51t 7+880| 5 &dt=
HPAM HESEH, OHE2|AH0[42 HIO|HE A% 2-getLICh O|2{¢ HIO|E &= O 23| SH =|X| U=

T AL

W2 OO H[O] & A|AEIO] H|S 7| HIO|H SH| S | AELICH HIO|HH0] & ZX=2 | A0 HiX| 7+S5HH,

Eﬂ = 7|2 HIO[EHH|O| & MHet 29| S7|=te Ee& YlE L O] M2 B2 AlLI2[20M & =0,
T A e B0/817| HE ARE ALZZH 010 s &t LI Ct

=
—

d

E

M

—_

>
> oo
12 oy
ro

ox

k>
I=
|m

Jun

H
3h

A0 ER U0 MEElE FH 7|2 LOotEUAL. SX 7|20 Ciet MFH2 242 =
Of Ef LI LY.

d0
uju
p

AWSO| M= X|G L} 7H8 SY0| & HZ KO ALt 2|82 Z2|E0 JASLICH O E =0, "CHs AZ"
D EE AI8%= 4% Amazon Relational Database Service= 7| SN E £l 2XF 718 G490 HIO|HE

SHELCLOIZA Fe2MN 7|= 7t8 SH= A8 & 8l E 7"—?—01IE HOIH &45 YR+ AL

AWS X[ 92 M=z 23] SRE O 2L, ML AFESHE 42 25 Z5LH A2 M2 HE S
UNE He| olT /X2 THSHE s Zote =7 ZEMLAE BHE 5= UASLICHL FAHE| Mol =7 Al =3t
=ML B 80| 2A5HA] EELICE D42 HO[EHe A|A-S F 2 O[] AWS X[ 0| H#ZoH0] T2
M7t dstEete MH|AE S 4= S LEL D42 AWS X[H S ALY XY T2 M 20| SHEE
SUH2Z 20|10 ™ MA =T ALEAOA ME[AS MSE 4 ASLICE






W

—

—

t

LICt "% H|of"

I

=

-
o

ofi Of

= L
=

HAE

Mol =+ Al=lel 71

[y

=2
=

2L
A e
=X

5H{ AWSO
oo
M

o
2|0

E3} AWS 2| AAO| Of
+ oo, Ze

2
=)

=
=

At

o

=

% Lt o

=

T 280 AMH| FolfLt A& 2, of
=

27} g1& L Lt AWS CloudFormation
L|Ct. Amazon CloudWatch

UG LICL O] ME[AE BEEF S AHE00] AWS 2|2 A0] T3l 2 oM, TA

=
HHO[H A7 CHE AMO[EO]| 283

Bl A ES}
St Ol

7O:|E
St
=1

=

=
E= TERY D78 B 4=0f CisiAM = 2= LTk

—/

C|

AR EIO] AlLt2| 2
g

—

—

F

A Xo| Al4=7} [|O| B &AM OF7|8}0] PIT(Point in Time) 217} Q¢

S A0S HEE MEN M 24 2y

S H| =LA MH|[ A0

L|Ct. AWSO]| A

Ho["AlLt2| 22| o & LI CF.
7

I

S
=1
~

Amazon Simple
L] Tk AWSOl| Af Of

-
ot

ol

1A 20 et 27

t

—

.
()

t21 ¢loH

-
(o]

=]
[S)

2L

P

=

=

2704 ALl

e

=

F
L

bOFL| 2 A AE OS SA A of

J|Zo| B LE

L

Notification Service H|A|X| & M &3S0 0 7| K]

Toke| 2| Atk

NEL

Kl

%0
i

4

Toi!

Ir
10
_A



AWSE Aot Mal 57 QIZ2tE "gA| 2E"e R glo| MEet B[22 Xt Mo =7 HAE

= ASLICE

Ul

_I_OHE

ALE XL A M2

AWS Identity and Access Management(IAM)S A2 3510 Xlof| 21 40| 2| A0 QHHSHA BN AT

— =
RUELIC O WA 2.2 Ko B THOIA XYSHs SOt AFBRLO HYAS 22|ste o

Of

A
T
ARG AL 7|8 2ot

n

xts2t

T8 2| Ee QALEY 0[N 2T EQINE AHESHO AWS 7|8F MEQF 2 =0 A MB{0f Of Z2|#|0|M
HiZE XSt = USLICE XS E Sl F 28 ZF0M OfZ2|AO|M X 7 HE &2 E &2
Melg = AEHCE H 7HX| 217] /s LAAER0|E AZEQI0] SM0| §SE[H, 0|8 7Iset &M
SSAE YAl £2M S X H 0| X|*0f| A =olgt 4= & L|Ct AWS CloudFormation2 3 74X| =72t B
L&oty Qlmel MH|AE X322 T2 H| X LT M3 £8 A| AF8XLHO|HE QIAHAZ FESHY,
OIABIA Q¥ EL B AWY| Qo) T4 Be| ETE O[SAIZ 4 USLICE 0| Sof Mt
AZEQN X 70| BiZE| YU =X] 2Rl L Ch A2t Mut™ el S5 AAHA JEj7t HALX] YR
As22 KXot AYULLCH

Auto Scaling2 AF23}0] QIAE A Zo| 327} CloudWatchO| A X|H 3t I E 20| [} 2 +222 £Z517|0
Htotk| 2ol = USLICE XS =7 ZSTHOIAM ChA| 2SH AFEXIIL 218 2 o BEO| ALESHEH O|2{3t
S7HEl =22 SEIEE EFNE XS &Y = JUCts AYLLCH OHET SEE| 10 ALEEO|
HMHo R LASHH ERMZ &4 =T MHE CHA| H4g = JUSLCL

AWS StZ0 Lot 2t0[MAE HCHE HU=X] 2Rl A2 CHE ofH 2h30j| Cf
X/ %A ERYLICH Amazong 204 A BE|E RO|8HH sjFS Crekst
"Bring Your Own License"E HH AT EQ 0 14

HIEO| AlZtE 220 Z&E 0 A= 2ZEY

2
r_|_|0_|_

“Bring your Own License"= XSl A|, 7| &EQ| AZEQ0 EXt @A E 282% 4 QYELICT “License included”" =
Mol = HIAE Z[Ztat Z200] Of Y AR SHA| @i = X3l = ALO|E0

E| 2~2tetLCf.

|m
k=
)
of
>
r
ru
o
rx
[>
o
o
mjo

fEE2M ZGAE LIS =AM BT 4= IS L L} http://aws.amazon.com/solutions/solution-providers/


http://aws.amazon.com/solutions/solution-providers/
http://aws.amazon.com/cloudformation/
http://aws.amazon.com/autoscaling/

PO XHOf| Al

Ooff CHo 2| 2Ate0f s B 2Ho|d A T

HEAl
o™

=2
[S)

X #otel 2told A S AWSOH| A o] H

=4
—

of = I}

AHESIA 7] BHEfLICE

M

Off LA

Tokel Ml 57 SH((RTOR

Ash = of Chek ches

AbO|E

=
[

O 2 C}EL|C} AWS

F40f o[ =2 7|7t

A
=

1

FMFHC KO 7|sS

HMEeLICh AWS MB[A= 2 C|HE MB| 200 ALEEF0| CHol M2 Bl &S X202 ELICE 0| 40| B2



A3 28

oS3 Al Z} oF) A: http://docs.amazonwebservices.com/AmazonS3/latest/gsg/

o EC2 A%} ok A: http://docs.amazonwebservices.com/AWSEC2/latest/GettingStartedGuide/

o AWS &FA &34 A B http://aws.amazon.com/solutions/solution-providers/

« Designing Fault-Tolerant Applications in the AWS Cloud ® 4:
http://aws.amazon.com/whitepapers/

e AWS HoF 9 == A H: http://aws.amazon.com/ko/security/

e AWS o}7] 8l 2] AlE: http://aws.amazon.com/architecture

o AWS 7]< W X: http://aws.amazon.com/whitepapers



http://docs.amazonwebservices.com/AmazonS3/latest/gsg/
http://docs.amazonwebservices.com/AWSEC2/latest/GettingStartedGuide/
http://aws.amazon.com/solutions/solution-providers/
http://aws.amazon.com/whitepapers/
http://aws.amazon.com/security/
http://aws.amazon.com/architecture
http://aws.amazon.com/whitepapers

