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To use segmentation to reduce PCI DSS scope,
all in-scope system components must be
segmented from out-of-scope systems, such that
out-of-scope systems cannot impact the security
of any in-scope system components.

Assessor determines
whether entity has
implemented
segmentation.

Assessors must document the
segmentation used and how the
effectiveness of the segmentation
was validated

Did assessor
validate
effectiveness of
segmentation?

Assessor documents in report
Yes —p| thatsegmentation is in place
and effective.

Is segmentation in
place?

No No

|

PCI DSS scope can be limited
to areas that 1) store,

Entire environment is in process, and transmit CHD,
> scope for the PCI DSS 2) are connected to the CDE,
assessment. and 3) may impact the

security of the CDE.
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