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2006 13, o}l ] Au] (0] 3 “AWS )= L5 FEt9-= AFEolgta de] &4l ¢
Au] 2 FEj ] 1T 91 L2} Al F-S 3170 7ﬂ AF3H7] AUt AWS & d A A A A
190 7= AT RE ARG Aol Al 322 Al F] A, 8 E}% 5 AFsta 9l
Utk 2= AFE o FHe éﬂx}l‘&: o1} v gS o uef GEkx =
A3t 7hH njg o= g gto =M, o= 3} ]

g A HB o We AE & %
S 5h31 29 9 IT Q3o Foli= Ak Aeke 4 QA Fhoks A

ZNBELS Y-S Sl U o] ¢ F e Y o]l BEA 717ehIT 1 Z ek
Ageta gre F a7t A Utk diAl, 23E wEA A skl Alo] d A
TE N AAE Bt Abs sk w x| =t H S AREsto] W&k 70 71 V)
7E SAA R G F ST AWS AlE = /H_E—“.o}k— o] w2 39S A7) 9l8A
=, A8 #e] 7] 5 (GLP, Good Laboratory Practice), $14F 2] 7]%(GCP, Good Clinical

Practice), Al & ¥2] 7] s=(GMP, Good Manufacturing Practice) & GxP & =3l =43 1
TARRIe] A &2 V= %Eﬁ}‘ﬂo]ﬁ st, U5 WA skl A& stEw Boks4l A9 IT
AZolAdze FHE TEF GxP A Ao W4 & 1T a7t 5y Th

WA = GxP A 2=F S ol i AWS A Aol #e A& A, &S d

A AFE GxP A Z=Ele Al AWS Al F-& AFE-stal Q= A EL o] tEY 9 AWS A oF

2 577 nAH I H%Q‘}iﬁqﬁ‘r. AWS &= U89 A3dS 18] 95t

Lachman Consultant Services Inc. (“Lachman 7124 §”)7} 1 1.4 o] 7<ﬂ Al AIEHE HE E

Foletes 71 GAlE AR ST Lachman A E -2 A A Aok 2 o] 57]7] GAC 93
3]

(f

S VA= v Ao of é(FDA) 9 =72 A= Fokol| A A AAE AR YT
Lachman 71 ® & S22 4 ol A At dlolHE 74 ok A& A Y3t GxP 4]
A& xX3sle], GxP /\V\E“J T4 L ) A-EEte] FEe 45 Aol A5G
Lachman A A g o] 3t t] 2 243k A B = www.lachmanconsultants.com o] 4] -¢1ska 4=
A5YT
JF % EstaL, AWS -2 Zae] GxP A H 2 A X7 AWS A& o] -85k A8
IT, X Ego] @ ROt A3y} A3l es Zhake] Aol Al A 2ol dHFHytt
L
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%mﬂﬂﬂﬂEOAwsgﬂ%Eﬁ%ﬁ%ﬂ-ﬂLAWSﬂ?EAEﬂﬂ Ak, %)
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v 3ol AWS 9] g St
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v OAWS AFES THR AR T GxP LR W, A5 2 sk nad g
A 25 7k o] Tabe] gl aefAba

v a7 el ARl SR AR E AlE EE AT T F e 2 dE g T w4
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AWS AFE, VAR E S Holy B #d ySs FAAQ] FAR7F 23E WA=
https://aws.amazon.com/compliance/ol| 4] 8134 4= 51t}

2.1.1 AWS of t35}¢]

2006 3 Amazon.com (7 E&Z=A A H & AMZN)9l o8] AHE AWS = n|= &5 Bk =
o, Y, ofd i =, A, g F VMR A ] Ho|HAE ZRE T2 o e 7FY
719k A3 e} Al S JAE U S S8l Al 3ok A S S22 A vl 2= Al G A YU AWS
= ZA OWLEL TN A A A FE W2 A Adatr] 9lal of2xar, a7 o] v =
AFS AE8HA v D g o= Sa-9-5 HAFES FYske galAd
FU ol gk Al A &A1 Hu) 2 At S e HA o B 73] I A&
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AMZN Corp.ol| o gt A 1.
http://phx.corporate-ir.net/phoenix.zhtml?c=97664&p=irol-irhome

v FEA 9F: http://www.amazon.jobs/principles
v oY AE HIIA: https://aws.amazon.com/resources/analyst-reports/

2.1.2 AWS o] 117

AWS = A 5] ZEFERI 3 2715100 A E Rl 7] qlo) ARk ol 27174, A
£ AT ARG DS 19001 Wi o) ol el Aae v e sl
1;1r 1:1/\},] T 7] A AWS AE] FH A A= 713 T A2 @ o Zg] Ao e
~YEaL FA T AT E 9o 7HH‘%X} H =93 XU o] B A) 28] e 491U T AWS
v B FEF-E AE Y Y-S L o= AH S g Alef Al go] EHol e S 1
A2 E 7] E-Z(https://aws.amazon.com/solutions/case-studies/all/)& -3} 5T}

o] F AxAo] X A} 7| BS AFE A|2E Yol AWS AFES AFRE L 9o,
AWS 3 2~ (AWS Health)2] ] A}o] E (hitps:/aws.amazon.com/health/)oll #& ~E 2] 7} 2] A] = of
Ay
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obrHzE 5] AH] 2 — GxP Al2F o mHE AWS o] § 2016419
Utk € A H] 2~ XMLY, JSON? 5 32 WA A] 23S ARE-5te] QIEYl 22 &35 53 o
2 AZES o] BEd 75 AF e, AAEo] 7Hsd A HE AZES o] EEYUth A
I AH A B 258 E) 28kl (https://aws.amazon com/account/)ol| A ©]&-3k 4= 2= AWS

o A AFE 2] 04?4 A o) ~5 2hE 2714 2] §) An| 2ol 7k
g Aul= /3 AWS A AE 7 o] £:
v e A A T2 EZ(SOAP) ' %%iilaﬂ 2L E] 5] o] 2~(API)
v EAGE AE(REST) v 8ol SIE # o] 2~ (CLI)
v L AR A QTE H 0] 2~ (GUI)

A AB] 2 oz she] G AA Y T2 ey Ao FHe A Fyth o] = thke X
29 dol2 A s R Fo A &G == oAl o] ZH7te] 7\151
AEIH o] 2ol A A EH= AFA A olE MM (action) S AHEEHe] QIEYI(EEE QI EZY)S
a w1z Al dloleE wEE 5 v AES ougyrh 9 X & o}7] 8l X (AOA: Web
oriented architecture) 2} %= &2 = 9 AH| 2~ A0 T8 FH LS ) AU 2E o] &3l &
EE°1°1 o Ze Aol o] § Au] o] AAHA = 7] A b ]HJ Ak Ale dis) & 2
8 glo] 1 Au) 2 A o] 271 g7 Ao disiArt 4 Hrt= Holl 5t o]
A Fo] 2 Yol A o] &715 strhd, §) AH| 9] 7| A 8 A4AE AASAY A28 AAS F
7hghthar shof off ZE]Alo] o] AbF ol 2l E| Lol &S v XA kU AWS Al Eo] A
d3h= & A H] 2 SLESEe) A A 552 A8k of 22l
(https://aws.amazon.com/documentation/) 4ol A 3% o] 915U T},

>,

A Aqu) 2 73} 3, 7H8E 2 A E o] A o] v E ] 7] (SDN: software-defined networking)
& S AT E o] Ao Q1= AWS Al S A Y o S, Y ES A Fah i
AR s s} o] Bt Eul A FH| mARE o] AW Q1= e 4=, Al T
ATEO] Fof ghi® o] & = JlFHT ofof ek Al2E] ko] A& Q¥ = Al ZH H]
fo] AE = g AT E O AEstE S8l Q=xe £33 H SAl = ol 7he

.

710 B A Ze} QA4S X6k AT E 0] Y] S ] Aoy A Bl Fn) T2
e W E ) BE A9 IT SDLCE, A 58 2T AZelo]d ~o #3t Z2
WSS FEskal 5 U GxP Al = H sholl A AWS AlF S FHuigho = &-8-8f LA} ah= 7]
HEL o]l M3tE Q1A 8aL oo A g-ah= 7| A=At

v ERE SEAE R AER8A4: AWS Al

2 T Ao 2 A of &
AeldE Adstd ofEdAeldE 54 & &

thorg Xz
GAAL o] THRAE AT

A Al

/

v AV A AWS LSS AWS A ES 2 AT E 9o 74«1 AzetsE Ao ==
T W AR o = Al ~El o] A #ELOH upe} A4 EHA AL (R B8)S &

1374 A A] o1 of (eXtensible Markup Language)
22~ A HE A 3% 7] (JavaScript Object Notation)
8 A| 2~ ¥l 7k 2ol 3 Al o] E(System Development Life Cycle)

-
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A= 7—_/1\_621_/[: oh:i 74%11:/1 }\]_J_\_E‘ﬂﬁ‘ /\-17;”6‘1-/\ 9\)\_;:141;}

v el 385 AWS AlFES AWS AlFIE A ESo] of el A o] o] =
(loose coupling) & A 13024 A| 28] @ 4 Hi AWS A E 9] o] o] A7
HogE 3 0] GxP Al A Elo] Al&A] AAE] AT 4 9 E 2w A o

AR RE: B Qe A9)e 2 s el W AT E o] Aoz} 2
21 42U 7H Ash Gxp dlolElel iak =9 W H2A S s A
S2M T2 golEe] A4 TAE AT HYTL

v AR 718 WA A o] 2AGE S A E s S 842 o] B E AWS A E o]
7150l o] 7]5, RYHT S A S i

o A G i FF: AWS AlES] THA Q) A2 s =
NS E 1L 71 7HA 5 Sishs A4 el ek vl Y B AE =Y

A= H sy

2.1.4 AWS A&

AWS = AREAF 3 & A 0 glar 72 A o2 W84S 7HAI M IS0, NIST, SOC 5 &
Q8 ITHES MEE A S 29 e} AxE o] AF Y 22 WA A E A o]
Ag AUt o] = dHol g o] 2 X, 2@ AA, 21 Aof, JAE Yl AH] 2 A5t
5 U2 WS T AE 9 A 20 AT 15 A7) FedRAMP i 1 29 R
;WS F3 AWS A EFS -84 % (COTS: commercial-off-the-shelf) & 2 o] -8-3}+= A3} 23
B2 7 AE2 AWS AlFS A48 A2 gf AXEYO] A Fo 2 73kl dFYTh va AW
Z 14 (FAR: Federal Acquisition Regulation)®] 4 2] & == FedRAMP ]| EE}E A8-A|
1) 9 JtE 2 02 vpe o 2 A} Al Yo A Aol ﬁxg 3 Al 2 FujE = A

¥ EE AH| 2R 2) W B ﬂ/\‘ﬂ“}o]ﬂ glo] A& = i 3) 4§18 i oF el whet A
THUL GxP = 58| 0F 3= AWS LA E5-S 7AFE A 2Hlof o3t X} s} Al = A7) E
(GAMP: Good Automated Manufacturing Practices) 2 2] oF3&2 AL & 3 2] 7] +-(PIC/S: Pharmac

eutical Inspection Co-operation Scheme) #| %1 2] 5 1(Category 1)o| L} 57| 7| F A =, A&
2~ 3L E ¢]|9](SOUP: Software of Unknown Provenance), “& 2142 OTS 74 8.4, U8 AFH
A S 22 7 GxP Al E A ol whE - A 2] Bofof mhef AWS Al E S TR o]
AFH T
AWS = o 2] &7l &31= 50 7l o]/ AlFS A3 T
5 AWS A =Z
ARk Amazon EC2, Amazon EC2 Container Service, AWS Elastic Be
anstalk, AWS Lambda, Auto Scaling
& A Amazon S3, Amazon CloudFront, Amazon EBS, Amazon EF
S, Amazon Glacier, AWS Storage Gateway, AWS Snowball
amazon
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Amazon RDS, Amazon DynamoDB, Amazon ElastiCache, A
mazon Redshift

U EH

Amazon VPC, AWS Direct Connect, Elastic Load Balancing, A
mazon Route 53

MR = AWS CodeCommit, AWS CodePipeline, AWS CodeDeploy, A
WS Tools & SDKs
I8 =7 Amazon CloudWatch, AWS CloudFormation, AWS CloudTrail,

AWS Config, AWS Management Console, AWS OpsWorks, A
WS Service Catalog, Trusted Advisor, AWS Tools for Windows
PowerShell

Identity & Access Management, AWS Directory Service, Amazo
n Inspector, AWS CloudHSM, AWS KMS, AWS WAF

Amazon EMR, AWS Data Pipeline, Amazon Elastisearch Ser
vice, Amazon Kinesis, Amazon Kinesis Firehose, Amazon M
achine Learning, Amazon QuickSight

EROEREREE
(10T)

AWS loT, AWS Mobile Hub, Amazon APl Gateway, Amazon Co
gnito, AWS Device Farm, Amazon Mobile Analytics, AWS Mobi
le SDKs, Amazon SNS

& AHl &

Amazon API Gateway, Amazon AppStream, Amazon CloudS
earch, Amazon Elastic Transcoder, Amazon FPS, Amazon SE
S, Amazon, SNS, Amazon SQS, Amazon SWF

719 B2 of
EgA A

Amazon WorkSpaces, Amazon WAM, Amazon WorkDocs, A
mazon WorkMail

AWS A Zof 73k 243 & L A}k F2 9l
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[H
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+  https://aws.amazon.com/account/

+  https://aws.amazon.com/products/

+  https://aws.amazon.com/documentation/

+  https://aws.amazon.com/about-aws/global-infrastructure/

3 GxP A=l w2 AWS A3 o] &

AWS A|EL& By A el &g n| 2 (On-premises) A|Fo] obd 7FAF 2a¢l A &0, o]
GxP Al =88] 78 @ AR A ARgahe o ;& A9l FARRIH T o] s S HE AT R
of M}, 48 AZ e} AFS GxP Al =8l A RATA FHEHY L O]% }'” INE
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e d g 78 oA AT g

' %7‘(:-_] /\]/\Eﬂ
v A 2E R Ehol Aol 2

CA A

51 EQ A ~H

GxP Al =8 ol M AWS Al 55 o]-8-8tatzt ab= 7| a2 Al 4 Q) 52 Al=E) B &
ME HE B Qo] Estolof ol & &2 8 e ARl ol gk A2 Al eyt

GxP /\V\E“ 14401] AWS A= 01%3}7] of kA, AL AWS Al o] A F A& o)L
A SEAH] 2~ 0] 3L A7 A A= AWS Al F
o] A& FE(root) A A7 dAES Hofty]

o 273474 % A A% A9

a) ol 31717] gholl o) & g Mlo] gt AL GxP A Aol A AFEH = A (B0l &
Av 5 FE A 22 Ao lke] 28 Aol ofa) FAHES BgHE AWS A4
gl B SRl Bhotolok ST e, wE AWS A4 4SOl M H S S
7140 WASES 2 75h v EwE B30 S 4 geholof g

ASE GP AZE W AWS AFE 82 AN Aste] the B
E8 nelstelok gtk

v AWS AlH ] w3
v Ao e 7] W) A A e gk H R
v AWS 74] 3 xg A A ;z}

A

v AWS A AR MR B

3.1.2 99

AWS 1252 24 Qe o] 2l Al mi A A5 s 5 s ws, TE R 4TS 2
FLE g A ])o] gl Tk H 5ol GxP Al =F) U AWS A9 o] §o] E3HE = A4, o1
& 28 B/EE 5T v AWS AlE 0 s g stolof gtk Al A R
Fash= Ao o uhet e H = Fdswol AAH, 2 didel 2 5 e AR
gy

v A E ] ¢z o] v FATY A

v AMEQ ] HAE gA) 4 PN S|

¢ UIE I Ao o FGxP ol E e Aol M HF A AR )
v A2E Bt REA O 2 AWS Al E3F A4 15781

v Bk alx| o] @om = AWS 5 a5 vhA| ¢hof
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v IS dAIY o Ed7bsAol =5yt

WS 1A uF, A wS HAEY A AARIR A E F ASH T AWS 9 ofwiE
E U] Y E$]F(APN: Amazon Partner Network) = tF2-2 ¥ 3Fato] AWS 7 3%of o) &+ o} et
7] R AEH 1FI JA5E AleF vk

22kl A4 https://aws.amazon.com/documentation/

T <R === A https://aws.amazon.com/training/intro_series/

v AESE AR https://aws.amazon.com/training/self-paced-labs/

v OJHIE 2 9 u| https://aws.amazon.com/about-aws/events/

v A E YIAE https://aws.amazon.com/training/course- descripti
ons/

v SEY WS https://aws.amazon.com/partners/training/

S R B https://aws.amazon.com/certification/

DAEE GxP A2 U] AWS A E 9] o] 82 A A5}7] $15ke] Thg EA4

AH o] EE 18 3slofoF T

WS AE F At

A 57 EA

HAF A LA, o] H A B 2] A7 A
A R

v AWS A #HE Q1S

3.1.3 A}

GxP Al =Bl U] AWS A% 9] o] &5 FrAlsh= a4 9] 7 9-, Al =8l Bl 3l tlo]E] A4 &

Al o] X441 7 v}e} SDLC = H7ksks Zlo] T oyt AWS A3 o] &5 B o w2 7

AFE7] ko], IT 7HA1elS ) AH) 2 714, AWS A3 2 JSON 3} 728 Hjo]d ~g9E

(basic script) & <] 3] oF 3“4‘1} oA o B = FHARIEC] Y7 HE A RS e
AdUet AR G 7Eel2

A AWS Al 2ol diek AHA0 AEHS 7§ S
AWS A ol A tf&-3 e A A 7|5 3 2 7

v AWS AIA A v S35 o} AH] 9] A 7| vk k3
A v AWS Config 73]
v IAM ARERE 5 9 e v CloudTrail W} A] 28] &% 21
v SAML % OpenID Connect ol HI3HIAM A, Aws Config ] | 51] <]
A v A 2E A AL WY
v Amazon EC2 Bl 3744

AWS = GxP A =8 W] AWS Al o] -oll th & ZALE A d8h7] $18ke] ZHARRlel Al theFgh 2

-
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https://aws.amazon.com/training/course-descriptions/
https://aws.amazon.com/training/course-descriptions/
https://aws.amazon.com/training/course-descriptions/
https://aws.amazon.com/partners/training/
https://aws.amazon.com/certification/
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AL ET R WS AR E Ay

v AWS AP A
https://d0.awsstatic.com/whitepapers/compliance/AWS Auditing_Security Checkl ist.pdf
vOAWS G A T 2 E A
https://s3.amazonaws.com/awsmedia/AWS_Operational _Checklists.pdf
v AWS H.<F 7ZHAF X A https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-
guide.html
v AWS CloudTrail A 3% ¥+ 5 ] X]: https://aws.amazon.com/cloudtrail/
v AWS Config Al 5% 3= 5| o] #]: https://aws.amazon.com/config/
v AWS Trusted Advisor 3¢ 3| o] #]: https://aws.amazon.com/premiu
msupport/trustedadvisor/
Agshs ZHAF Qwik A A
https://www.qwiklab.com/focuses/preview/1250?locale=en
708 ZHAF 1S awsaudittraining@amazon.com

AAELE GxP Al=El Ul AWS AFES o] &S Xsy] fl8td T &4
Julo)ES 1 o] o ik

IT A 47

AWS AlA AL AL D A T2 ~E

AWS 717 AL E 314

v AWS A E] BT A AHA 8.7, o] F A, aso] e

3.1.4 T A

AEARMNNT 12z} Al F Folloll & A &2 AGE = B84 AlFed gk g5 A7)
vy ok v AWS Al el e] A, 7Y A ES o] Aol diste }%‘%‘E | 54
He 38 ad g2 AT A7 904 A, W 902 AE YT B2 AW e 7
Foll A= ] Aapel B ste] FAdE GxPIT A1F ol datE B3t Moi AWS ¢} 7+
S 7HY R AEY AF HA R s FESHA ™ 7hs ol lsU T
AEA QN WFA A o u}E 9l X &} Fuj AWS & o] &3} Q1= 2 o Axb
1 T "ol AH 8338 A 1. ITEHAA A 8335 HA|
2. IT "HollA v == A L 0SE = o, ITHoA mjA==EC228H2A F3
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