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HNAIISE 22 HXAERIZ, UHUS 22IRE Z2EE AE0| MEol=s Bt HAEES SA38H6HH
AMEXILESE M AFZ0HD JAALE HLE 0 S 2etRE B2 X2 2ot Hotol= Ol & 8= SLICHL
AWSE= CSA STAR SE Xt 0| CSA(Cloud Security Alliance) 2 E It OILIAEIE & 2 M (CAIQ)E

S MSLICH CSADF &e St 0] CAIQ= AWS2| AHIA X8k It (™ B0t HEE0| JesAl &6
JISol= 0l 0I12& 4= USLICH CAIQN= 2R AHIAH Y 22 ZAH I 20A 2225 S S XA
200t & 298 220 £ A JUSLICH

amazon
7/81 HO| X| webservices


https://www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center/view
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/
https://d0.awsstatic.com/whitepapers/compliance/AWS_CJIS_Workbook.pdf
https://aws.amazon.com/compliance/cjis/
https://cloudsecurityalliance.org/star/
https://cloudsecurityalliance.org/star-registrant/amazon-aws/
https://cloudsecurityalliance.org/star-registrant/amazon-aws/

Amazon Web Services & & 73

= 2015 912 &

M

CIS2 E#X0AAL. EE A: CSA 25 HIL0ILIMEIE 22 A v3.0.1

Cyber Essentials Plus

Cyber Essentials Plus = X% 0| E06| 2 45t= AIOIH S20 CHSt 2 Bot2 S = UAEE =
2t & st 21 S X AH L LICH

0] 91 M H= AWSIOE G = Ol "AOIH 29t 105t H (10 Steps to Cyber Securltv)"ol aHetf| A E3
HMSt= AHY DB E 2 T|%4; 2ot foff *Sol=JI= MHE SY&LICL 0l &3 XA =

A=S A | Y AW (Federation of Small Busmesses), & = 4 A B (Confederation of British Industry), Z12| 1]
0l o152 RAIct= BIZLIAN QLMEIEE HESote G2 SSEAE Lol SH 2 X2 20 JASLICH

IOl 2fof ==& &

Cyber Essentials= Z 28t J|=&8 N E #&80tH, 2 EX I gAI= o S5E =
A Zot=X EWHSLICL 159

A2t 22 HIIE Sall Cyber Essentials Plus 1S M (HE AN JHE Z 2 M A Dt
N 42 H20 215 80 EU(OtY =i S) 2| &0l Mist&E LICH

DoD SRG d|¥ 2 & 4

HCSP)Jt DoD & det R0 E &Sot1

=L 2 (DoD) 2c}RE Eo LE(SRG)2 SctRE AMHIA B
Ol= 0l DoD 20| &&Eot==E 06 J

At
Pl ?et SAXH EI S e 20 T2 MASE R ELICHL SRGOH IHE B E
et FHE AWSS DoD 2& =45 S8ot= MAIE Jtsét 215 S N300 DoD ’—‘.*%* A AWSHI A 2
U= Pol AIAE SotLIE 8Ot 91Sot= Ul 228t Al2tS S=AIZLICH AWSE &1 SRG cll & 2 & 49

O
B AS R0E HSHSLIC

digt 2,4,5 2 60l B2 B2 AN JIE0 CHEH JMIES LHES OIS /X0 A 218 4= JASLICH
http://iase.disa.mil/cloud security/Pages/index.aspx.

DoD 512 HIOIXIE # Aot AI2. https://aws.amazon.com/compliance/dod/

FedRAMP SM
AWSE FedRAMPs(HE HLO| 2| & E—é&'% el Z2)H)E E&xote 2R E AblA S=S A LICH
AWS= FedRAMPsm 3 Q1 B IO 84 J| 2t(Third Party Assessment Organization, 3PAO)2| HAEE % Mon,

FedRAMPs»2| SEEL P Algt =48 215610 HHS(OI= BEAHEXR)ZLEH S JHXl I 2 L6 I (ATO)S
BtSLICH 2E 0= S J| 22 FedRAMPs» 2| L X E2| 0l M &= AWS D2t ATO THI| XIS %% FO o &
Jl2tel oZelAolE 24 K0l CHoll AWSE EOIot), AWS ALE #EtS H3otd, I AZ2EE AWS &322
ol == ‘EA';LI Ch. 0l & JtXl FedRAMPS™ J| 2t ATO0 = 2E 012 2/ & (AWS GovCloud(0| =) 2|8 0 AWS 0| =2 S8 /M 2

21 &)0| ZaHEl LTt

FIOA Hset el 2l
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e Amazon Redshift. Amazon Redshift= 415610 2t 6HH 22l &l = HEHI0IE R 22| G0l &
HAHSHSA ANBIAZ SEXQHIE2Z 2HHGHH 2E HIOIEHE JIE& HIELIA QE|MA ERE
ANEStH A 2 U i SLICH

e Amazon Elastic Compute Cloud(EC2). Amazon EC2&= 22tRE0A 31 20| IIsSt B FE IIRAE
MBotH X A2 2dFE HAS B0 EH & = UEE A ASLICH
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e Amazon Simple Storage Service(S3). Amazon S3= HME X & &2 HHCIAMLE 20l 2t A
HOIHE &St HAMol= U MEE &= U= thest & MUIA AIHBIOIASE HSELICH

e Amazon Virtual Private Cloud(VPC). Amazon VPCE AIE6IH XHAIO| A 2St JtA HIERI N M AWS
CIAAEANEE A= =2lEH22 2 AWSHE 2 T2H| Y e = UASLICH

e Amarzon Elastic Block Store(EBS). Amazon EBS= JtE &8 1 St A 0| FHLILD Ol = Jtsst AE2| X
EES MZ8LICL 0| SE2 A8 =02 Amazon EC2 QI AE AN HZ50 A AEA Lo CIHIOIAZ
HAIE == JSLICH

e AWS Identity and Access Management(IAM). IAM2 AIEZ XH2] AWS MU AQF 2l AA0 CHEF HAIA
TS OHNGHH MO E &= QU ol SLICH £8HL AWS AFEX 2 1SS =10 2telotH AWS 2l A A0
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AWS FedRAMPsm 7 & E4=0 Uit XHAIS HE 2 AWS FedRAMPsm FAQE Z X0 Al 2.
https://aws.amazon.com/compliance/fedramp/

FERPA
= s YW 3 ES5 8 (FERPA) (20 U.S.C. § 1232g; 34 CFR Part 99)2 &t W= J|§ HEE
2SS0l HetHQLICH Ol H2 02 e 2AH T2 ) et )2 NS et ZE st E2E LILCH
FERPA= SI220H MHH = IS0 CHe S& HelE SO ELICHL 0|28t Hel= & Jb S AL
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DES DDA B D2 XEtots SO Ol MELICH HelS 0| ML S SIS " X2 stAl"lL|C}.
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"FERPA Compliance on AWS #A"= J|& 0l AWSE AIE6t FERPA #& &+ S&Iot= AlIAE”IS
Edotes YEs HHEH=z £ UL

https://do.awsstatic.com/whitepapers/compliance/AWS FERPA Whitepaper.pdf
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FIPS 140-2

Federal Information Processing Standard(FIPS) Publication 140-2= 0|= F2 20t HEQ 2N
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Y HRE 250t 45 BE0 BO RAS R USLICH FIPS 140-2 27 AFB0| HEE = D2AS
X215t 915, AWS GovCloud(0I=2)2| SSL 5 2 = FIPS 140-2 25 5tEF01E ALR5H0 B SBHLICH
AWSE= AWS GovCloud(DI =) D24 1t 825t 0{ AWS GovCloud(0|=) &2 AS Al 78 £42 22/5t= 0
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http://aws.amazon.com/s3/
http://aws.amazon.com/vpc/
http://aws.amazon.com/ebs/
http://aws.amazon.com/iam/
https://aws.amazon.com/compliance/fedramp/
https://aws.amazon.com/compliance/fedramp/
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
https://d0.awsstatic.com/whitepapers/compliance/AWS_FERPA_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/compliance/AWS_FERPA_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/compliance/AWS_FERPA_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/compliance/AWS_FERPA_Whitepaper.pdf
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf
http://aws.amazon.com/govcloud-us/
http://aws.amazon.com/govcloud-us/
http://www.dhs.gov/federal-information-security-management-act-fisma
http://en.wikipedia.org/wiki/Department_of_Defense_Information_Assurance_Certification_and_Accreditation_Process
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HIPAA

AWS= 0= 212 28 0| & L ZHAH(HIPAA)S g2 2=J|2 L HS JI20 ES (A ALY BEE Xl
S, N&ot= O A EH AWS & HS =202 XKoot 01248 D2 HIALIA MS HUS MZELIC
Lo 2A8 HE9 XHel & MES ?o AWSE %%a* £ Ql= XHAIE et 2 2 DX 5= D240 H HIPAAO
& Z 9 E MM E HS3ELICH Architecting for HIPAA Security and Compliance on Amazon Web Services

WA= IS0 A AWSE 0l 2
x

ot HIPAA & HITECH(Health Information Technology for Economic and
Clinical Health) #& &4 S& Al
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DHZ2 HIPAA HIECZ XIEE HZO0AM ot AWS AHIAS AHEE = UKXIBHPHIE Xel, M8 X MEE
= BAAOI &2l = HIPAA B A AHIAE AFZ0HOF & LICH & M HIPAA & /\-II:IIAEL 9JtXIJF }ASLICH

Amazon DynamoDB

Amazon Elastic Block Store(EBS)

Amazon Elastic Cloud Compute(EC2)

Elastic Load Balancing(ELB)

Amazon Elastic MapReduce(EMR)

Amazon Glacier

Amazon Redshift

Amazon Relational Database Service(Amazon RDS)(MySQL & Oracle 2l &l 3t AHZ)
Amazon Simple Storage Service(S3)

AWS= HIPAA E A HHIAJHIPAAWIM K 70t= 20H MO L 2el Z2MASE BEo| N3 = UAES
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ANt LHE 2 HIPAA HE8 &= FAQE & LotA A L.
https://aws.amazon.com/compliance/hipaa-compliance

HIPAA Security and Compliance on Amazon Web Services:
https://do.awsstatic.com/whitepapers/compliance/AWS HIPAA Compliance Whitepaper.pdf

IRAP

HEet MO E 2Al 2K ZS6t1] ASD ISM(= =
F

IRAP(E & 20t Z0 BOtX EEJEH)S §I ’éi? 1240
o 2) t = U ol S LICH
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Amazon Web Services = AWS A EL| 2|H0IA DIE2F FEZ(MLM)S Xal, J& L MES) 2610 2= 2&
ISM NIO{D} &l Al 01X &0 |6P EEHIIE SA=MSLICH

IRAP 7 & =2 FAQ:

https://aws.amazon.com/compliance/irap/
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https://d0.awsstatic.com/whitepapers/compliance/AWS_HIPAA_Compliance_Whitepaper.pdf
https://aws.amazon.com/DynamoDB/
https://aws.amazon.com/ebs-jobs/
https://aws.amazon.com/ec2/details/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/elasticmapreduce/details/
https://aws.amazon.com/glacier/details/
https://aws.amazon.com/redshift/getting-started/
https://aws.amazon.com/rds/
https://aws.amazon.com/s3/details/
https://aws.amazon.com/compliance/hipaa-compliance/
https://d0.awsstatic.com/whitepapers/compliance/AWS_HIPAA_Compliance_Whitepaper.pdf
https://aws.amazon.com/compliance/aws-irap-information-security-registered-assessors-program-australia/
https://aws.amazon.com/compliance/aws-irap-information-security-registered-assessors-program-australia/
https://aws.amazon.com/compliance/irap/
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AWS2| ISO 9001 2/ S22 AWS SctRENAM S22 22l IT AIAE S Y,
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AWS D2 ISO 9001 21 E0| HIZ2ol= FIIEC ES N EHHOZ OIS GIEEsS S 4= USLICH
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ISO 9001 2152 A& HRA2 AWS MHIA & 2 | M (0t &X)0 CHE S & 2tel AIAR I GHS MBI A0
HEgLIth

rl'

AWS CloudFormation

AWS CloudHSM(GIEQIH 2ot 2 &)
Amazon CloudFront

AWS CloudTrail

AWS Direct Connect

AWS Directory Service

Amazon DynamoDB

Amazon EC2 VM Import/Export
AWS Elastic Beanstalk

Amazon Elastic Block Store(EBS)
Amazon Elastic Cloud Compute(EC2)
Amazon EC2 Container Service(ECS)
Amazon Elastic File System(EFS)
Elastic Load Balancing(ELB)

Amazon Elastic MapReduce(EMR)
Amazon ElastiCache

Amazon Glacier

AWS Identity and Access Management(IAM)
AWS Key Management Service(KMS)
Amazon Redshift

Amazon Relational Database Service(RDS)
AWS Route 53

Amazon SimpleDB

Amazon Simple Email Service(SES)
Amazon Simple Queue Service(SQS)
Amazon Simple Storage Service(S3)
AWS Storage Gateway

Amazon Simple Workflow Service(SWF)
Amazon Virtual Private Cloud(VPC)
AWS WAF - & O ZE 20| & S ot
Amazon WorkDocs

Amazon WorkMail

Amazon WorkSpaces
JIBH0| &= 22l & olZ e L AWS 22| &3

AWS®2| IS0 9001 912 0|2 SE(HAILIO E5), 012 AR(2A2), 01= M2 (Z2IZLI0F 28), AWS
GovCloud(Dl:), LHOH 21 IHATHE 2), EU(OF L HE), EU(Z 2 A Z 2 E), OFAIOF EH T (A DFE 2), OFAIOF
EHE 2H(AISLI), OFAIOF BN A(ER) S2 AWS 21 WS L Et&tLICH
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https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cloudhsm/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/directconnect/details/
https://aws.amazon.com/directoryservice/
https://aws.amazon.com/DynamoDB/
https://aws.amazon.com/importexport/getting-started/
https://aws.amazon.com/elasticbeanstalk/
https://aws.amazon.com/ebs-jobs/
https://aws.amazon.com/ec2/details/
https://aws.amazon.com/ecs/
https://aws.amazon.com/efs/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/elasticmapreduce/details/
https://aws.amazon.com/elasticache/details/
https://aws.amazon.com/glacier/details/
https://aws.amazon.com/iam/getting-started/
https://aws.amazon.com/kms/
https://aws.amazon.com/redshift/getting-started/
https://aws.amazon.com/rds/details/
https://aws.amazon.com/route53/faqs/
https://aws.amazon.com/simpledb/details/
https://aws.amazon.com/ses/
https://aws.amazon.com/sqs/
https://aws.amazon.com/s3/details/
https://aws.amazon.com/storagegateway/details/
https://aws.amazon.com/swf/
https://aws.amazon.com/vpc/details/
https://aws.amazon.com/waf/
https://aws.amazon.com/workdocs/
https://aws.amazon.com/workmail/
https://aws.amazon.com/workspaces/
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AWSISO 9001 2IEE U222 = USLICH
https://do.awsstatic.com/certifications/iso 9001 certification.pdf

AWSE= ISO 9001 2/ S0l THEH =IF § 2 2t FAQE M S&fLICt
https://aws.amazon.com/compliance/iso-Qoo1-fags/

ISO 27001

,HI0Ie diH 2 TS AHIA0 BEE = ISMS(EE 20t 22| AIAE) 0l CHEH ISO 27001

AWS CloudFormation

Amazon CloudFront

AWS CloudTrail

AWS Directory Service

Amazon DynamoDB

AWS Elastic Beanstalk

Amazon Elastic Block Store(EBS)
Amazon Elastic Cloud Compute(EC2)
Amazon EC2 Container Service(ECS)
AWS Direct Connect

Amazon EC2 VM Import/ Export
AWS CloudHSM(GIERI0] 2ot 25
Elastic Load Balancmg( ELB)
Amazon Elastic File System(EFS)
Amazon Elastic MapReduce(EMR)
Amazon ElastiCache

Amazon Glacier

AWS Identity and Access Management(IAM)
AWS Key Management Service(KMS)
Amazon Redshift

Amazon Relational Database Service(RDS)
AWS Route 53

Amazon SimpleDB

Amazon Simple Email Service(SES)
Amazon Simple Queue Service(SQS)
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https://d0.awsstatic.com/certifications/iso_9001_certification.pdf
https://aws.amazon.com/compliance/iso-9001-faqs/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/directoryservice/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/elasticbeanstalk/
https://aws.amazon.com/ebs/
https://aws.amazon.com/ec2/
https://aws.amazon.com/ecs/
https://aws.amazon.com/directconnect/
https://aws.amazon.com/ec2/vm-import/
https://aws.amazon.com/cloudhsm/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/efs/
https://aws.amazon.com/elasticmapreduce/
https://aws.amazon.com/elasticache/
https://aws.amazon.com/glacier/
https://aws.amazon.com/iam/
https://aws.amazon.com/kms/
https://aws.amazon.com/redshift/
https://aws.amazon.com/rds/
https://aws.amazon.com/route53/
https://aws.amazon.com/simpledb/
https://aws.amazon.com/ses/
https://aws.amazon.com/sqs/
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Amazon Simple Storage Service(S3)

Amazon Simple Workflow Service(SWF)

AWS Storage Gateway

Amazon Virtual Private Cloud(VPC)

AWS WAF - & O ZE 20| & S ot

Amazon WorkDocs

Amazon WorkMail

Amazon WorkSpaces
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EH & 2 (AIELI), OLAIOF EHE 2H(ER) S 2 AWS el M S & efLICH

AWSISO 27001 2152 225 == UASLICH
https://do.awsstatic.com/certifications/iso 27001 global certification.pdf

AWS= ISO 27001 IS0 TS =0 E 2 2 FAQE M S&HLICH
https://aws.amazon.com/compliance/iso-27001-fags/

ISO 27017
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Amazon CloudFront

Amazon DynamoDB

Amazon EC2 Container Service(ECS)
Amazon Elastic Block Store(EBS)
Amazon Elastic Compute Cloud(EC2)
Amazon Elastic File System(EFS)
Amazon Elastic MapReduce(EMR)
Amazon ElastiCache

Amazon Glacier

Amazon Redshift

Amazon Relational Database Service(RDS)
Amazon Route 53

Amazon Simple Email Service(SES)
Amazon Simple Queue Service(SQS)

Amazon Simple Storage Service(S3)
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https://aws.amazon.com/s3/
https://aws.amazon.com/swf/
https://aws.amazon.com/storagegateway/
https://aws.amazon.com/vpc/
https://aws.amazon.com/waf/
https://aws.amazon.com/workdocs/
https://aws.amazon.com/workmail/
https://aws.amazon.com/workspaces/
https://d0.awsstatic.com/certifications/iso_27001_global_certification.pdf
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/ecs/
https://aws.amazon.com/ebs/
https://aws.amazon.com/ec2/
https://aws.amazon.com/efs/
https://aws.amazon.com/elasticmapreduce/
https://aws.amazon.com/elasticache/
https://aws.amazon.com/glacier/
https://aws.amazon.com/redshift/
https://aws.amazon.com/rds/
https://aws.amazon.com/route53/
https://aws.amazon.com/ses/
https://aws.amazon.com/sqs/
https://aws.amazon.com/s3/
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Amazon Simple Workflow Service(SWF)

Amazon SimpleDB
Amazon Virtual Private Cloud(VPC)
Amazon WorkDocs

Amazon WorkMail

Amazon WorkSpaces

AWS CloudFormation

AWS CloudHSM

AWS CloudTrail

AWS Direct Connect

AWS Directory Service

AWS Elastic Beanstalk

AWS Identity and Access Management(IAM)
AWS Key Management Service(KMS)
AWS Storage Gateway

AWS WAF(Z O 22| 0| & 8iatE)
Elastic Load Balancing

o VMIIAR2I|/LHELHDI

AWSISO 27017 Q1S = 225 = UASLICH
https://do.awsstatic.com/certifications/iso 27017 certification.pdf

AWS= IS0 27017 21 S0l THe Ot 2 2 FAQE MIE&LICH
https://aws.amazon.com/compliance/iso-27017-faqgs/

ISO 27018

ISO 270182 SR E0A el BEE ESot= Ol = ’é% SrEEES M AN ZZULICHLISO EE 20
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Amazon CloudFront

Amazon DynamoDB
Amazon EC2 Container Service(ECS)
Amazon Elastic Block Store(EBS)

Amazon Elastic Compute Cloud(EC2)
Amarzon Elastic File System(EFS)

Amazon Elastic MapReduce(EMR)
Amazon ElastiCache

Amazon Glacier

Amazon Redshift

Amazon Relational Database Service(RDS)
Amazon Route 53

Amazon Simple Email Service(SES)
Amazon Simple Queue Service(SQS)
Amazon Simple Storage Service(S3)
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https://aws.amazon.com/swf/
https://aws.amazon.com/simpledb/
https://aws.amazon.com/vpc/
https://aws.amazon.com/workdocs/
https://aws.amazon.com/workmail/
https://aws.amazon.com/workspaces/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cloudhsm/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/directconnect/
https://aws.amazon.com/directoryservice/
https://aws.amazon.com/elasticbeanstalk/
https://aws.amazon.com/iam/
https://aws.amazon.com/kms/
https://aws.amazon.com/storagegateway/
https://aws.amazon.com/waf/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/ec2/vm-import/
https://d0.awsstatic.com/certifications/iso_27017_certification.pdf
https://aws.amazon.com/compliance/iso-27017-faqs/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/ecs/
https://aws.amazon.com/ebs/
https://aws.amazon.com/ec2/
https://aws.amazon.com/efs/
https://aws.amazon.com/elasticmapreduce/
https://aws.amazon.com/elasticache/
https://aws.amazon.com/glacier/
https://aws.amazon.com/redshift/
https://aws.amazon.com/rds/
https://aws.amazon.com/route53/
https://aws.amazon.com/ses/
https://aws.amazon.com/sqs/
https://aws.amazon.com/s3/
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Amazon Simple Workflow Service(SWF)

Amazon SimpleDB
Amazon Virtual Private Cloud(VPC)
Amazon WorkDocs

Amazon WorkMail

Amazon WorkSpaces

AWS CloudFormation

AWS CloudHSM

AWS CloudTrail

AWS Direct Connect

AWS Directory Service

AWS Elastic Beanstalk

AWS Identity and Access Management(IAM)
AWS Key Management Service(KMS)
AWS Storage Gateway

AWS WAF(Z O 22| 0| & 8iatE)
Elastic Load Balancing

o VMIIAR2I|/LHELHDI

AWS1SO 27018 1 EE 22 == JUSLICH
https://do.awsstatic.com/certifications/iso 27018 certification.pdf

AWS= IS0 27018 21 S0l st =JF H 2 2 FAQE XM=& LICH.
https://aws.amazon.com/compliance/iso-27018-fags/

ITAR

AWS GovCloud(0|=) 2|82 01= ITAR(OI= =X I HeH #E) &+ NS ULO. Z2H ITAR #&
T D2 222 LECZITAR =2 &0 25D =J|Ig2 25 A OIOIEHO CHEt HAAE O1=
NFRCZ Metotd ol e HIOIE S Sl /XNE 0= SEZ MetE2=M 2 otk E2 ‘Z'I”‘*OJ F=E=S
S MIoH OF & LICH. AWS GovCloud(0I =)= 0I=0l 221822 ?IXlet &H= MZ0otl 10 tiet BAMAE Ol=
HFEQNAWS MACZ HMistol)| 20l H= JIZEHITARO et 225 = A HHIOIHE EO,JHEI EL
ISESS-ES O'QLI Ct. S8 A2 M3At2 ZAF Z 1 AWS GovCloud(0| =)

32
|_O
Olfet A= S = AT N Aot HES MO HAHAE =1 UASS ¢

&=
—
(6]

MPAA

0= ¥ 3t & 3| (Motion Picture Association of America, MPAA)OH/\-I SSE 00N Y 2H=E CtMGHA

HE, Hel & &6t /st 28 AtellE =8 &L Chhttp: //www.fightfilmtheft.org/facility-security-

program.html). O|CI 3 At= ®I& 2010t XHALS] 2HI= E—J olZetol Hot2 Hotoles t'“j*oi Olfst 289

M E EZELICH AWS= MPAA 2 H Atell0fl =2 ASH2H AWS 21 Zet= Y El= 2= MPAA

olZet HAEE N S EELICH MPAAWIA "2IS"S HIS 2X2HOICI SH D22 AWS MPAA 2N E
=

Xl
ArEol KHALS] 218 EIF & AWSS| MPAA Etgl 28 JtE Zete &= AsLIth

05 Q"
m|m r|r0

—_

MNAle HES AWS 78 = MPAA Gl E HOIAIE X0 Al L.
https://aws.amazon.com/compliance/mpaa/
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https://aws.amazon.com/swf/
https://aws.amazon.com/simpledb/
https://aws.amazon.com/vpc/
https://aws.amazon.com/workdocs/
https://aws.amazon.com/workmail/
https://aws.amazon.com/workspaces/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cloudhsm/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/directconnect/
https://aws.amazon.com/directoryservice/
https://aws.amazon.com/elasticbeanstalk/
https://aws.amazon.com/iam/
https://aws.amazon.com/kms/
https://aws.amazon.com/storagegateway/
https://aws.amazon.com/waf/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/ec2/vm-import/
https://d0.awsstatic.com/certifications/iso_27018_certification.pdf
https://aws.amazon.com/compliance/iso-27018-faqs/
http://aws.amazon.com/govcloud-us/
http://en.wikipedia.org/wiki/International_Traffic_in_Arms_Regulations
http://www.fightfilmtheft.org/facility-security-program.html
http://www.fightfilmtheft.org/facility-security-program.html
https://aws.amazon.com/compliance/mpaa/
https://aws.amazon.com/compliance/mpaa/
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MTCS EI0 3 215

The MTCS(Multi-Tier Cloud Security)= ISO 27001/02 ISMS(E & 20t 22| A|IAE) HEZ DI Bt
S 4Ot E PO 22| HE(SPRING SS 584:2013)2LICH 215 HILE ?Iof AWS=E LSS =

<A PIE E FHAFES Jdotd E2 2o g S MAR2=Z Et
AL OB B0t S S HEE = A= ZE B M R IIE EA2 2 2e|E ZHHCZ S &

cZE B MU NIEZHCZ AWSS EE 2ot P AtetS EZ0EE X 22| IZNASE THE

MTCS 512 HIOIXIE XS AIL.
https://aws.amazon.com/compliance/aws-multitiered-cloud-security-standard-certification/

NIST

20153 6& 0ll NIST(National Institute of Standards and Technology)= Xl & 800-171, "Final Guidelines for
Protecting Sensitive Government Information Held by Contractors"E & ii MSLICHL Ol XIF2 8l
Al A 810 A 2] CUI(Controlled Unclassified Information) 2 0l & Z € LI L.

AWS= 0|0] OISt KIAE &40t JUCH, DH2 =AM 22 NIST 800-1712 2 hHE =8 4

U S LICH NIST 800-1712 NIST 800-53 2+ A&l ot &&= #AELICH. AWS= 0101 0l XIE Wl 2 HBHH
FedRAMP Z 2 )1 &0 2 2 ALE 2 ASLICH FedRAMP Moderate 2 0F MO J| &2 800-1712] Chapter 301l
AAE AT QT AISECH 4225610, CUI HI0I B £ 2 S0t= FISMA Moderate Al AEINA QP E = 2420
225t BoF MO S Ch4= L& EHLICH M2 D2 2 NIST Special Publication 800-1710{| A & 018 &
AUSLICHH Ol Xl D2(PDF J1= 37H Ol XS E AIE).

PCIDSS &l 1

AWSE= A EIHE HH(PCD2l TIOIE 22t HE=(DSS) ot cllg 1 XS
Jlz olZet &0lA OHS2IAOIE S Aot 2t EUA &BDP 3= =
KLt 20135 28, PCI 22t HE °4§I IM= PCIDSS 2ct*E ZFE Jt0 I':EP S ZHUSLICL
Jrol=etel2 2t AXIAHHIO0IE &2 22lot= D200 222 =0l A PCI DSS EHI == S AlotI| ol
734 ol OF & A= MISELICH AWSE 2= ?Iolf PCIDSS 22t2= ZFRE JH0I=2tel= AWS PCI # &
= X0 SeAsLICH AWS PCI # & &= W2 X 0l= AWSIH PCIDSS & 3.101l CHoH ¢l 2 1 ABIA
ﬁZO*HIOH HEL= H=0l ol d82 22 HSEUSS LIEHH= AWSPCI # & &= SE(AoC) 1t

[y — = ] — L O O T — AN

SctRE0A AWSSt D280l M MOF & 78 &= MY =S £8ot= AWSPCI 2 292f0| L& E LICH
CtS MBlA= PCIDSS dil2 1 82101 =& LICH

Auto Scaling
AWS CloudFormation

Amazon CloudFront
AWS CloudHSM
AWS CloudTrail
AWS Direct Connect

Amazon DynamoDB
AWS Elastic Beanstalk

amazon
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https://aws.amazon.com/compliance/aws-multitiered-cloud-security-standard-certification/
https://aws.amazon.com/compliance/aws-multitiered-cloud-security-standard-certification/
http://www.nist.gov/itl/csd/20150618_sp800-171.cfm
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171.pdf
https://www.pcisecuritystandards.org/pdfs/PCI_DSS_v2_Cloud_Guidelines.pdf
https://aws.amazon.com/autoscaling/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/cloudhsm/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/directconnect/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/elasticbeanstalk/
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Amazon Elastic Block Store(EBS)

Amazon Elastic Compute Cloud(EC2)
Elastic Load Balancing(ELB)
Amazon Elastic MapReduce(EMR)

Amazon Glacier

AWS Key Management Service(KMS)

AWS Identity and Access Management(IAM)
Amazon Redshift

Amazon Relational Database Service(RDS)
Amazon Route 53

Amazon SimpleDB

Amazon Simple Storage Service(S3)

Amazon Simple Queue Service(SQS)
Amazon Simple Workflow Service SWF
Amazon Virtual Private Cloud(VPC)

Jl2 22l& 21 Z2H(GovCloud E&H) L AWS 22| =&

AWSPCIDSS dll® 1 OIS0l Y ot= =&l AHIA B & 2ld2 O30 L2t UASLILCH
htips://aws.amazon.com/compliance/pci-dss-level-1-fags/

SOC 1/ISAE 3402

Amazon Web Services= SOC 1(Service Organization Controls 1), Type Il 2 DM E 2 & LICH 0l 2D A0l
Cist ZAl= 0l= S Q2SI HAL & 3 (AICPA) AT 801(— SSAE 16) & ISAE 3402(International Standards for
Assurance Engagements No. 3402)01 (tet OlFHELICH Ol & 015 & EDM= 0= &L X Z A 122
ZHPAS P A RAS 2F S = O":E DOt ASLICH SOC1 B0 A 2 Al= AWSS| MO SHE It
HECHH EHENH UL, IR HOIHE ESot==E H2AZHH A= HE MAH IIsS0l 2UELEZ H=6t)
JUlt= B2 Yot USLICH 0] 210 M= SAS 7o(Statement on Auditing Standards No. 70) Type IT 2 At
BIOME HWHIELICH

ChS2 AWS SOC1 MO =

i
A HAE ZXC 2UE

2t SHSE S AII20] 2 MO I 0l CHol

SE 9o %2 [
LSS M POl HHO0| PHEYD XX WH O NYUASES BRANOR BEste AH B2
sl A2 T ugA | Amazon HE MET HHOI HAIO] 2}, +8 X AHED HINHOZ FEEE BX}
= |suduss AN PEsE AN B2 AL,
oy ol BB RIS L2 OI0IE 0 (8 SE HAAS HEFH HBGIE= 0riEl D D
=OS TS GIOIEIOll CHEH HAMIAS CHE DT X W51 22l&S B2lXOR 256t A 2LICH

ANZE I AWS AE LXK 21X A0S GIOIE MelJt QtMGHA B S5l F =6
S g8z E5ote M =YLt

K4

T)2H
W HOIE X2l | o

jon &Y
I
HL
Qe
He
o

3 HIOIE& HIEH O EHé* %EI’“ O“HIAJP et A= AE2 2 MSte 1D, U0l e AIE2 2HS
OISR AS S EelE2 E 2&ot= M =L

HL Mo
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https://aws.amazon.com/ebs/
https://aws.amazon.com/ec2/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/elasticmapreduce/
https://aws.amazon.com/glacier/
https://aws.amazon.com/kms/
https://aws.amazon.com/iam/
https://aws.amazon.com/redshift/
https://aws.amazon.com/rds/
https://aws.amazon.com/route53/
https://aws.amazon.com/simpledb/
https://aws.amazon.com/s3/
https://aws.amazon.com/sqs/
https://aws.amazon.com/swf/
https://aws.amazon.com/vpc/
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
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5 JEITelAA HIBIA/HIEIE L 2d HE E£8)0| VIS, 2S5, HAE, 52 X 2AHASES
HE 2 _
=

CIoIH 224, 15, & & XelE Z8et 2= SAHUAN OO0IH £2H0l RXES &eldE22 E5ots Al
lg =]

S
24 % 554 =2 LICH

RIAIEE Xel ANAE QIABAIN DS, 248 L 2SS SclHe2 2Sote AESEYLICH

SOC1 2 AME MIA ZXUA AFE XA HEHEIS] R ME ZAL S HESEW HESE = UESE
DOt ASLICH AWSS| NS0 AWS MHIA AFE B2 E0] =20l 228 TS K0 CHet AES2 HE

| |
Jtsd2 02800 [et CHELICH et AWSSOC1 2N = ZEHRI8 AIZ L ZALAILZIRE =88 = U=
CtstIT 2B AESE OtLICH HR ZALAI 2RF SEHe FRQAESET X8OS DATUSLICH [HetA
D20 AWS QIZCtE 2 EGIH MF 210 T2 AIAN SHEAl 228 HOIEHE 288t SR HO0IEHE &6t
Melg = UASLILLAWSE 0l SR8t ZAL 20 M2 D24 D=0 AFE S IH2fol)| ?IoH 0leist 2 ES
HEES ZI|H2 ME I LICH

AWS=SOC1 21 E ?o =6 ==€otd JACH, HI| A ZZHMASE HS A AIoH L2 XY LICH SOC1

AWS CloudFormation

AWS CloudHSM

AWS CloudTrail

AWS Direct Connect

Amazon DynamoDB

Amazon EC2 VM Import/Export

Amazon Elastic Beanstalk

Amazon Elastic Block Store(EBS)

Amazon ElastiCache

Amazon Elastic Compute Cloud(EC2)
Amazon ELB(Elastic Load Balancing)
Amazon Elastic MapReduce(EMR)
Amazon Glacier

AWS Identity and Access Management(IAM)
AWS Key Management Service(KMS)
Amazon Redshift

Amazon Relational Database Service(RDS)
Amazon Route 53

Amazon SimpleDB
Amazon Simple Email Service(SES)

Amazon Simple Storage Service(S3)
Amazon Simple Workflow(SWF)

Amazon Simple Queue Service(SQS)
AWS Storage Gateway

Amazon Virtual Private Cloud(VPC)
Amazon WorkSpaces

amazon
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http://aws.amazon.com/cloudformation/
http://aws.amazon.com/cloudhsm/
http://aws.amazon.com/cloudtrail/
http://aws.amazon.com/directconnect/
http://aws.amazon.com/dynamodb/
http://aws.amazon.com/ec2/vm-import/
http://aws.amazon.com/elasticbeanstalk/
http://aws.amazon.com/ebs/
http://aws.amazon.com/elasticache/
http://aws.amazon.com/ec2/
http://aws.amazon.com/elasticloadbalancing/
http://aws.amazon.com/elasticmapreduce/
http://aws.amazon.com/glacier/
http://aws.amazon.com/iam/
http://aws.amazon.com/kms/
http://aws.amazon.com/redshift/
http://aws.amazon.com/rds/
http://aws.amazon.com/route53/
http://aws.amazon.com/simpledb/
http://aws.amazon.com/ses/
http://aws.amazon.com/s3/
http://aws.amazon.com/swf/
http://aws.amazon.com/sqs/
http://aws.amazon.com/storagegateway/
http://aws.amazon.com/vpc/
http://aws.amazon.com/workspaces/
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SOC 2

AWS= SOC 1 2 10 A 20l & Service Organization Controls 2(SOC 2), Type Il 2 DA E LE#ELICH HEE
HOF HOlA SOC 12t RAISHSOC2 ENA = 01=2 S9! 3 H A 8 3(AICPA) EHAE AMEIA 220 #EE
JI=CZ AEE YIS SAG= S EDMALICHE 0lHE FAN=E 20 Jt2d, el 224,044 ¢
AWS? 22 MHIA ZRN H228 £ A= Mo HE BSet 23 =2 Aldll #H €201 o0 USLICH
AWS SOC 2= AICPAS| A 2| MHIA JE J|E0 #EE Bt L IIE2YH |2 J|E0 2&ot= M JIs2 &
L 2SS4 EIIQLICL Ol BEOA= 0l HoE =2 A2l H EES J|BICZ2 AWS 20 2 It 40

FIHEQ EHES MB6tH O Lot D2 HI0IH 230l CHet AWS2 k55 20 SLILCH SOC2 21U A
HRAM=SOC1 ELM2 Lt MBIAD ZSELICH P12 SMEQ AHIAN CHEtSOC1 &S
Loty A2,

SOC 3

AWS= SOC 3(Service Organization Controls 3) 2 DA E 2 HEESLICEH SOC3 E0A=AWSSOC2 E 10 M2
S QUA=LLICL Ol EDAU= MO 20 e 212 2FAF J12t2] 2/ A(SOC 2 2 DMl Z&tE AICPA £ 0t
AEREJIE), M SO0l 268t AWS 2E &S =&, el JAWS elEet 2 MUHIA R B2 =55 o
USLICHAWSSOC3 E0M= SXHEC MHIAE XI&dt= &AAHS 2= AWS UI0IH dIEHE Z& & LI
OlX2 AWSIESOC2 B0 A2 KF I Q0 2AF ALK BEHES 2UASS DHUH L Sot= st
SHLYLICH SOC3 E210A HRAW=SOC1 0N =28 MEIADF ZeELICH 212 SMEQI AUl A0 CHst
SOC1&EHE FXLOIAAL2.AWSSOC3 EIINE ELGHYAIL.

4B TR IS Y AWS
Ol AN M= S0l AWSS 2AE B0l 2etRE 2 FE 8 & 222 USLICH Olefsh 2etE ol 7 E
T 22 SR ZRE SHENM BIY 2EH ZR0U &30l & £ UA2H AWS DKo HEE 22|
CEs N3 = ASLICH
Ref | 22IRC 2 EE A2 AWS 358
1 HEE ARA. BetRE AWSO| BHZ S D=1 23l AWSE Y D22 228 248 R4S
HHIZ QI 2}ofl CH &t MOELICH DX0l HEE L S0 CHet AESS Lol JIEH 2E
HEES A7 K= HEEZ A 70D MHELICH AWS= 11280] AWSIH HlSote HAEE L
SRLIDE? Jeist HEZE0| L0IL @UECZ HSoleXl M 2 OlolE &= UAE=
S| ?Ioh, RtAlg Scl & 2ot & 813 AEE & OtLI2t EC2, S3 & VPCU
CHoll HolE HAEEST L &6t= SOC1Type Il E M E L3 HLICL
OlHSH AEES HREEZY DX QPE SFMNdte =2 +F2
Sd4do=z HOELICHL AWS2 H| Y SA HAS MBS AWS D22
SOC1Typell 2 0ANC AtE22 RFE == UASLIC
2 IT ZAL 22tRE =X SB HEE AU JU= UHE22A HS L HAES0 s Al 2242
2ZAIE 8ol e HALICH AWSOHIM Bolgt =2|&8 Y S| HEE2| H2/J1S0C1
PAALID? Type II 2 DM (SSAE 16)0l 2AM 3 U2, ZAIY #E =4 0|
ZEE NS M 0l EOME Ol8E = UASLICH AWS ISO 270011 J| EF
OISE AN BEN 018 &= USLICH

amazon
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http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/AICPASOC3Report.aspx
https://cert.webtrust.org/pdfs/Trust_Services_PC_latest.pdf
https://cert.webtrust.org/pdfs/Trust_Services_PC_latest.pdf
https://d0.awsstatic.com/whitepapers/compliance/soc3_amazon_web_services.pdf
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Ref | 22IRC 2 RS M2 AWS E &

3 AHIol-252] AF =4 IJ_L”OI AWS Z22I2C 0 HR EE AQ6H 2 MO ZALKIDE
2etc 22X A0 AFHIO1-=2 £ 2/(SOX) 2212 B0 s S ots U2 AWS Al AEIS Tjotst
EF=Ol AIAEQ| HHZE #ﬂguu DMO| ZAXIIL SOX HE IIsHS S HO 2 THEHH O
22 80X AES oL SILICH (HE29 =2 & M A M= D2H0| 22|62 2, D2H2 MO
FEHE S QASUN? SE0| 2H EES EZS=X DY S A= NB ES THS AFD

QUSLICH SOX ZAHKIIL GHE AWS 22| HEZES QF & A2 AWSIH
2ot HEZSS XHMISI A ZHot= AWSSOC 1 Type Il BN S & X8t
2 QUSLICH

4 HIPAA 7 & =2, 22t E | HIPAA 2210 2%/ 0{ AWS 11240| 0|2 Z2IELICH AWS 2 ES
LI SZEN UHEE B2 | S5 HIPAAQL 22 MY 2B 0SS QHS EZ5l= 22 HS HEE £
HIPAA 7 =4 A UASLICH DM AWS MHIAZ 0|26 B X H2L JI=2E2 B56t= O
E=s 2 USSR LS AFEN SUSIAHL ABU =2 B0 2 QK& & USLICH

DS AWSOl A HIPPA9| OO 0l HNE 85 RAES =45 AY
22l oHZ2lAH oA =0l RLSLICH AWSE 2 AHO| E 0l A HIPAA A X

=0l CHet WA S i%‘ﬁH Ol =HI0l CHet =0t EZ S MIS&LICH

c HE 22 GLBA 242 AWS 11280] 22| & LICH AWS= D0 Al
$ | UOIHE E=06t1, #etsS 22lotHH, AWS 2/ Z2t0ll GLBA &=

GLBA%”S T RUS HScIANoIEE =L = U= =S NSELICL DX Sl A 2o+
SZE = UsLIP HEE0| QJ.P‘*OE A ssthhes %g 250l 228 3L AWSSOC1
Type I EOMUA 2 LHES &8 = JASLICH
6 A A8 &= 2R Ol JI20ll= 2002E FISMA(H & 2 20t 22| |),

SeA B0 HEE 32 FedRAMPsm(OE‘ 9 S L oS 2el T2 ™), FIPS(H 2 B2 XMl HE&=
Ol= &2 J|20] 22t & = M140-25, ITAR(= M RI| Hef #&8) S e #E &= H=0|
el B2 25 82 jGEﬂE'*o"‘LlEP HE Jtset 880 SAlE 20 TGt JIEtEE €
=g = ASLIIP 78 &8 = /JSLICL

7 GIOIE /IXI. DX HOIEHE |AWS D22 HIOIE S A I RIXIE S2I& 2|HS NAEE 4= USLICH
HCIOol &A=& LIt QOB &S = eld 2HAH WOlA S3 HI0IE 2¢XIol CHSt GIOIE
SHMItOI2HXIXICHCIE 2l ™0l U= CHE UIOIH dEH 2HAHM =
SHEX LSLICHAWS D22 HOIEQ ABHIAXE Sl E elES
NEE 4= ASLICLAWSE BHE L= HEI |22 ES =400k P
ZIt Ot Ol &, SXI 10| D2H0| deist 2|MUA D242 BHIXE
fIIX LSLICL Ol 2M2 &8 Y C’.jIH Ol= SR XILIOF=ESR), 0=
/dT(QEﬂ-'-) 0= AE(&Z2IZLI0F E8), AWS GovCloud(0| =2, @24l2),
EU(ZSIEEE), EU(O e =), OFAIOF EHE (A DI E), OF /\|Of
EHZE (=), 0 AIO & (A EL]), S=(HI0IE),

LOMRIPHATIER) S 11JH 2170l JASLICH
8 | @ 7171 A (E-Discovery). | AWSE Q1 ZalE 2512, UHe 28 A, HEAT 78, BXE
2212C B2 X0t OHZ2IHOIMS Tatst 19O BE 78 QA S BelstLiCh DA
MUSHHAI ZT L 92 | AWSE AR BREDIL HAGE B SHO A, 45, Hal, 24 2
E01 18l DMl @08 | MES RS A5 BX0| = HoPH (IS Helol ASLIC. 28 A
E=ELIR AWSE A3 BXH0IA AWSS| 20| 28t DD BAE 4 ASLIC

amazon
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Ref AWS 38
9 oI dIH =& OtElLICH. AWS TIOIE dIE UM = CHYst n2HE SAEEHD| 20
DX IOl M 222 ol E6tAXl EJ%LI Ch. 23 Ch4=2 02401 EFAL
IOIEH dIHE & HIOIEO S22 28 2240t JUJ| 2L LICH 0le4g D242
U= FIEELIN? LPE SEOH| Ao SEE0ID C%‘at U= 2 ALXEIE SOC 1 Type 1T
BONS LEZ AN 52 S AUt 2Y2 ASELICHL el
AMEE =0l Mgkt 2SS Sofl DUES HHEE HESES SUE S HO
HEOZ Hiet2 = USLICH AWSSH Bl S| H 2 X2 AWS
DAH2S0C1Type I EOML Ar22 QB E == UASLICH IOIH HE 2
Scl& 2ot0fl THSt JHE EIt= 1SO 27001 2 Al PCI & Ot ITAR 2 AF 2
FedRAMPsm HIAE T )& L& USLICH
10 | EFAF HAIA. HIgKHE AWSE WS MJALXetE HIOIH MEfO CHE HAAS S0
2 BHLICH AWS Al A Z2H 0| (et oHY AWS OI01E SlE 22l Xkt
HIE Ol 4 Al Aoz 0I5t R E Mot e M3kl= AWS HIOIH ME 0 &2&
= SLICL 228 20t 28E EZ SH =, ol dy 2 H &
SO0 2 OIE 28 SH =0l CHEE XHAISH LHo:SOC1TypeII DANE
HFAGHYAIL.
11 HEt U= HY. Aot U= BHEZE HAEZS0l AIAE L OIOIE 0l CHEF HAIAE MEHGHD AIAE £ =
A0l 2LHE & GIOIEA Ol CHEF HAMIAE NISHY 2UIEHESLICH E£8F D28 HI0IH 2k A
MO = Lat? OIABEADII DIBREOZ CHE DX =282 2 A& LICH AWS SOC 1,
ISO 27001, PCI, ITAR % FedRAMPsm 2f At & S& & Ol 2 A
A2 2H e ALS X HBAIA HHE BELSLICH
12 | 2L HAA 2URE AWS= EXFS W2X HMA 2SS oliZot=e EHSOC1HEES
=r=\ P LN E = g= HSGtH, 0l 2M0 ZE& SHAS L A8 &+ T2 030 LHEX
OHZ iAol &0fl CHEH HMAS HZELICHL 2= S L M3kt SE2 =cl & N A} 2t st
SHRAESHUHR AN U ANENAEES HIIELICH T8t FI|XQ 28 HILE Sl
fIES HZ LI LIS HMAIFHEN MO L L2LIHYEE D A=K ESHCZ
AESLICL
13 IS

AWS &8 2 JtatetE O
ZIZHNA,PCIZHEE, 2

—/ —/ aET —

JIEt 2ot HEES PHYUSLICH AWS AIAEIE 20| JHA St
ATEOE St EHELSZ AN 22X E2 Sl S AE
0

CE= Ol AEI A OH H|A5+: A2 e = JAE=E HHEASLICH

O 81X = =& & 2! PCI QSA(Qualified Security Assessor) Ol HS=S

A2 MH 2015Lq 420 EHE= PCIDSSH A 312 2= 2+ At =
Eaote A2 HOEJASLICH

AWSE CHU HIUAl S8 S HZ2SHLICH M2 QIABI A= SH DU A
HH & = 5l =R/ S A 8 6t= Amazon Virtual Private Cloud(Amazon VPC)
LHOlA Al &Sl = Amazon EC2 QI AEAQILICH M2 AABHAZS S0l
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