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Ie)E H&Eot=E Z2,CHD It 7 Atgt 3.4.1 = &0t ™ =}
Ol AtEI2 AWS 0l DR0HA LXOH AN L HEH S ol HSE

NOTE: ZEEC2 Q/AEA 250/ 2585 EBS E52 J/Fol=E X2 0L LICL
EBS &S5l E & X otL/ Al L.

Amazon S3

Amazon S3 = ¢t= IO AE2| X MBIALLICEH O] MHl A= AES-256 = AFE6H0T
MEE HHE LSIE = UM, M JHX 3| 22l HIzALIS2 X2 ELIC
(MH = 233 & X).

e AmazonS3 &c|& I

(1]l

AtE st
le ©

At & &S 3}H(SSE-S3)
HOf

S3 B 3! (Management Console 9H0ll A)2| 2H Xil Ol CHOH SSE-S3 E & A 316t3 S3 =
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FLICH KEAISH LHE 2 Amazon 2l KMS 2SS M2 E2 EME

ol

AWSKMS Oll= T2 e BtAl S 2 EIAI KIS RIstAPI 2 A E ASLITH

KMS = D24 OFAE I[(CMK)E 9| 2S5} I(KEK)Z AF=20otD, e I|= HI0IE &S 3

IZ AISELICEL I SSSE & 36HH 8 I E WA ELICH

I WHE SH36HH OHE A cMK 2F 2ted BH S J|(HBK)E MASLICH OIZAH MZ

dHE IS H2Z HH AE0H0, JIES CMK/HBK = 2 S 2H0i 2 2 &S LICH E8t
A AotE J|2 X EE = ASLICH

ANMEX ==E2Z M CMK/HBK £ MAstD &l &

NOTE: CMK/HBK E H/EE& 31650 [H 0/ & AP EE = A/ 8L S IH HIE & 3HE T/ 0
O|ZTol=E FZEEBS EE0/ H=Z ZSEILILE 1 ESE O/ AEAMWA
228 FRIIZE LIA EESFH0F T EEES CIA ANEE + UASLICH

CloudTrail 2 2= AWSKMS A (9| M4, HIOIEH 233 9] WA S)S AF=Z2XHF XA EHs3
H 3 0l /U= CloudTrail 2 2 I 0l 2| S &HLICH.
Amazon RDS

Amazon RDS = &S 3t AECIAl 2/0& & JHXl CIOIEHHIOIA 2S3t 2SS X2 LICH
ot sHL =]

RDS = Amazon KMS 22| I|E 0l Edll JI2 AECIXE LSSHELICLOIEA A HEE
HIOIEHE 2 =& LICH RDS &= & Microsoft SQL & Oracle 21 AE A0 CHOH Transparent
Data Encryption(TDE)S X| & & LI C}.

IAM H 2 RDS QIAE AN BHAS = U= AMED FHE = A= HBS MAZLICH
JHLERDS QIAE A HIOIEHHIOIAE HR2 AXEFC SEHZE HAHLISS 0IE0HH
IOIE HAIAE 22| & LICH RDS 2| CDE CIOIEAHIOIA0IA PCl 2t HIE L &S HMS

& ol OF & LICH.
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ZHFEIX] 20072016 116 E30 & 0|20 HOt HEEZ ALSH + Y& L/C}"

2or18 L UHERIAACL

SO DENUHERAIACLS2 HERIDA ZEE JIBIOCZ QMBI X2 TZEZS AME2SE

XHEHE = ASLICH

D2 IHOIEFOl, JHA Z2t0]8 HIOIERIOl & veN H &

DX AHOIEROl, Jtal X208 HIOIEROl X VPN HZ 2 AIS3HH AWSVPC 2 H&E G &=

USSE VPNEHE S 88 = USLICH AWS = LIS ABHNOI VPN S2EE S

K25t (VPCFAQ & X), LBHEQI HIAE M U & X KEHLICH Y XIots

ANELOEE IHSH £ AE=EAWS A VPN E RO sz MAELICLVWNEHZES

MAHSHS(VPCHAIEES VPN HE AlM) DHAICSIQIES AAol= 0 2 Rs 24

IS URIES = ASLIL AMNSE LS UHS 24 T AM &o1s £

USLICHSHAL/AES 128). 82 MR HE2 = 0lc 4.3.45 H RS HXOIMAIL

AWS Direct Connect

Direct Connect = MPLS @ Ot&JHAIE D20 SHEA D AWS 2t2] M E I HAZ 2 HIsSLITH

Direct Connect At Hl= &S &= HAZ0| 0ILIBZ 322 el 88 B E & 01610

SHLICH 80l et 7 A8t 4.1 S =4061)| foll FIOHAHES0| 2ERE £ UASLIC
AWS 22t E0 M PC 8 EFE ot 7|8 9135 14
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35. LPRAE S RBEANAES T EVUANHZEEH BESo1D
HIHOZ HIOIHA A ATEQH E=EZ2)H
AHOIE

AWS = EC2 QIAE AN CHEH BIO|H A BHAl S E HIZ6HA XSLICH DHE pCl 2F
AEEs Ol B2 HE 2= AAEHAY S, =2
iHOIOl O|¢L|E|_

AWS Marketplace HI A =2 HI0|2fA Al E2THS AMEE &= USLICH

3.6. R Ate6: E0FHAIAE &

5
=
I«
u
Y

AWS = EC2 QI A E A EH8 Fod L IX 22 E MB6HK ZSLICH AMI =
IIHOZ HUOIEZXICH AIEE ] &la SO AAHA=E SAES 20|
Zt2lolOF ELICH U E %CH,Amazon Linux AMI Ofl CHSt HOI0OIE =S= 2 AWS Linux £ 9F

HIEHE HFIoAAIL.

AWS Marketplace BlAl 27 At2t 6.1 X 6.2 E &=0ot= Ul =50 &= HS4d L X 22
za242 M,c_a%p A Ol 2|

=T U= T A=

SHH, B ATERIH NP AME63) L HE HEZ(RF AME6.4)0 iStPCcl 2+
A E AT J‘E—IEI ol= AWS AMH| A= 81 &LICH 6.4). CodeDeploy £ CodeCommit = PCI
QPANEN EE A2 A XCH AN AA E 22| L HIZN O|2E £ UASLICH
o UHERKA =23t D *(—rl O| QLIEMELIWANEH)ZIZ2GEE SHN N SHS
zolg = JASLLCHR

NOTE: AWS Config =AWS J}A| S 2/ AA H1E ALEH S T/ F 6 A8 EC2 O/ A EIA
LIS OHEC/H O/ HZ AEE T/ =F oA FSLILCH
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AWS WAF 2} Amazon CloudFront

AWS WAF(& O 22|01 & 23t E)= Pl DSS 2SS 0t& A= Jl= £F 8 22 PCIDSS
LA AE 6.6 2 SEELICH WAF A A= 2H = 8E Jt53HE 2ol Amazon
CloudFront £ 0| &0t= HEE & ALO |§§ gt BACZLEH BES6IEE NHELICH

NOTE: Amazon CloudFront At/ = 2 & 2.2 S/ PCl &5 AWS A1HIA EF 0 2L AWS
WAF = CloudFront t=%3tE & OS2/ HH/ 0/ 455 2S5 /L

LAAME 66 2WAF L= HS2IHOIE BEOHHIAEZ SFE &= USLICH Anitian 2
StA DE WAFBHIE Al & OHE2IAHOI AL 2efdl FAHS 25 A5 i Zotes
BIstOo 2 =H|olC=E & HE2IAHOIE BECHHAES &) £sHe 1S AEEHLICH

IIO

AN 7:BFd & 2L U= AAS AR IH= XA
CIOIEA Ol HAIAS = U= Mgt
CHS AWS T4 @42 PCI 9 AAIA K0T @7 AFES XRsHs Ol £801 2 4 ASLICH

e AWS Identity and Access Management(IAM)
o AWSClEEH I MUIA
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Z= Q= Microsoft
&l Simple AD £

Directory Service = Simple AD 2t 1) 22 &=
Active Directory(AD) S &t C|2lE{2| MHIA LI
HH L SHH LE 2 Z 1 0] A Microsoft AD 2! I 2} 0]
CleiE el MHIA = AWS 2l A A CHet 4 Al
AMNAE I OHECIH O AT 2t & == UASLICH

Windows Server L 0fl &£ & &l Microsoft Active Directory Administration &7 2t 22 EFA}
T E AFE36H0 AWS Directory Service S 2t2|oll OF & LICH XIAISH LHE 2 221X D0l &
CleiE el 22| E E Lot AIL.
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I 3o m 2

W e &2 m
o
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=

Microsoft AD S &t

NOTE: Simple AD [/ &/ £/ 2/ = Microsoft Active Directory & A1 H/ 2 OIE{ O] A &
A& otX Z&LICH

JIEt & & 0 A E
ZlA et S&tol EHE HdEHZ 2= AISA SN AS0| JISEHU=RX &olots
A2 0240 MMALIC

AWS 2R EOM PCl 8 EE ?I9H 7| 9I2= 16
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9__rlj\|.éol-8 |AE—II __I_l/\ﬂ OJ\O.” Hé OI-I}\-”ﬁ/\II:I:i Ql O|=

-/ =X Lo
Ct2 Aws AblA=PCl 2l HE 22l 27 At S XI&6t= 0 &0 2 &= ASLITH
o |AM
e Directory Service
IAM
IAM 2 2= 2] A0l CHE HE H3(R+ Ate 8.1.6), 4 &3 JI2HR T AL
8.17), = ME A2t ZIHR T ALEF 8.1.8) S A XQl AL E M2Udt) R+ Atel 8 O
(et s 8= XJELICHIAM 22 0|2 S5otHAH P 1 H 2 22 XA &Y
MS3XE 02360 01248 @7 AtSt & = Directory Service & & &0l OF & LICH.
NOTE: IAM SEC2 QIAE AL OWEC/F 0/ 9/Z 0] OFE, AWS 2/ A 0)f L &
B0/ L LA 20 BF A EEILI L.

Directory Service
Simple AD = Microsoft AD Jt AIE0t= 2 25 & HE M 4F2 XNAA0tH, 27 Arg
8 = 2ol NASLICHOIEHC M FX).
JIEtHEEF Y DA ALE
EC2 QI ABIAOIA ABE = CI2ER AHIAC B2, 27 AE 8 0l 2t 2E &5 F=
THEUEK &OI5HE A DM MQLICH,

3.9. 7 A& 9: ItE AXIAGIOIE Ol CHet =2l & 82 ket
AWS 2| AOC = 2+ AL 9 Ofl CH St Aws 2] Sl & 2 ot= XtAIol CHELICH AwS Ol A
HdH PCl&2E=S SAEGH= 80l R+ A2 ol 2= LICH
AWS 2] AOC = AWS 2/ 20 S AE &= 2 W XHatS M2l LI Ct
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DEUAAFEH Y BLIHY

—_— T T =<

CtS AWS AHIAE=PCl 2l 27 22| 27 AME S XIJot= O =801 2 = ASLICH

e AWS CloudTrail
e S3

CloudTrail
AWS CloudTrail MHI A= AWS HE LHE2| elaA HHAE FAGHD DLIEE 6= O
20| 2 %= USLICL CloudTrail WA X E=JI2 24 4= 8 H, 28 &
E’:P:!LIE (27 AFEf 10.5~10.7).
SIS DFE(H 2] 02 =416t
243Gt S (R T ALE 10.2) E0OIGt =
CloudTrail Event Record Body &= 2+ At& 10.3 2| &
HES20|HE EX Y DEE FXOIAAIL.
S3
CloudTrail HIOIEH Ofl CHEH &= E M2
S HISHOI X8 AFS XOF 2t ™G] 24

0
J
O g

A8 25 N2 KAl

ol PHE0 USLICLII=RNo2
SBLCHAZ FI| 24 &),

Iy

JI2t

ro

NOTE: LA At810.7 2 H/EEOEOE FolE B OZ 53 2 £/
A ZAMNEN ZZT/2IE90 & EFo/ 0 LoHE HIOIHE &/
=52 5 O/é* &' X&) Amazon Glacier A E2/ 1] A HIAZ TtS 22E
= sl

LBt CloudTrail 215 M&Eot= S3HI0A HAIA HOE &-otolfOF &LICH OI10=
H2 MI| RN AE CloudTrail 2 MIStot) H2! D] HAIAE et A= AEXRZ
Migtot= &0l Z& & LIC

JIEt&e 2 Ned ALE

Amazon 2| CloudTrail 2 220l L8t PCl 27 At = OlHot= D2 24 A8l A LICH
CloudTrail 2 AWS 2| A A HAI AN CHEH 2PAF 24 2 MIS GHAICH AFZ XEIFAWS O A
ASHSHOHZ2IHO0IE S O|HES 22 J| =26t X| L& LICH AWS Marketplace 0l =
OHEcIAHOIE 21 22| E T 2= Amazon 0141 0101 XI(AMI) It Splunk, HP(ArcSight), Alert
Logic 22 2/ AtHIM (IS S AIE O ASLICH

HotME L O|HE 22|(SIEM) MIES 010] AF2 E0/2tH, CloudTrail 2 D MEC2 21
Z0ILF D3 0|HE AT A2 AISSt= API E X ELICH XEAIS LHE 2 SIEM
S= X0l 225t Al 2.

NTP(Network Time Protocol) )t 2 7 Ate} 10.4 E =0t =S EC2 A AEHAE P2 H0l OF
LI Ch.
AWS 2EIRENM PC 78 EFE fI2H 7|2 9 3= 18
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3.11. L2 A& 11: B I MO 2 BOot A| A L T2 HAE
AWS 2] AOCOIM 28 2 HAIA XIES 2XE XtAlol CHELICH2 7 AFE 11.1).
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B YUI(LP AIE11.4) E= I HA 2 X(2F AFE 11.5)8 HIZ26HX Z2SLICH
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USLICH Anitian 2 HIER QA A E HAEES M206tH & 0HE2HOIE BECHHIAES
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AWS & E A EZ B X514 A L.
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3.13. RE AL 2R SAEH 22 A= IE AKX A OHOIH &3 =
2 3S0ol0fF &
EQQQOAEIAS AR2 D2 SAES 2ot A2 AEXE DM cHDE BE S
MO0 ASLICH QP AIEHAL Z2 =45 T2 CDE 2 2HI2 N X2t515t 0 221640k
SHLICH Ch2 MBIA S 0l &0l £ 20| € 4= UASLICH
o @A AE1-VPC, EOHOE
o 2T A&7 L 8-1AM & Directory Service

3.14. 2= A.2:SSL/ZAD| TLS E AtE0ot= HHEIE <& PCIDSS =t
QT A

£EA2E EE0| XAot= AWS 28 A= ASLICLTLS E AHE0otE 2 AWS
MHBIA=TISHE 1.2 E XI&&LICH

3.15. 25 A3: A& A EEl It & S(DESV: Designated Entities
Supplemental Validation)

LR XNUAMIE BHE L= FHSTNIHAHEIE XNE HHEIZ K7L = A2H, 010
[tk PCIDSS 3.2 RS A3 2 FIH K Atet= S=ol OF & LICH
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NOTE: N/ & YEEITI EE 2XE X2 TEHA0/EE IIE BAHE S 2 FSXI0/E
9| Patot X ACIE HELX FLICH
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o AWS Config = AWS 724 R42 HES AE6I0 AWS S AE CDEUHIERT 52
MZ3el Has 6 RE orete = JASLICH

o S3= MEE MMM E2 Y L HE= HAAE XIRAGHH CHD ZM ===
K& &LICF

e CloudTrail Jt Cloudwatch & EJt HIUt # & &= HE0H &= == &F He E
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=02t AWS MHlA= AWS 2] JHIA S2 AHAOC 2 2 M 3

3.15.4.DE4 ItE AKX AHGIOIE &H0 et =2l & HAHA MO & 2t
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AWS A H| A
Ol OOl CHEtPCI32 2P AIEE =42 X

o
ol
rlr
a0
H
oo
=)

e IAM 2.2.4,3.4,3.5,3.5.22-3,3.6,3.6.1-5, 3.6.7,6.4.1-2,7.1,7.1.1-3, 7.2,
o KMS 7.2.1-3,8.1,81.1-2,8.2,8.2.1,8.2.3-6, 8.3, 8.3.1, A.1.2

e S3 3.1,3.4,10.5, 10.5.1-5, 10.7

e CloudTrail 10.1, 10.2, 10.2.2-7,10.3, 10.3.1-6, 10.5, 10.5.1-5, 10.7, A.1.3
e CloudWatch

o EC2 1.1,1.1.4,1.2,1.2.1,1.3,1.3.1-7,2.1,4.1, 6.4.1

o BOHT)E

o AMI

e EBS

e RDS 34

o« A 2.4,11.5

e VPC 1.2,1.2.1,1.3,1.3.1-4,1.3.6-7

41.41. IAM_1S MAHd 2 AHsHSCh

BAT, b B 0fl

BN
AWS OlAl= 87 JIZ28i0l == 2= HE U FSE FANEZ F

NAE =A0 FItE s 2elg = UA=XE 2L
o

ﬁ AWS ~ Services ~

Enter User Names:
1. |PCI-Admin

2. [PCl-Used
3
4

5

[v] Generate an access key for each user
Users need access keys to make secure REST or Query protocol 1

For users who need access fo the AWS Management Console, cre

TE3-MET MY

AWS SR E0| A PCl 7
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4.1.4.2. AECIX 2S3I| ME

o 0z

KMS E 0l Edll OIOIH AECXl ?XE Ssate JIE HASLICHL Ol OFIEIMUHA=
It= AKX XHGIOIEH(CHD) I (2 &b = IOl HI Ol A& T A A CHolf = A StLk2l 310t

AT OOF & LICH

Nl AWS v Services v

US East (N Create Alias and Description

Define an alias and a description for this key. Properties of this key can be modified and the key d
Step 1: Create Alias and Description

Alias (required) [key-name X ]

Maximum 32 characters. Use alphanumeric and *_- characters

Description Meaningful description
J& 4 -kms 7&
AWS Ol A= 223t J| 2l detlt 223 I AHE dets 2 2EE == JAL2H, 0
dHOZ x4 Aets HatE = AsLICH

NOTE: AWS Q/AE A G1ZE SET) O EEZKMS 7/ AFE6I0 &5 5l E
F OCH NS OIAE AN L= 2L FAHWNA AT S SSFE
EgolH 2018 £ YUSLICLPCl 27 AFS3.4.1 0 1) SfastEl
CIAZ0 QE GIOIEHS YA 22/ = 2 42 22/ 54 &2
g2/ &0/ 0tE LI

i

SHAMA L PALLT AP AL 3.6.4)0 IE2H HO0IEH ESE fAs 253t I
I B2 HZEOHOF &LICH Ol otH &=4E I|2] AFE J12t0] MIst&E LICH
J|E M A St = |dentity and Access Management AWS Al H| A 2| [Encryption Keys] &1 & Ol A
Ol S URL 2 2= & LICH. [Key Rotation] & &2 W E45H I 0fl CHoll LIZ & =4 2HOl
USLICH Ol @3S AIE0HH 7 A& 3.6.4 0fl bet AIEE LS3HJ12F LHAl 91 AHE
Asste = JASLICH

+ Key Rotation

| Rotate this key every year after its creation date. Learn More

78/5-3 i &

0%
0%

4143. KB4
Ol OZIEXOl= B2 MES Ul JHIOF ERELICH

o B AHEDMZABEY
o ZIEIAZ UL AHBY
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o OHZSZIA0I &t CIOIEA KOl A& Al A =
o Olelgt R AMEH 2 ItE EH90| Eel0F 4SS HHONA RS S=2 €82
UASLICH

Create Subnet

Use the CIDR format to specify your subnet’s IP address block (e.g., 10.0.0.0/24). Note that block sizes
must be between a /18 netmask and /28 netmask. Also, note that a subnet can be the same size as
your VPC,

pci-arch-14intemal 1
vpc-14¢c49071 (10.201.0.0/16) | PCl Arch 1

Name tag

vee v

Availability Zone No Preference Z'

CIDR block /=08 b
us-east-1c
us-east-1d
us-east-le

T86-HEY P
J| & VPC EC2 Classic
ANESIH MEulE 2 EHLICE

=

ZS0IM vPC AMEIA 2te] HIOIXIE

AWS ~

VPC Dashboard Delete Subnet  Modify Auto-Assign Public IP
‘
Filter by VPC
Vpc-25a21e40 (192. [V Q t X
Virtual Private Cloud Name ~  SubnetiD State VPC CIDR
Your VPCs PCI_Arch1_App_Subnet subnet-d30bala4 available vpc-25a21e40 (192.168.0.0/16. 192.168.2.0/24
Subnets PCI_Arch1_DB_Subnet subnet-710aa106 available vpc-25a21e40 (192.168.0.0/16. 192.168.3.0124
@ PCl_Arch1_Web_Subnet subnet-0300a074 available vpc-25a21e40 (192.168.0.0/16 192.168.1.0124

Route Tables
<

subnet-030ba074 (192.168.1.0/24) | PCI_Arch1_Web_Subnet

Intemet Gateways

DHCP Options Sets

Securnity Groups

Elastic IPs Summary Route Table Network ACL Tags
Endpoints subnet-030ba074 | 3
Subnet ID: PCI_Arch1_Web_Subnet Availability Zone: us-west-23

Peering Connections

CIDR: 192.168.1.0/24 Route table: rtb-eaa1258f
g State: available Network ACL: acl-90ba03f5

ecurty SR - /16)

vpe: P¢ 2_‘321e40 (192.168.0.0/16) Default subnet: no

Network ACLs | PCI_Arch1_VPC
Available IPs: 251 Auto-assign Public IP: no

TE7- ME2 AHE L A YT} Q= VPC A HIA 2] B 0/ X

AWS 22 EH M PCl 77

=S Pt 7le /A3s
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[ T | AWS ~ Services ~
VPC Dashboard % (GCEIELGTERETIEE  Delete Route Table
4
Filter by VPC
o oo Q X

Name ~ Route Table ID Explicitly Associal~ Main
PCIDMZ nb-3330acsf 1 Subnet No

Your VPCs @ PClinternal nb-eaa1258f 0 Subnets Yes

Subnets
rth-eaa1258f | PCI Internal

Route Tables

Summary Routes Subnet Associations Route Propagation

Destination Target Status Propagated

Interet Gateways
DHCP Options Sets
Elastic IPs
Endpoints

192.168.0.0/16 local Active No
Peering Connections

Network ACLs

VPC

vpe-25321e40 (192.168.0.0/16

vpc-25a21e40 (192.168.0.0/16

Tags

J88- LR F=Z

DMz & 22| MESI0IE QTEI S HIOIERIOI0 CHE B2 It U0 OF
Ol NEUIS IABABME QIHIZE L= Ol BIE2E 2IH

USLILCH

Set As Main Table

VPC Dashboard * [(CETERITERETIEE  Delete Route Table
4

Filter by VPC
vpc-25a21e40 (1 [v Q X
Name ~ RouteTablelD - Explicitly Associal- Main
@ PCIDMZ fb-3a30acst 0 Subnets No
Your VPCs PClinternal fb-23a1258f 0 Subnets Yes
Subnets
| Route Tables rth-3a30ac5f | PCI DMZ
Intemet Gateways Summary Routes Subnet Associations Route Propagation
DHCP Options Sets m
Elastic IPs
) Destination Target Status  Propagated
Endpoints
192.168.0.0M6 local Active Mo

Peering Connections

0.0.0.0/0 Mo

Metwork ACLs

VPC

vpc-25a21e40 (192.168.0.016
vpe-25a21e40 (192.168.0.016

Tags

7&/9-DMz S HIOIE5/0] & £

BOotIE2 QIHIRE 23t 20| HSELICH 0l Js2 =4l AEA HER A
HHAE AN HOE AA IPEZES L TCP L= UDP ZEZ MISHEHLICH

AWS 2R EOM pa#E £ ?let 7l /A3S
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VPC Dashboard * Delete Security Group
4

Filter by VPC

vpc-25a21e40 (1 [w Filter Al security groups ~ Q X

at Name tag ~ Group ID = Group Name -~ VPC -  Description
@ PCl_Arch1_Web_SGroup 5g-bf6icS2da PCI_Arch1_Web_ vpe-25a21e40 (192.168.0 PCI Arch1 Web Tig

Your VPCs <
Subnets sg-bféc52da | PCI_Arch1_Web_5Group
Route Tabl BT

oule fabies Summary Inbound Rules Outbound Rules Tags
Internet Gateways m
DHCP Options Sets
Elastic IPs Type Protocol ~ PortRange  Source
Endpoints HTTP (80) TCP (6) 80 0.0.0.0/0
Peering Connections HTTPS (443) TCP(6) 443 0.0.0.0/0

Metwork ACLs

78 10- 2ot 0F 7 &

Lol B2t 052 =s2stvpc o TIE B9 OE

E =0, HE2IAH0E AH 2ot OS2 & X
|.

e 182 QIABAZOHHEE &= ASLICH

sl2 A R BEE

= AL
= = T .
ol 4 Microsoft SQL Server Ofl CHEH HAIA S

Services v

VPC Dashboard * Create Security Group Delete Security Group
1

Fiter by VPC

o Filter Al security groups v Q

25a21e ~
PCI_Arch1_App_SGroup 25321040 (192 168.0 PCI Arch1 App Tie
B PCl_Archi_DB_SGroup 0 (192.168.0 PCl Arch1 DB Tier
PCI_Arch1_Web_SGroup s 5 X 92 168.0.., PClArch1 Web Tie
Your VPCs <
Subnets $9-406c5225 | PCI_Arch1_DB_SGroup

Route Tables ™

Summary Inbound Rules Outbound Rules
Intemet Gateways
DHCP Options Sets
Elastic s Type Protocol  Port Range
Endpoints MS SQL (1433) TCP(6) 1433 5¢

Peering Connections

Network ACLs

18 11- 2o IEE Y HEO0/H FANEFLZE 6/ ELA FE ZE AL E TEE

Ol OPPI8IX = Ch JHel 2ot IS S ALZot0d 8 FE OFI |8l K

AWS SEFREO|M PC 1 = fI0H 7E 91325 28
Copyright © 2016, Anitian Corporation



ANITIAN

ROP 3389/tcp

JE12- =c/F o8/ 2ot 15 LT
g Al 22t OF

Ol 82 HE AXIMAM= IHt2E
MHZ OI2HI2E & MElA B S

o 18

2 SA0|UE HE= 5l Eot ]
G Ct

B K
HEZIAHI0IH HH
RDS GIOIE B0
2|

I -
==

1]
|+

on

=

I

LIS OHSclAole

Security Group: sg-c51571a1

Description | Inbound = Outbound | Tags

Edit

Type (i) Protocol (i) PortRange (i) Source (i)
HTTPS TCP 443 0.0.0.0/0

8 13- FAH 2o 1F OIH2E AE

AWS ZEIREOM PCE EFE Qo 7= 9125
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Security Group: sg-c51571a1
Description Inbound Outbound Tags
Edit
Type (i Protocol (i) PortRange (i Destination (i
Custom TCP Rule TCP 8443 $g-07157163 (pci-arch-1-appservers)

& 14- A H 20t I8 OIZHIEE 7

OHZ2IA0IE A 2o 1S
Ol2et 82 & AHUIAM OHS2IAOIE AHZ =4l & MHIA HZB S ASEELICH

Security Group: sg-07157163

Description Inbound Outbound Tags

Edit
Type (i Protocol (i) PortRange (i Source (i

Custom TCP Rule TCP 8443 sg-c51571a1 (pci-arch-1-webservers)

1&815- =2/ 7018 A H 20 1& 262 7&
Ol JEERDSUIOIEHHIOIA AAEAZ OLZHI2E MysaL H&E = SIS &LICH

Security Group: sg-07157163

Description Inbound Outbound Tags

Edit
Type (i Protocol (i Port Range (i Destination (i
MYSQL TCP 3306 sg-cd0c68a9 (pei-arch-1-rds-sg)

J&816- O/ E2/F 018 AH 20 15 O)2HIEE #F
HIOIEHIOIA(RDS) 22t &
RDS = QlHI2E 7208 AFESHAIEH 2ot 1§ 2 RDS Q!

258 =+ USLICL

AWS SEFREO|M PC 1 = fI0H 7E 91325
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Ol #&E2 HS2IAOIE AH & & W CHE RDS 2L ABANIA MysaL H & S 6 Eot(

CIOIEHIOl A = HMIE XI & &L

sg-cd0c68a9 | pci-arch-1-rds-sg
Summary Inbound Rules Outbound Rules Tags
Type Protocol PortRange Source
MySQL (3306) TCP (6) 3306 sg-07157163 ( pci-arch-1-appservers )
MySQL (3306) TCP(6) 3306 sg-cd0c68a9 ( pci-arch-1-rds-sq )

J&/17-DB AU 2ot I & QI EE 7F
22l 2o 8

el 2ot g2 Helgez 8

j—
olEote S+ 1S LICH

IE

BEANA 2EQUABHAZRDP QHICMP HZES

sg-e8d4b18c | pci-arch-1-mgmt

Summary Inbound Rules Outbound Rules Tags

Type Protocol Port Range Source

RDP (3389) TCP(6) 3389 $g-331b757 ( pci-arch-15umpbox )

ALLICMP ICMP (1) ALL sg-331b7f57 ( pci-arch-1-jumpbox )

IAFUHERIDS HE= IPFA0NAE HZ = of Soll OF & LICH

AWS SEFREO|M PC 1 = fI0H 7E 91325
Copyright © 2016, Anitian Corporation



ANITIAN

NOTE: 2 AlS83 EEZZol/H S YAHA0 Het2 ZE 1S = 5 ol OF
gL/t Wlndows EELinux AIAE 0 LHoH 0] 152 A2 + U=
FZE EIAF /T//EO/ QELICHAWS EEC2 QI AE A0 & YA A1)
P/5t2 HEH 0152 J|EFCE JEotA XSLICEL 2/ LFAWS A =
EC2 O] (hEH ZE| ZE 0152 X EEHICE JIMEHHEE OFE SIS

AWS MFA MR Z 2 2 JtZ S & Lo Al L.
http://aws.amazon.com/iam/details/mfa/

sg-331b7f57 | pei-arch-1-jumpbox

Summary Inbound Rules Outbound Rules Tags
Type Protocol Port Range  Source

RDP (3389) TCP(6) 3389 s

JE19- L8 A EoF 5 OHIEE 7F
FungiAfls 22ES2=2 & L HS2IAHO0IE AHO CHE Ot=HI2E= S40] &
$g-331b7157 | pci-arch-1-jumpbox
Summary Inbound Rules Outbound Rules Tags
Type Protocol Port Range Destination
RDP (3389) TCP (6) 3389 sg-07157163 ( pci-arch-1-appservers )
RDP (3389) TCP (6) 3389 sg-c51571a1 ( pci-arch-1-webservers )
J8/20- LA ANH 20 T8 Ol EE 7F
4146, SOOAAHANAN L3E AMI HH
PCIOlE 2= AIAE 2 QA0 HE 20t 24 HF2 W20l 2R LICH AWS
AR 2OHAIAR MAS HIZOZ AIBE SO AABAGILIS MAE & US
B Ol 228t 2 RS0l CHol ME22 A ABAE AIEELICH Ol OFIEIX 2 B2
/d I:HSZ} OHE cIAOIE A, EEStAZ HZ 2018 L= J12 A LA AT}

AWS SEFREO|M PC 1 = fI0H 7E 91325
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1] AWS +~  Services ~

1. Choose AMI

Step 1: Choose an Amazon Machine Image (AMI)
An AMlis a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by AWS,
ANis.

Quick Start
My AMis Amazon Linux AMI 2015.03 (HVM), 55D Volume Type - ami-1ecae776

The default image Indudes AWS command line tocls, Python, Ruby. Per
AWS Marketplace

Community AMis

. =y Red Hat Enterprise Linux 7.1 (HVM), $SD Volume Type - ami-1266307a
LI Free tier only (i

Red Hat Red Hat Enterprise Linux version 7.1 (HVM), EBS General Purpose (S50) Volume Type

3 SUSE Linux Enterprise Server 12 (HVM), $5D Volume Type - ami-aeb532¢6
SUSE Linux  SUSE Linux Enterprise Server 12 [HVM), EBS General Purpose [SSO0) Velume Type. Public Cloud, Advanced Systems Management, Web a
Root device type: ebs  Virtuakzation type: hum
® Ubuntu Server 14,04 LTS (HVM), $SD Volume Type - ami-d05e7508
Ubuntu Ubuntu Server 14.04 LTS (HVM), EES General Furpose (SSD) Volume Type. Support available from Canonical (hitp:/fwww ubuntu. com/diou

el oot cevice type aks  Virtuaization type hym

J&/21-OIAEHA HEE F/5HAMI A&

Olefst AIAEAS B2 SAE 251 24 CHH a0 2ERstJ12t2 28 XISELICH
AHBOZ OIAHAN HZESID 22| S £+ UAES A AAHAIN FHIEA Fot IS0
£0t0, 2l MEY Ot A2, EtE N Ip L= THES IP E AISSt=X] QI ELICH
HES IP=AAEAS AIEE [ AWS A Z2HI MY ELICE Ol Jls2 JI2 vpc Ol A
ASO0IXIeH OGEVPCHM MEUEZ S == JUSLICHALAI S LHE & Amazon VPC
ANE EY AN E=X).

EIP(EtE A Ip)= D240] 22I6t0 S AIAEADF O AWS HIE I A2E LICH FA
818 S0l ™ QIAEAIL EHEIP E AIZ0t=XIE HELE 4= UASLICH

OIABEIAN HZot) 2SELICH BN DEWMNOFSIEZ AIABAS ES5HD|
FetRE XXE JISaHoF ELICH

NOTE: J[JAl 2ot 2L HFE 24/} ZEHE Anitian S AFK 2 3F AMI E A EE
# YSLICE 0] HIEE AWS Marketplace A1 AFEE = AUSLICH

S E D NAHAINEH|IEH MAS N oY AAEANM AFHE X XIE AMI E
LT
AWS 2R EOM pa#E £ ?let 7l /A3S 33
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http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpc-ip-addressing.html#subnet-public-ip
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpc-ip-addressing.html#subnet-public-ip

€ @ https://console.aws.amazon.com/ec2 home?region=us-east-1#Instances:search=i-af207f80;sort=Name C

Y] AWS +«  Services v

EC2 Dashboard Launch Instance Connect  Actions
4

Events

Connect

Tags | search: i-af207f30 Add fite)
Get Windows Password
Reports
M. Thi
Limits @ Name e Type - A Zone Instance Sta
Instance State »
~ @ PClArch-1-Web-1 & running
Instance Settings »
| Instances »
Spot Requests Networking »
Reserved Instances CloudWatch Monitoring b
Alis
Bundle Tasks <

Instance: | i-af207180 (PCl-Arch-1-Web-1) Private IP: 10.201.2.94

J&/22- 2to}E OIAEIAQA AMI Y&

4.1.4.7 A3tE AMI I QT AE A AIE
Ol OFPIE M l= =2 Ml JHS @ AJESLICH
o HIOYAQIAHA

o AAHo=Z EHAZ &A2lol)| Fdl A= E

o &2l MBYUNHM=EEP E=ETHER IPER

o HX+AACH HaalJﬂoWOﬂ CH &t
o DMZ MBYHAM=EPE= HEEH IPER
o« OHE2IAHO0IE MH Elﬁ@ﬁ
o E AB2ADB 2L HES SN
Ol Ol A = RDS)

o LHE MEHNANE & AH2 BB ANA L RAMA JbSSHH, DB Off HAIAE =

ol=209l5t Ol AEIAQIL|[}.

MZ MA= AMI Ol A EC2 QIAE A S Al ZHEHLICH

A0 E &&iot= =2 01E EIG(OI

ol
rr
=)
in
‘l
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1. Choose AMI 2 Choose Instance Type 3. Configure Instance 4 Add Storage 5. Tag Instance 8. Configure Security

Step 1: Choose an Amazon Machine Image (AMI)
An AM| is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by AWS,
ANis.

Quick Start
L PCI x
My AMIs
AWS Marketplace e PCI_Arch1_App - ami-4aa38922

PCl Archl App Tier AMI

Community AMis Root device type: ebs  Virtuakzation type: hum  Owner

G . PCI_Arch1_Web - ami-dca288b4

) PCI Arch 1 Web Tier AMI
[¥] owned by me
l: Shared with me

Root device type: sbs  Virtualization type- hum  Owner: 038338141521

¥ Architecture

az-0n
(T

* Root device type

Cess

TE/23-AMI O A SIAE A AJE

41.48. MNBY Q2 MM

NERU OS5 4\338}‘34 RDS Ol Jl= QIAEAS] QFRUA S0 ?lo &=

—
CIAHAS XIS /XNE Z2HE == USLICHL

o
T T A

RDS MHIA 22|l HIOIXIHA AES 1SS 2elgLICH Ol &80l &8 LHF CDE M EH!

Ot 2= 1S5S otLt o el th

(7] AWS +  Services

RDS Dashboard DB Subnet Groups > pci-arch-1-rds-dbsg
4

Instances

Edit DB Subnet Group = Tags
Reserved Purchases
Snapshots VPCID PClArch 1 (vpc-14c43071) @
Securty Groups Description  PCI Ach 1RDS DB Sut @

Parameter Groups

Option Groups Add Subnet(s) to this Subnet Group. You may add subnets one at a time below or | add all the subnets | reiated to this VPC. You
| subnet Groups may make additions/edits after this group is created. A minimum of 2 subnets is required
Events Availability Zone | . Select One - v
o SubnetID - Select One - v
Event Subscriptions
- Availability Zone Subnet ID CIDR Block Action
Notifications
us-gast-1c subnet-b8adc7cf 10.201.5.0724 Remove
us-east-1d subnet-fS26a0ac 10.201.3.0124 Remove

J&/24-RDS A/ EL M4

e

AWS SEFREO|M PC 1 = fI0H 7E 91325
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4.1.49. 2 S3tE RDSOIAEA MM
KMS 9|2t O|0] MAEE MBY J1E2 AFE06I0 CHD E HEE 2 S3E RDS UIABEHAS
Al &FEHLICF
RDSQIABEAE MHAE | PCI 2T AL 2 SFotJ| ®Iol E LA A&l 2tE 3| =2/ OF
SHLICH €S 3tE K0t ™ pB 2l AE A el A JFdb.m3.medium 01 20|01 OF & LI CH

Siep 1 Select Engine SDEC|fy DB Details

Siep 2 Produdiion? . )
Instance Specifications
Step 3: Specify DB Details
DB Engine mysgl
Step 4 Configure Advanced Sattings

License Model |generalpubliccense W

Engine Version |56.22 W

O The followi ng selections
disqualify the insi
eligible for the frg

own Issues/Limitations to learn sbout potential
ses with specific database versions

(=] = t
« Allocated § . db.m3.medium — 1 vCPU, 3.75 Gif ,

* Provisioned| AAEA ﬁ" ot [No * Gy
+ DB Instancs] me hd st
b
Learn More. = ol
Storage Type EPl\cwmned IOPS (SSD) " Br
I
Allocated Storage® | ypg GB Su
* Pr
Provisioned IOP5 | jpop (s
sU
1'g
Settings w
flef
DE Instance ldentifier’ | oo goen 1 oemd g
to
= g
Master Usermname® | masteruser .
dsg
Master Password® | .esessse @ wh
|
Confirm Password" | sssssssss @®
To learmn
storage
here
* Required Cancel Previous l

JE/25- 25 EXNEoIE QIAEA L L&

Fo2 EP%% =243 OF & LICH.

o AWSOHIM MZE2"I|I2" 20t 1S5S MHotX 22 UM MHStRDS 20 IS
MeEst | O}

o [Enable Encryption]Oll CHOl [Yes]S & Eiol 10, Ol & Ol MAH S KMS 9| S & EHEHLICH.

AWS SEFREO|M PC 1 = fI0H 7E 91325 36
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, Stept  Select Engine Configure Advanced Settings
Step 2 Production?
Network & Security &y
Step 2 Specify 08 Detalls
This instance will be created with the new Certificate Authonty rds-ce-2015. If you are using SSL 1o connect 10 Shis instance, you
Sap s Claligun Aivandied Setiogs [ IN0UIE Lse the new cartificats buncle. Leam more bere
VPC* | PCl Asch 1 (vpe-14049071) v
Subnet Group | po-arch-1-+ds-dbsg v
WOt £A0 SHUGHM TETE N ORCTAS T G RN WADOL CHICH W 30 SNt 00 Te 0O PaTCe
Database Port 3304
08 Parameter Group | default mysglS.6 v
Option Group | default mysghS-6 v
ﬂ-g! .»@ !’ Enable Encryption | Yes v
Master Key | po-arch-1.rdskey o (1]
Description PCI Arch 1 RDS Encyption Key
Account This acoount (038330141221
KMS Key 1D S1850710-8094-4495-8445-3020304c187

J&26- 2ot 15 L Y535 24L& 3017 98 T LE

4.1.4.10.

OHZ 208 A ZERN

iz
>

RDSDB QIAEIAOS TZ2H| ML 0| 22 5|3 A0 =H|E LIC}.

NOTE:

0l 25 B HEAWS AbIAE 288 A8 &+0l 8= sL/ICL 0/

B0/ 7ES E+51210 B0/ A WAL T 2l 2T 2e), H oGS
22, 1Y P2 DLIEHE SS TEEE 0/ 2EGT Fs +E
ZIPCl 27 MES T EIF 0 8ILICH
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4.2. OF2|8X 2: 23}
Ol O = 0| & BAHE JIete 2 REELICEL 0] 0PI 2™ = J1Z& Amazon AWS
BHEO LHE AMAEINHA X223t AAFAHEH & AFOIEE B0 SLICH
AWS HIEO| LILI Kl 20 M CDE AIAEIS X2t51618 Pl 7 A =42 2| I}
XistE LI Ch
Kl
( )
2IElY HO[EHOI
-
CE ]
B9 2152 VPC
CDEVPC
TJE27-H B S5HAWS EHF LY A X248l = CDE S 0}F) &l T
421. R
A23IE EXR OPIE Ml €22 vee Ol ZEE Z2t08! WIERKAI S H USLICH
e CDEVPC
o DMZCDE, 2t2| & LS cDE A EY! =&
o B2 259 vPC
o CDE WA Z23tE Z20l8 WER AN & I AEY &
CDEVPCUIER TS AIAE L HEYU 2 A A O & X2l AIAE Y HEYl
SLELILL. ME2VrCc = 2= CDEAILEN HZ2E 2RIt = AWS 2 FIOHAIAE &
NBY S LEFHLICEH Ol O8I Hd= X223 E SoHPCl EIIEHRANMM ME& VPC 2
MAHSl= &8 2 20 SLICH
HP AL HERIASE Z25totA™ cDE Ul HZolAl= o ELICEH JIE 8E A=
So| et M AR X| ACL, VLAN, JIEF HIER A 24352 22| Jl== 0l A
SaMSLICH
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AWS Ol A= E0F DEDHVPC 2 ZESIH Q7 21 1.2 2 95t U 212F 14 A2
S=g 4 USUCL LM US U2 20 IES AAHAR SOIID U ETE

HIOELICL VPC = AWSUIERA D R0 A B2 Hel= Zet0ls! UERD S2s
LEEFRSLICH 212101 KM A QI Zet0l 8! =4 S2t= ALE0HH AwWs A E 2l THE 2
CHE UE/AZI2A ACIELILL Ol VPC = PCIEH P SAE R0l MEE UHERT X2 E
I MNEBRHCOZ Fsiots G- YLICH

NOTE: O/ &= O0}F/E/ 3/ 2/ CDEVPC E &9 %/ VPC OlA] ZX2t5lot 5% =
AFOIOIAI VPC I &S B F 51 oF ELICE = AFO/ O A £ & 6157 H CDE
VPC It Bt B9 Z E0SLICHE R S 0AHE FESH XS0/ X8 0f
GO E AEEL L ZS).

4.2.2. PCl &<

CDE = 0| O8I MOl Y_=iS A8 AZ 2HEH 2
HE<S A WO ZZ& = LICH

o & AH

o OHEZIAOIE MH

e RDS DB

MZ2vVrPC = Ote 2 20| HIERZ X232 1ol pcl Ofl CHoll & 2l 8H0ll LS LICH.

rn
o

OIAE A= T2L0|8! CDE VPC

423. 82 Jl=8AWS AHIA
CIS AWS A HIAE= 0l OI2IE X0 CHEt Pl 7 ALSE =48 XI2ol= Ol =S0| ELIC

AWS A H|A K& % =Prc 7 AE
e |AM 2.24,34,35,3.5.2-3,3.6,3.6.1-5,3.6.7,6.4.1-2,7.1,7.1.1-3, 7.2,
o KMS 7.2.1-3,8.1,81.1-2,8.2,8.2.1,8.2.3-6,8.3,8.3.1,A.1.2
e S3 3.1,3.4,10.5, 10.5.1-5, 10.7
e CloudTrail 10.1, 10.2, 10.2.2-7,10.3, 10.3.1-6, 10.5, 10.5.1-5, 10.7, A.1.3
e CloudWatch
e EC2 1.1,11.4,1.2,1.2.1,1.3,1.3.1-7,2.1,4.1,6.4.1
o BOHE
o AMI
e EBS
e RDS 34
o« DA 2.4,11.5
e VPC 1.2,1.2.1,1.3,1.3.1-4,1.3.6-7
AWS ZEIREOM PCE EFE Qo 7= 9125 39
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4.2.

4.
Ol & HEX OIIBIHE & =0t flst Jl= ?HHE EHELICH

o

[0
|'|F

42.4.1. VPCAA

R T OFIIEUT Ol Al 4444 S CDE QI AEI A DI A B9 9120 QIAEIAS T 51D
21215171 I M22 vPc WIES A2 MABHLICH

B AWS v Services v

Step 1: Select a VPC Configuration

VPC with a Single Public - -
e In addition to containing a public subnet, this configuration adds a
SR private subnet whose instances are n essable from the Intemet Intermet. S3.

Instances in the private subnet can estab t d connections to Oynamo08, SNS,
VPC with Public and the Internet via the public subnet using Netw ddress Translation SGS, etc
Private Subnets (NAT)

Creates

Amazon Vinual Private Cloud

A /18 network with two /24 subnets. Public subnet instances use
t & e e t instances access the Public Subnet Private Subnet
" etwork A ns| NAT) instance in the
blicst t. (Ho s for NA ! s y.) l I.

J&/28- MEZZ2VPC M4

MZ=2VPC Oll= Z2t0|! HERUE QIE S HOIERO| R E 2 S AFGHA &
EHE NAT AABAD ZSFLICH 2E VPN O] HE I8 Of NATIAEAS

KE SO CHE QIAEI AT} OIE{HI0| HHAGHK REIES & 2 USLICH

AWS SEFREO|M PC 1 = fI0H 7E 91325
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ANS v

Services v

Step 2: VPC with Public and Private Subnets

IP CIDR block:* | 10.0.0.0/16 (85531 IP addresses available)

VPC name: @ pcrarch-1

Public subnet* | 10.0.0.0/2 (251 IP addresses available)

Availability Zone:* | No Preference |y

PCI DMZ

Public subnet name:

10.0.1.0

Private subnet:* 024 (251 IP addresses available)

Availability Zone* | No Preference |

Private subnet name: PCl Internal

You can add more subnets after AWS creates the VPC.

Specify the details of your NAT instance.
Instance type:* | m1.smal Y]
Key pair name: | No kev pair L

MNote: Instance rates apply. View Rates.
Add endpoints for S2 to your subnets
Subnet: | None L
Enable DNS hostnames:* () Yes (@)No

Hardware tenancy:* Default )

Cancel and Exit

oo [

JE/29- MZ2vPC 24

IAM AtZXtet 18 Il A

(e

4.2.4.2.

IAM 2l A A=
IAM 2| AAE BREHLIC

2191414124142 920 &H

KMS

= HZ 0l Al S O

42.43. VPCOUA 2lAA MY
CIAASE MAS [le 2 2laA M O ALY [VPCl ESUR
A EHGH OF & LI CH.

5
21% = vpC Off SHEHK SLICLAWS HE L 2 2l A~

AH A

o o

jo

A MZ -

rr
o
e
]

o

LICF.

I

&l vpC 2

I

AWS SEFREO|M PC 1 = fI0H 7E 91325
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NOTE: ZEAWS 2/AATFEFLIVPC L 2IA0 EZ 5 2 0L LICE vPC
HAIEEWA B/ LA AE 2 ZHOHHEC2 AIHIA 22 2 E0IA 20 L)AL

Create Subnet

Use the CIDR format to specify your subnet's IP address block (e.g., 10.0.0.0/24). Mote that block
sizes must be between a M6 netmask and /28 netmask. Also, note that a subnet can be the same
size as your VPC.

PCl Internal 2

vpc-25a21e40 (192.168.0.0/16) | PCI_Arch1_VPC [v]
vpc-9c01c4f (172.31.0.0/16)
vpe-c972b7ac (172.16.0.0/16
vpc-25a21e40 (192.168.0.0/16) | PCLArch1_VPC

JE&/30-VPC A/EL 44

4.2.4.4, QIEJUl OH A
XA O

VPCUHERATJ= HHEC IS HOIERAOIVLER
VPC Ofl HZ&LICH

ol

FLICH HIOIERIOIE M- &t T

S
Il

Attach to VPC

Attach an Internet gateway to a VPC to enable communication with the Internet.

VPC | vpc-25a21e40(192.168.0.0/16) | PCI_Arch1_VPC [v|

J&/31-VvPC Of OIE/S HOIEFJ0] S Z

AWS ZEIREOM PCE EFE Qo 7= 9125
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4.3. O}I|&'X 3: Connected
Ol OP21el = 2 Y 0| A CDE € Amazon AWS 23 0l (& ot= &Y S LIEFHLICL

204 CI0EH 48

B oo 2Oy DA HENS

.

OfE2I0ld  CIOIEMO0IL
A AH

Sleiy HolE ol IE=ol [E=ol

1&/32-AWS CDE 0 HZ & 2Z|0/4 A|LE

43.1. R
HZEE X 0PI A= AWS Ofl U= Zet0l8 HIERKID M IR B2y 0lA
HERKZR & O ASLICH
AWS HIER3
1. CDEVPC
DMZ ¥ LIS CDE A EHI0I A= OtIIEI X 1 2| vpC & LILCH.
2. 89 YRS vec
VPCIOIHE 10| 2X3| Z2StE O8I 2 2 MZ=2 vpPC & LICH
3. &9l Wvpec
MZ& vpCc JLICH VPC IV E = Soll CDE Ol AZE LILCH.

AWS SR EOM PClE &= Qo 7|2 928
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2Ty 0IA UHERKD

1. gl 2T 0lAUERKA

VPN = SO0 AWSCDE 0| HZ & D2 HERI NOHEYLICH

HE AR 2T gI0IA UWERA

SHA W DU HERD L AWS O A Z2t5tE D22 HERIALLICH

THO0IAHERIE AWS Ol VPC 2 & &Gl HE2 U2 U ELIA 2ZFVWPNHZE S

ggow A0 Ct= X ZSLICH o“ﬂFVPN SHOIA IPsec HHE 2 QIHUI HE A2 & =

o= HIE%EE SEN LS Cet HER D = 01&= 918 Z2t0|8! S¢S HMSeLIC.

sgstl=2 02 TtEVvPCc UM S2 22014 23X Z2t0l8! vpe

HERIA=Z ﬁMI_E XS &Ll Ct.

Direct Connect ANlHI A S AI20I0{ AWS 2 2 & Z2l0|8 HI VPN HZ2 S S & E &

ﬂ%Llﬂ.DirectConnec = S E 2 AE NJ0HH =2l & X2 st E X & 0otJ| 2l oH

802.1q VLAN Ef 2 1t Z&ts == JUSLICH 2 3.4 &R 2 &1 2t 200l Direct Connect £

MESHAHZE2 O+s,>_9ux| 2SLICH AEUESR HZ0 Z2t0/9!0] Ot Z < Pl

41 = &0ot)| RIH VPN OILITISAtE 0 22 FILHEE0| N0l 2R &= ASLICH
S2Z0IA HA L 22l AIAE0 BOL HPIE HBGHA 21 AWSCDE AIAE S 22| g

= A28 =Z 0| OFIIEH0l= AbAl EZ et ADF ZE e X LS LICH

™~

-
T

0.&.
| ﬂ]0||

_EO

43.2. PCIEHS

Ol FX OPIE Mo P EILERE S22 FdELILH

o CDEVPCUIERIA(E, HEIAHOIE L HIOIEHHIOIA EIX)
e AWS O B2 LHVPCUHIERA
o H L 2ZHDIAHWESRKA

SRS Eel W UE 430“: CHD Jt 81X 2t CDE 01| HZELICL Ol O E = HE =

HPI LH AIAE0 THSE S JHSl LB ALS Mal SLIC}.

o AWS 2| &8 LH vPC 0li= CHD Ol M AGHAl 21 CDE & OHE2IHOIE AN &2
=Hot= AIAEO0] USLICTH

o HRAUW2ZYHOIAUERIDAN= WA 2X L INX 222 20| CDE E S0t
HEES MZ0t= AAEQ USLICH

Ol ZZ OB A H 2A22 HERKZ S Mol= 2 4.3.1 S0 8™ E Aws CDE Ol

CHet HERZ 2B 01 8lsLICh

433. 82 Jl=8AWS AHIA
CI2 AWS ABIA= 0] O H Ol CHEHPCI L AEE =42 XI”ol= Ol &E30| €LY,

e |IAM 2.2.4,3.4,35,35.2-3,3.6,3.6.1-5,3.6.7,6.4.1-2,7.1,7.1.1-3, 7.2,
e KMS 7.2.1-3,8.1,8.1.1-2,8.2,8.2.1, 8.2.3-6,8.3,8.3.1, A.1.2
e S3 3.1,3.4,10.5, 10.5.1-5, 10.7
e CloudTrail 10.1, 10.2, 10.2.2-7, 10.3, 10.3.1-6, 10.5, 10.5.1-5, 10.7, A.1.3
AWS 22t E0|M P A H EFE fIot 7= H2AS 44

Copyright © 2016, Anitian Corporation



ANITIAN

CloudWatch
e EC2 1.1,1.1.4,1.2,1.2.1,1.3,1.3.1-7,2.1,4.1,6.4.1

e RDS 34
o« 24 24,115
e VPC 1.2,12.1,1.3,1.3.1-4,1.3.6-7
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43.4.1. VPCHMHA

P42 TR AH 20| OIEN K 2: 25t CDE 2 SAHIO et &9 L vpe E
“=ELCh

Create VPC Peering Connection

Name tag | pci-arch-1-peering
Local VPC to peer | wpc-14c49071 (10.201.0.0/16) | PCl Arch 1

Select a VPC to peer with
Account @ \y account
O Another account

VPCID | vpc-00d80c65 (172.31.0.0/16) | Primary [v]

43.43. VPCIIHHE HZ 3=

VPCLIOE HZS dEe 2 U0HE QES ==ol0F &LICH CHE AWS HIE 0fl CHol vPC
2HOll IO &0l A& S0 =201 Of 20l 2L

AWS SEFREO|M PC 1 = fI0H 7E 91325
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Accept VPC Peering Connection Request

Are you sure you want to accept this VPC peering connection request (pcx-7e7dbf17 | pci-arch-
1-peering)?

Your VPC Peered VPC
VPC ID: vpc-14c49071 | PCI Arch 1 Account ID: 038336141521
VPC CIDR: 10.201.0.0/16 VPC ID: vpc-00d80c65 | Primary

JE34-vPCc g LF +&

4344, VPCLIOE HZ= Soll 3= =t
VPC LI01E HZ0] aﬁcltﬁ olofg = vee Ol CHet 222 cbEVPC 2| 2t E HIOIE 0l
Fote = UASUCH A HVPC A Btat A2 E QLA 210 F=Dtol OF & LICH.
rtb-9efedefa
Summary Routes Subnet Associations Route Propagation Tags
Cancel m
Destination Target Status Propagated Remove
10.201.0.0116 local Active Mo
10.105.0.0/16 Mo [ x ]
Add another route vaw-207d9149 | pci-arch-1-vpgw
igw-6de07608 | pci-arch-1-igw

J&/35-0/0/& & vPC 0 (Y&t &= =f

4345 2 WvpPCcelAA S
AZILFIHE Z, 01 00l ol 2 24 AIAE D 22 22 W vpc AIAE 2 cDE 0f
MM AS = JASLICH

AWS SEFREO|M PC 1 = fI0H 7E 91325
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NOTE: &'/ LJCDE Jf ZESEICDE Q/AE A HZE == 6/ 256,25 CDE & 9f
IEE LI LF MZE BHS 0/ 0F &L L

4.3.4.6. HHOIERIOl MA

CDEVPCUUHIA 224 HOIEHOIE M LICEH AWS U A O] 2laA= 220IHE
AFOIE 2| VPN & & D E LIEFEHLICY.

Create Customer Gateway

Specify the Internet-routable |IP address for your gateway's external interface; the address must be
static and can't be behind a device performing network address translation (NAT). For dynamic routing,
also specify your gateway's Border Gateway Protocol (BGP) Autonomous System Mumber (ASHM); this
can be either a public or private ASN (such as those in the 64512-65534 range).
Name tag | pci-vpnec-1|
Routing = Static | v/
IP address | 198.51.100.1

JE36- 22 HO/EF0] 44

NOTE: 72¢ 7|0/ E£/0/ = BGP S’A/ ;/5 S&Ip CfREE IRELICE SZ=
LEIGIE ZR HOIEFOIHE FZIP L9 HERT0 HSFASN =
ZesH /L

43.4.7. Jt& Zetols! HOIERIOl 44

VPC WOl M Virtual Private Cloud(VPC)E MAELICH AWS Ol O] 2l AA=VPNHZ S
PIst AWS et & HANS LIEFHLICH

OIHY HOIEHOI2 ORI IIXIZ, 0l VPG = 2/ EHE S BN 2= U A= ®2
HE<RZ THHOIALICH MHSH = vpPG E vPC 0l HZ & LILCH

AWS SEFREO|M PC 1 = fI0H 7E 91325 47
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Create Virtual Private Gateway

Awirtual private gateway is the router on the Amazon side of the VPN tunnel.

Name tag

J&'37- & Z2f0/% JI0/EF 0] 4 &

43.4.8. VPNOHZAE MM
AWS = &S HZ IPsec VPN HZ2 2 XA ELICH VPN AWS 2| A2 A= VPG 2F 102
HOIESIOl 2t2] A2 2 M =&LICH
VPN Ol CHGH VPG 2F I A SH 0 2H E XA

A 24 =11
[Static IP Prefixes] =2 VPN HZ S Sofl 2tRE S A 1P A ESUALICY

=
o
Im
0
=)

NOTE: VPN G 20/E SFE&Z 75t F IS AWS = A EHQIET) ZatE/ L/

Create VPN Connection

Select the virtual private gateway and customer gateway that you would like to connect via a VPN connection. You must
have entered the virtual private gateway and your customer gateway information already.

Name tag | pci-vpnl
Virtual Private Gateway | vgw-207d3f49 | pci-arch-1-vpgw E|
Customer Gateway ® Existing O New
cgw-1d4cae74 (198.51.100.1) | pci-arch-1 E|

Specify the routing for the VPN Connection (Help me choose)
Routing Options O Dynamic (requires BGP) @ Static
Static IP Prefixes | 192.168.1.0/24

VPN connection charges apply once this step is complete. View Rates

7&/38-VPN HZ M4

AWS ZEIREOM PCE EFE Qo 7= 9125
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4.3.4. IPsec 78 MR 2 U22E

Qrno

et Aot/ VPN MIAZ A0l Cet 2 4 W = X &L C

Download Configuration

Please choose the configuration to download based on your type of customer gateway.

Vendor | Cisco Systems, Inc. E|

Platform Fortinat

Software ﬁeneric

Juniper Networks, Inc.
Microsoft

Palo Alto Networks Cancel ¥Yes, Download
Yamaha

J&/39-VPN P& [tE2ZE

0.
THOIAVPNHEN 2R RAHES U2 E8HLICH AWS = Cisco & Fortinet 1t 22

AWS ZEIREOM PCE EFE Qo 7= 9125
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oo T o] o H 2: =] 15
LIS SR 22 X0t U= B2, [Generic) SEZ VPN HAE AR FE0H L& HAE
ol =2 =] S A Ol A
ll}EE = [:PEETEEEEEEE e AJ.de—IE+
Amazon Wek Services
Virtual Private Cloud
VEN Connection Configuration
AWS utilizes unigque identifiers to manipulate the configuration of
a VBN Connecticn. Each VPN Connection is assigned a WEN Connection Identifier
and is asscciated with two other identifiers, namely the
Customer Gateway Identifier and the Virtual Private Gateway Identifier.
Your VEN Connection ID yEn-HRORnnon
Your Virtual Private Gateway ID b o 0
Your Customer Gateway ID S e 0 o
A VBN Connection consists of a2 pair of IPFSec tunnel security associations (SAs) .
It is important that both tunnel security sssociations be configured.
IPSec Tunnel £1
#l: Internet Eey Exchange Configuration
Configure the IEE 5k as follows
- Buthentication Method Ere—-Shared Eey
— Pre—-Shared Eey S not-the-actual-key-——-—————
— Buthentication Algorithm : shal
— Encryption Algorithm ges-128-cho
- Lifetime : ZB8B00 seconds
— Phase 1 Negotiztion Mode : main
- Perfect Forward Secrecy : Riffie-Hellman Group 2
$2: IPSec Configuration
o 7L ©
J&40- £8tvPN P& D12 0
E=]Ke) =AE O|S A o|lgH
AWS 2R EOM PCl 8 EE ?I9H 7| 9I2= 50
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4.3.4.10. VPN EHE AEH =0l

2TY0|A Se0|HE VPN U EZQOIEE 2HSEH = VPN O] LIEHY &= /=X &
L

VPN 2| &A AR EE &2 [Tunnel Details] & 0lA HE & EHE SLILCH

AWS ~ Services

Virtual Private
Cloud “ Create VPN Connection Delete Download Configuration
4

Internet Gateways
DHCP Options Sets <
Elastic IPs

Endpoints sSummary Tunn Static Routes Tags

Peering Connections

VPN Tunnel IP Address atus  Status Last Changed  Details
Security Tunnel 1 207.171.167.234 DOWN  2015-06-07 12:12 UTC-7
Network ACLs Tunnel 2 207.171.167.235 DOWN  2015-06-07 12:09 UTC-T
Security Groups

Your VPCs Q »
Subnets
Name - State ~  Virtual Private Gateway ~ C
Route Tables
@  pci-arch-1-corpvpr available vgw-207d9f49 | pci-arch-1-vpgw  cd

VPN EE & EH 20/

43.4.11. SZ40|A AN EE
(@]

VPN E{ 20| LIEH =, Of Ol Ol A
STH0IA S W AIAES A

X 22| 250 22 AwWS CDE Lol A

AWS SEFREO|M PC 1 = fI0H 7E 91325
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5. 28

AWS = 2&t& pCl & =% & H
ESHZQILICH O{L} D280 D24 9| pcy

f-*f’ﬂ
Iy
g Mo
P
[0
ol
S
0
ol

EOtAt= 0l Jl== Olofoli OF & LICH.
Ol AA=0UAM=0lciet  IHK 2 E S&otH 28 LU ==822 PCl 1
g4dotd atd s BEP& CZHE, 74, 2l L IIFE == USLICHL AWS = PC Fn”‘*
=S et HOoH SHS= MSotKL, 0l SS =S SHHEH AHE 6t & AWS It
Ctstpcl QP AME S II2H2 2 XI26t= SAI2 0IoH0HOF & LICH

51. Xl&
AWS Ol M X 0| 2 28 22 Amazon 2 AWS Jl= X0l 22loi0F &FLICH
HAAE L= EHIEAHIADNE QFH AR Anitian 0] =501 & 4= U SLICH Anitian
HAE, FUH ZAL =SS L QSAZEIIE Zatst Z2AEQI pel AE =4 AHIA

e

NZ=Z= N3 LI

of =2 JIs= MSot=s 258t
=)

& 3} 888-264-8456, 0| | & info@anitian.com @ £ 22| 5t HLE AIO| E www.anitian.com S
(=13

IEotAAIL.

AWS SEFREO|M PC 1 = fI0H 7E 91325
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APPENDIX A. AWS PCIDSS 2] JHEES A R <F
O3 HUl=Aws 2t D28 2tpCl & & MU0l RSO UASLICH
27 A AWS 2 MESESE=
27 AE1 o M Ul 2 AMHIA: | « Amazon EC2 2 Amazon ECS: AWS
IHE AKX AWS = SAE Y L2280 8o Y UHERA
HOIHE A L Aws 22| HAA M 2SS HUELICH
2350t fst SHE(SAE 2Y
ot 14 MIAl, otOl I BFOI A,
a1 2 =X gots 2L L II&E
Ztel, ot A& EZah
Chgt QI AEA HE2|E
S A 22l &LIC.
e AWS = AWS 22|
SZ0l et HotEES
& ot 2e2lot)|
et e+
ME S SFHELICL
e Amazon EC2 &
Amazon ECS: Amazon
VPC 20t 1St
HUERIACcL2 HZ
AE ZAHHERZA
MAA MAHE
8ol S&8ts =
U ERIA =250
MEtgLICH
27 ME2 o Hel Wl 25 MHIA: | « Amazon EC2 & Amazon ECS: AWS
AAEN S 2 AWS = 222 & X2 I2 S 24, 20t
JIEF 2ot MElA HBE <8t MO, s2gX IS8 LS E
WetolE ol Jbats D=1t A XLILCE
S= AH0A OHEZelAHolEsS o HR L B AMHIA:AWS 112H2
HlJ— Jl2sgt ME0otE AWS 22| M0 R = U= 2E =0
AE oF g A0l CHolt =& & et 2ot A =4 n8E
st HES JHEot ﬂ%@uu.owwnc;\mazonng%
S X 22l &Ll . Amazon ECS QI AEIA N CHet Y
e AWS = &= X XA (0s) 4, HIOIE IOl A
Zelotl J2 29 /\-II:IIAOHEHOFEj' YEI]BE L=
MA % 0l st AWS 2t2| Jls0fl CHet 2 sto| L&
NMEIAE S S0l = US LI
et 2ot EEZ2
ZeterLitt
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BHOl 4 A SH Al

L2EEN

AWS = AWS 22|
SHAH O YO A BHAl

R AHE 3: o HY L) 2= HH|IA: | « Amazon EC2 & Amazon ECS: AWS
INESE= = AWS KMS(Key DW2I|2 SSYH 74, 2o
E~PNPNRE)=! Management MO, sSg8dJI2 eSS E
235, Service)= GFE IO ZHOI X[ C}.
2H 2SS 08N |, g 2= HHIA: AWS TS M=
JIE 250t 31 Iss REUR L AR UES D
AFEotl Zreloh= HAHUA LE3E REE MO
JISE MsEUL ASLICH (AWS S M0l APl 2 5 51 =
e AWS CloudHSM 2 A 0oHOF & &= AUSLICH.
QA HECIEAO |, aws KMS 2 AWS CloudHSM: AWS
EetE2ss 0ls D242 pcl GI0IE 20 EZ(DsS) 0l
IS 225t 825 | ot orsst o MHDAIE
Jls=S HISELIC 22|= MR LT
L7 ALE 4: o HY LH 2= NMHIA: o HAA L BE MH[A:AWS DS M2
NS H=E AWS = AWS 2t tsetEE UHRE 2 AR HERA
HER3AE EE LHOIA HHAE HZUHA SSSE PSS HAQ|
S8t Ite otSolot) ASeE USLICH (AWS SH QI API 2S5 E
E~PADN; 2t & LIC A EoHOF & &= JUASLICH.
QOIS &&
S 3t
QT AEs: o HP Wl 2 MHIA: | « Amazon EC2 & Amazon ECS: AWS

DM UWFOR WY 0fo| AES

e 2

2= 02 22[E oS U ABANA

SO AIAE Y
(EEETVI
e 2 RX

2tel.

AWS = &

OlE{HI O A, API,

M AIA MK,
IT2HIHY L HiE
HALISS &6t
IOl £&t=
MUIAE X &6t=
OHZclAHol&L 2ot
OHXI, e 2 HH
MAHE =X

22| &L Ch.

T= L2TEQN= 28 BIOIH A BHAI ATEQINHE RSE
TS ZRstE EolE A0l UsLICH
AtZ35t1 MHI A0l CHEF
HIIHe =z HHOl 24 A BHAl
HO0IE LATEQINE
2tel LIt
L7 Atgt6: o« H Ll 28 MHIA: | « Amazon EC2 & Amazon ECS: AWS
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™

el Resource Link
1.2.3 PCIDSS HH& 3.1 https://www.pcisecuritystandards.org/security_stan
dards/documents.php
1.2.3 AWS &t 22| http://aws.amazon.com/getting-started/
1.2.3 PCI 2R E https://www.pcisecuritystandards.org/pdfs/PCI_DSS
24z gl & _v2_Cloud_Guidelines.pdf
2 AWS PCI &l & 1 http://aws.amazon.com/compliance/pci-dss-level-1-
FAQ fags
2.3.1 AWS AOC 2| http://aws.amazon.com/compliance/contact/
SAERE
3.3 EBS & S 3} http://docs.aws.amazon.com/AWSEC2/latest/UserG
uide/EBSEncryption.htmI#EBSEncryption_supported
_instances
3.3 Amazon S3 Al H http://docs.aws.amazon.com/AmazonS3/latest/dev/
= ot 55} serv-side-encryption.html
3.3 Amazon S3 http://docs.aws.amazon.com/AmazonS3/latest/UG/
A Al UploadingObjectsintoAmazonS3.html
3.3 AWS KMS &S 3} | https://d0.awsstatic.com/whitepapers/KMS-
NE &L Cryptographic-Details.pdf
3.3 AWS KMS API 9| http://docs.aws.amazon.com/kms/latest/APIRefere
mbl nce/API_EnableKeyRotation.html
3.3 AWS KMS &= J| | http://docs.aws.amazon.com/kms/latest/developer
AR guide/rotate-keys.html
3.3 CloudTrail 2 http://docs.aws.amazon.com/kms/latest/developer
Azst 22 guide/logging-using-cloudtrail.html
34 ELB 2 OF & ZH http://docs.aws.amazon.com/ElasticLoadBalancing/I
Hole atest/DeveloperGuide/elb-security-policy-table.html
3.4 VPC FAQ http://aws.amazon.com/vpc/faqs/
3.6 AWS Linux &2 ©F https://alas.aws.amazon.com/
=
3.7 22l A JH0I & http://docs.aws.amazon.com/directoryservice/latest
ClalE el 22l /adminguide/directory_management.html
3.8 Cle'E 2| MBlA | http://docs.aws.amazon.com/directoryservice/latest
-Cl2EHe MA /adminguide/create_directory.html
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3.10 CloudTrail O| I E | http://docs.aws.amazon.com/awscloudtrail/latest/u
X YDE serguide/event_reference_record_body.html

3.10 Amazon S3 =Y http://docs.aws.amazon.com/AmazonS3/latest/UG/
=) 2M LifecycleConfiguration.html

3.11, AWS & & HIAE | http://aws.amazon.com/security/penetration-

3.15 Ay testing

4.1.4.6 Amazon VPC AF2 | http://docs.aws.amazon.com/AmazonVPC/latest/Us
oA erGuide/vpc-ip-addressing.html#subnet-public-ip

5.1 AWS Jl= K& https://aws.amazon.com/premiumsupport/

5.1 Anitian & AFOIE | www.anitian.com
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