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Today, businesses operate complex, distributed systems both in the cloud and on-
premises. They want these workloads to be resilient in order to serve their customers
and achieve their business outcomes. This paper outlines a common understanding for
availability as a measure of resilience, establishes rules for building highly available
workloads, and offers guidance on how to improve workload availability.
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What does it mean to build a highly available workload? How do you measure
availability? What can | do to increase my workload’s availability? This document will
help you answer these kinds of questions. It is divided into three major sections. The
first section, Understanding availability is largely theoretical. It establishes a common
understanding of the definition of availability and the factors that impact it. The second
section, Measuring availability, provides guidance on empirically measuring your
workload’s availability. The third section, Designing highly available distributed systems
on AWS is a practical application of the ideas presented in the first section. Additionally,
throughout these sections, this paper will identity rules for building resilient workloads.
This document is intended to support the guidance and best practices presented in the
AWS Well-Architected Reliability Pillar.

Throughout this paper, you will encounter a lot of algebraic math. The key takeaways
are the concepts this math supports, not the math itself. That said, it is also the intent of
this paper to present a challenge. When you operate highly available workloads, you
need to be able to prove, mathematically, that what you built is achieving what you
intended. Even the best designs built on good intentions might not consistently achieve
the desired outcome. This means you need mechanisms that measure the effectiveness
of the solution, and thus, some level of math is necessary in building and operating
resilient, highly available distributed systems.

This version has been archived.
Availability is one of the primary ways we can quantitatively measure resiliency. We

define availability, A, as the percentage of time that a workload is available for use. It's a
ratio of its expected “ug&mei (being availgble) to hﬁjtptal time being measured (the
¢ latest .

expected “uptime Bl testyvarsiamof, this document, visit:
_ uptime
~ uptime + downtime 1)

https://docs.aws.amazon.com/whitepapers/latest/
To better undersmmiitbibm@yumdeﬂlémhmpmmgui@gm@n@ﬁ downtime.
First, we wantgo&ilabiloty divdbb eyponehd mip Esvirigryeisilien déchtahthis mean

time between failure (MTBF), the average time between when a workload begins
normal operation and its next failure. Then, we want to know how long it will take to
recover after it has failed.
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We call this mean time to repair (or recovery) (MTTR), a period of time when the
workload is unavailable while the failed subsystem is repaired or returned to service. An
important period of time in the MTTR is the mean time to detection (MTTD), the amount
of time between a failure occurring and when repair operations begin. The following
diagram demonstrates how all of these metrics are related.

Availability Metrics

MTTR

MTBF

N
L4

Failure Resume Normal Failure time
Occurs Operations Occurs

The relationship between MTTD, MTTR, and MTBF

We can thus express availability, A, using MTBF, the time the workload isup, and
MTTR, the time the workload is down.

___MTBF
~ MTBF + MTTR )

And the probability the workload is “down” (that is, not available) is the probability of
failure, F.

This version has been archived.

F=1-4 ©)
Reliability is the ability orkload to do, the rig when requested, within the
specified responjp ﬂ'lq\lﬂ/ ﬁ?%é(t%ﬁﬁ.{%'an r’x %%chmmwgm(tad fail less

frequently (longer MTBF) or having a shorter repair time (shorter MTTR) improves its
availability.

Rule 1: Less frequent failure (longer MTBF), shorter failure detection
times (shorter MTTD), and shorter repair times (shorter MTTR) are the
three factors that are used to improve availability in distributed systems.
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Distributed system availability

Distributed systems are made up of both software components and hardware
components. Some of the software components might themselves be another
distributed system. The availability of both the underlying hardware and software
components affects the resulting availability of your workload.

The calculation of availability using MTBF and MTTR has its roots in hardware systems.
However, distributed systems fail for very different reasons than a piece of hardware
does. Where a manufacturer can consistently calculate the average time before a
hardware component wears out, the same testing can't be applied to the software
components of a distributed system. Hardware typically follows the “bathtub”.curve of
failure rate, while software follows a staggered curve produced by additional defects
that are introduced with each new release.?

Failure Rates Over Time for Hardware and Software

Burn In Normal Operation Wear Out

Failure Rate

N | k,

This version has been archived.

Time

’ —— Hardware Software ‘

For the latest version of this document, visit:
Hardware and software failure rates

Additionally, the software in distributed systems typically changes at rates exponentially
higher than hardware i r example, a standard magnetic.hard drive i
RftesiL(d Qi ot

ht e an
average annua égé ﬁ@!ﬁ%ﬁgtg ?;F& 0?6%0 o?w'}? .r{tperB&BS,rSﬂ %ﬁé}? can
mean a lifespan BV 182 Hy-9ngs EXPOLFEREOWBYEILERNSRA, potentially
longer.2 The rAY@HARILtYsAnd:Rexand-improvingrsesiliencshtmly, 3 s
years, as an example, Amazon might deploy more than 450 to 750 million changes to
its software systems.*
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Hardware is also subject to the concept of planned obsolescence, that is has a built-in
lifespan, and will need to be replaced after a certain period of time.> Software,
theoretically, is not subject to this constraint, it doesn't have a wear-out period and can
be operated indefinitely.

All of this means that the same testing and prediction models used for hardware to
generate MTBF and MTTR numbers don’t apply to software. There have been hundreds
of attempts to build models to solve this problem since the 1970s, but they all generally
fall into two categories, prediction modeling and estimation modeling.®

Thus, calculating a forward-looking MTBF and MTTR for distributed systems, and thus a
forward-looking availability, will always be derived from some type of prediction or
forecast. They may be generated through predictive modeling, stochastic simulation,
historical analysis, or rigorous testing, but those calculations are not a guarantee of
uptime or downtime.

The reasons that a distributed system failed in the past may never reoccur. The reasons
it fails in the future are likely to be different and possibly unknowable. The recovery
mechanisms required might also be different for future failures than ones used in the
past and take significantly different amounts of time.

Additionally, MTBF and MTTR-are averages. There will be some variance from the
average value to the actual values seen (the standard deviation, o, measures this
variation). Thus, workloads may experience shorter or longer time between failures and
recovery times in actual production use.

That being said, the availability of the software components that makes up a distributed
system is still important. EASMEESHOR RasherDsarchiNedscussed more in the
next section) and impacts the workload’s availability. Thus, for highly available
distributed systems, equal focus to calculating, measuring, and improving the availability

of software comppp"tHE MY EStNERTD I BF tHIE ABEBRIERESFTEREe

subsystems.

Rule 2: The availability of the software in your workload is an important
factor of your workload’s overall availability and should receive an equal
focus as other components.
AdVdIdVILLY=dITU=PuEYyUIIU-IITIPIUVIITY=1 SSIUCIILE. I
It's important to note that despite MTBF and MTTR being difficult to predict for
distributed systems, they still provide key insights into how to improve availability.

dWs



Amazon Web Services Availability and Beyond

Reducing the frequency of failure (higher MTBF) and decreasing the time to recover
after failure occurs (lower MTTR) will both lead to a higher empirical availability.

Types of failures in distributed systems

There are generally two classes of bugs in distributed systems that affect availability,
affectionately named the Bohrbug and Heisenbug.’

A Bohrbug is a repeatable functional software issue. Given the same input, the bug will

consistently produce the same incorrect output (like the deterministic Bohr atom model,
which is solid and easily detected). These types of bugs are rare by the time a workload
gets to production.

A Heisenbug is a bug that is transient, meaning that it only occurs in specific and
uncommon conditions. These conditions are usually related to things like hardware (for
example, a transient device fault or hardware implementation specifics like register
size), compiler optimizations and language implementation, limit conditions (for
example, temporarily out of storage), or race conditions (for example, not using a
semaphore for multi-threaded operations).

Heisenbugs make up the majority of bugs in production and are difficult to find because
they are elusive and seem to change behavior or disappear when you try to observe or
debug them. However, if you restart the program, the failed operation will likely succeed
because the operating environment is slightly different, eliminating the conditions that
introduced the Heisenbug.

Thus, most failures'in production are transient and when the operation is retried, it is
unlikely to fail again. To Thisversienhas b&ﬁl’hs&l‘&hiﬁéﬂbdfault tolerant to
Heisenbugs. We'll explore how to this can be achieved in the section Increasing
distributed system MTBF.

e latest version of this document, visit:
Availability w&lﬂ ée endencies

In the previous section, we mentioned that hardware, software, and potentially other
distibuted sy g 279 4 2raRa8 daOéemur gﬁ{?&ﬂfén@ﬁdags Pi?istcgggyone“ts
dependencies, th thngBMoPr wor o e%edm S on to‘Pro ts,tunctignality. There
are hard dependenlc si |c ﬁadeb ose st a our w?es can fu ction
without, and SOM d'epen('i cies whos unava| |ty can 0 unno?ce(for (')T'erated for
some period of time. Hard dependencies have a direct impact on your workload’s
availability.
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We might want to try and calculate the theoretical maximum availability of a workload.
This is the product of the availability of all of the dependencies, including the software
itself, (a,, is the availability of a single subsystem) because each one must be
operational.

A=a; Xa, X ..Xa, (4)

The availability numbers used in these calculations are usually associated with things
like SLAs or Service-Level Objectives (SLOs). SLAs define the expected level of service
customers will receive, the metrics by which the service is measured, and remediations
or penalties (usually monetary) should the service levels not be achieved.

Using the above formula, we can conclude that, purely mathematically, a workload can
be no more available than any of its dependencies. But in reality, what we typically see
is that this is not the case. A workload built using two or three dependencies with
99.99% availability SLAs can still achieve 99.99% availability itself, or higher.

This is because as we outlined in the previous section, these availability numbers are
estimates. They estimate or predict how often a failure occurs and how quickly it can be
repaired. They are not a guarantee of downtime. Dependencies frequently exceed their
stated availability SLA or SLO.

Dependencies may also have higher internal availability objectives that they target
performance against than numbers provided in public SLAs. This provides a level of risk
mitigation in meeting SLAs when the unknown or unknowable happens.

Finally, your workload miPhijsavepshers trais bererediichivaedbe known or don'

offer an SLA or SLO. For example, world-wide internet routing is a common
dependency for many workloads, but it's hard to know which internet service provider(s)

your global traffic_is using, whether they have SLAs, and how consistent they are across
providefs. For the latest version of this document, visit:

What this all tells us is that computing a maximum theoretical availability is only likely to
produce a rough order of magnitude calculation, but by itself is likely not to be accurate
or provide mcRERF fdogs. awsamazen comBvbitepapersiiatestigs that
your workload reﬂé!@ﬂ@lﬁdildéﬁﬂdtbewmd?limm @viamgrgesiléeme/ numbers less
than one multdvadlabiity-andaheyond<snproving-resilience.html

Rule 3: Reducing dependencies can have a positive impact on availability.
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The math also helps inform the dependency selection process. The selection process
affects how you design your workload, how you take advantage of redundancy in
dependencies to improve their availability, and whether you take those dependencies as
soft or hard. Dependencies that can have impact on your workload should be carefully
chosen. The next rule provides guidance on how to do so.

Rule 4: In general, select dependencies whose availability goals are equal
to or greater than the goals of your workload.

Availability with redundancy

When a workload utilizes multiple, independent, and redundant subsystems, it can
achieve a higher level of theoretical availability than by using a single subsystem. For
example, consider a workload composed of two identical subsystems. It can be
completely operational if either subsystem one or subsystem two is.operational. For the
whole system to be down, both subsystems must be down at the same time.

If one subsystem's probability of failure is 1. — a, then the probability that two redundant
subsystems being down at the same time is the product of each subsystem's probability
of failure, F = (1 — ay) X (1 — a,). For a workload with two redundant subsystems,
using Equation (3), this gives an availability defined as:

A=1-F
F=(0-a)Xx(1—-ay) (5)
. A=1-(Q—-a) .
This version has been archived.
So, for two subsystems whose availability is 99%, the probability that one fails is 1%

and the probability that they both fail is (1 —99%) X (1 — 99%) = .01%. This makes the
availability using ForrtHiedatesbueisionoPthis document, visit:

This can be generalized to incorporate additional redundant spares, s, as well. In
Equation (5) we only assumed a single spare, but a workload might have two, three, or

more spares gpep: 776‘6E§f%t%§52km’&ﬂh'§/'ﬁﬂ§i%ﬁﬂHE':%?TQ?&%‘?["S without
impacting availa it bt ey &?&W?ﬁﬁ%ﬁﬁﬂ%ﬂ%ﬁé@?es’ the
probability thah gl {lAE5i iKY Séiﬂﬂ“ﬁé?b‘i‘{&“‘f BVINgSreSitiehéd htm (1 — o

or (1 — «)3. In general, a workload with s spares will only fail if s + 1 subsystems fail.

For a workload with n subsystems and s spares, f is the number of failure modes or the
ways that s + 1 subsystems can fail out of n.
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This is effectively the binomial theorem, the combinatorial math of choosing k elements
from a set of n, or “n choose k”. In this case, k is s + 1.

k=s+1

n n!
(k) “k(n—k)

( n )_ n! (6)
s+ (s+Dl(n—(s+ D)

n!
TG+ (n—s—1)!

f

We can then produce a generalized availability approximation that incorporates the
number of failure modes and sparing.®

s = Number of spares

a = Availability of subcomponent
f = Number of failure modes
A=1-F=1-f(1-a)st?

(7)

Sparing can be applied to any dependency that provides resources that fail
independently. Amazon EC2 instances in different AZs or Amazon S3 buckets in
different AWS Regions are examples of this. Using spares helps that dependency
achieve a higher total availability to support the workload’s availability goals.

Rule 5: Use sparing to increase the availability of dependencies in a
workload.

However, sparindF@mth etlatest Baehsidttiofatbisrelostsrhe nanwisithe original
module, driving cost at least linearly. Building a workload that can use spares also
increases its complexity. It must know how to identify dependency failure, weight work

away from it to a healthy resource, and manage overall capacity of the workload.
https://docs.aws.amazon.com/whitepapers/latest/

Redundancy is agvaERIGT R YR dRTHpHEViRgIresiliesiaey can fail
more frequentyy AR BREGdalta-BaY A ATEFOU ftRPdaH CATE. IErLLCh © run.

There is a threshold at which adding more spares will cost more than the additional
availability they achieve warrants.
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Using our general availability with spares formula, Equation (7), for a subsystem that
has a 99.5% availability, with two spares the workload’s availability is A = 1 —

(1) (1 —.995)3 = 99.9999875% (approximately 3.94 seconds of downtime a year), and
with 10 spares we get A ~ 1 — (1)(1 —.995)! = 25.5 9's (the approximate downtime
would be 1.26252 x 10~ 1>ms per year, effectively 0). In comparing these two workloads,
we've incurred a 5X increase in the cost of sparing to achieve four seconds less
downtime a year. For most workloads, the increase in cost would be unwarranted for
this increase in availability. The following figure shows this relationship.

Effect of Sparing on Availability and Downtime
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Diminishing returns from increased sparing
At three spares aﬁg Egy%ﬁdl,qgee ?é‘gbﬁ?.%%’r%&ié%@% f!lssgc%ﬁ QP gxrgté’ct\e/zlcﬂj%wntime a
year, meaning that after this point you reach the area of diminishing returns. There
might be an urge to “just add more” to achieve higher levels of availability, but in reality,

the cost beneft§j§aNPAABCLCANEISHYa 2SN E B FWRItE P uid radags not provide
material, noticeagkgaq%mi@gmuabw9mgﬁ%p6m§%gﬂt@ngéylf has at least

a 99% availab{psilability-and-beyond-improving-resilience.html

Rule 6: There is an upper bound to the cost efficiency of sparing. Utilize
the fewest spares necessary to achieve the required availability.
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You should consider the unit of failure when selecting the correct number of spares. For
example, let's examine a workload that requires 10 EC2 instances to handle peak
capacity and they are deployed in a single AZ.

Because AZs are designed to be fault isolation boundaries, the unit of failure is not only
a single EC2 instance, because an entire AZ worth of EC2 instances can fail together.
In this case, you will want to add redundancy with another AZ, deploying 10 additional
EC2 instances to handle the load in case of an AZ failure, for a total of 20 EC2
instances (following the pattern of static stability).

While this appears to be 10 spare EC2 instances, it is really just a single spare AZ, so
we haven't exceeded the point of diminishing returns. However, you can be even more
cost efficient while also increasing your availability by utilizing three AZs and deploying
five EC2 instances per AZ. This provides two spare AZs with a total of 15 EC2
instances (versus two AZs with 20 instances), still providing the required 10 total
instances to serve peak capacity during an event impacting a single AZ. Thus, you
should build in sparing to be fault tolerant across all fault isolation boundaries used by
the workload (instance, cell, AZ, and Region).

CAP theorem

Another way that we might think about availability is in relation to the CAP theorem. The
theorem states that a distributed system, one made up of multiple nodes storing data,
cannot simultaneously provide more than two out of the following three guarantees:®

e Consistency: Every read request receives the most recent write or an error when

consistency can'tph ps3j@§fén has been archived.

e Availability: Every request receives a non-error response, even when nodes are
down or unavailable.

« Partition tfi@sdRertrtastewarsianQfthis-sloaesments Misibs an

arbitrary number of messages between nodes.

Most distributed systems have to tolerate network failures, and thus, network
partitioning hdstipise/Adoes.aws. arerarchat Sresbwhitépap eesflatestk a choice
between consisteveitabitityianiid-begondeinmprovitigoresilienéd)e workload
chooses availahiiilabilitiahyrdsbeyold-isaprewinyLrédilieivcdaitimtonsistent

data. If it chooses consistency, then during a network partition it would return an error
since the workload can’t be sure about the consistency of the data.

aws
10
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For workloads whose goal it is to provide higher levels of availability, they might choose
Availability and Partition tolerance (AP) to prevent returning errors (being unavailable)
during a network partition. This results in requiring a more relaxed consistency model,
like eventual consistency or monotonic consistency.°

Fault tolerance and fault isolation

These are two important concepts when we think about availability. Fault tolerance is
the ability to withstand subsystem failure and maintain availability (doing the right thing
within an established SLA). To implement fault tolerance, workloads use spare (or
redundant) subsystems. When one of the subsystems in a redundant set fails, another
picks up its work, typically almost seamlessly. In this case, spares are truly spare
capacity; they are available to assume 100% of the work from the failed subsystem.
With true spares, multiple subsystem failures are required to produce an adverse impact
on the workload.

Fault isolation minimizes the scope of impact when a failure does occur. This is typically
implemented with modularization. Workloads are broken down into small subsystems
that fail independently and can be repaired-in isolation. The failure of a module does not
propagate beyond the module. This idea spans both vertically, across differently
functionality in a workload, and horizontally, across multiple subsystems that provide the
same functionality. These modules act as fault containers that limit the scope of impact
during an event.

The architectural patterns of control planes, data planes, and static stability directly
support implementing fault tolerance and fault isolation. The Amazon Builders’ Library
article Static stability usiFHﬁSaVzﬂii‘ﬁiMBrhaﬁrh&ﬁﬂ g@ﬁﬂhiﬂﬁd}ns for these terms
and how they apply to building resilient, highly available workloads. This whitepaper
uses these patterns in the section Designing highly available distributed systems on

AWS, and we alsp sppRarEedaer (I8 BY¥ +his document, visit:

e Control plane — The part of the workload involved in making changes: adding,
resources, deleting resources, modifying resources, and propagating those

changes they are needed. Control p saret pic mor omplex
and he(j\}eirﬁgrz} %ocga‘g&sqg'ﬁz@%{]a p? S, an,&%?e ers! )(%s? afly more
likely to faﬂ‘éﬁ'& ‘iXW%P RYARd-improving- resilience

availability-and-beyond-improving-resilience.html
e Data plane — The part of the workload that provides the day-to-day business

functionality. Data planes tend to be simpler and operate at higher volumes than
control planes, leading to higher availabilities.

dWs
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e Static stability — The ability of a workload to continue correct operation despite
dependency impairments. One method of implementation is to remove control
plane dependencies from data planes. Another method is to loosely couple
workload dependencies. Perhaps the workload doesn’t see any updated
information (such as new things, deleted things, or modified things) that its
dependency was supposed to have delivered. However, everything it was doing
before the dependency became impaired continues to work.

When we think about impairment of a workload, there are two high-level approaches we
can consider for recovery. The first method is to respond to that impairment after it
happens, perhaps using AWS Auto Scaling to add new capacity. The second method is
to prepare for those impairments before they happen, maybe by overprovisioning a
workload’s infrastructure so that it can continue to operate correctly without needing
additional resources.

A statically stable system uses the latter approach. It pre-provisions spare capacity to
be available during failure. This method avoids creating a dependency on a control
plane in the workload’s recovery path to provision new capacity to recover from the
failure. Additionally, provisioning new capacity for various resources takes.time. While
waiting for new capacity your workload can be overloaded by existing demand and
experience further degradation, leading to “brown-out” or complete availability loss.
However, you should also consider the cost implications of utilizing pre-provisioned
capacity against your availability goals.

Static stability provides the next two rules for high availability workloads.

Rule 7: Don’t take dependencies on control planes in your data plane,
especially during recovery.

Rule 8: Loosely couple dependencies so your workload can operate
correctly despite dependency impairment, where possible.

https://docs.aws.amazon.com/whitepapers/latest/
As we saw earlicavatabidityoanddbeyendnimprnyingteesiliemeceibuted system
is difficult to dawailabitity-pidideeye nebiioaproyingvywesi iensehtarhore utility

is developing consistent ways to measure the availability of your workload.

The definition of availability as uptime and downtime represents failure as a binary
option, either the workload is up or it’s not.

aws
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However, this is rarely the case. Failure has a degree of impact and is often
experienced in some subset of the workload, affecting a percentage of users or
requests, a percentage of locations, or a percentile of latency. These are all partial
failure modes.

And while MTTR and MTBF are useful in understanding what drives the resulting
availability of a system, and hence, how to improve it, their utility is not as an empirical
measure of availability. Additionally, workloads are composed of many components. For
example, a workload like a payment processing system is made up of many application
programming interfaces (APIs) and subsystems. So, when we want to ask a question
like, “what is the availability of the entire workload?”, it's actually a complex and
nuanced question.

In this section, we’ll examine three ways availability can be empirically measured:
server-side request success rate, client-side request success rate, and annual
downtime.

Server-side and client-side request success rate

The first two methods are very similar, only differing from the point of view the
measurement is taken. Server-side metrics can be collected from instrumentation in the
service. However, they're not complete. If clients aren't able to reach the service, you're
unable to collect those metrics. In order to understand the client experience, instead of
relying on telemetry from clients about failed requests, an easier way to collect client-
side metrics is to simulate customer traffic with canaries, software that regularly probes

your services and.records metrics.

This version has been archived.
These two methods calculate availability as the fraction of total valid units of work that

the service receives and the ones it processes successfully (this ignores invalid units of

work, like an HTTP request that results in a 404 error). .
For the latest version of this document, visit:

_ Successfully Processed Units of Work
~ Total Valid Units of Work Received (8)

For a request IEERSLLARES AWSATAZIR SO/ YDt RARSESA S P  duest. For
event-based or AYRRARNEY-ARD-REYRRd; I MRLCYINGRSHIENGe/ ke
processing a m}ééé%la'&#w ﬁ'?ﬂéh@.yﬂmﬂéﬂw@waﬁﬁﬁﬂhfBcrﬁelamml in short

time intervals, like one-minute or five-minute windows. It is also best suited at a granular
perspective, like at a per API level for a request-based service. The following figure
provides a view of what availability over time might look like when calculated this way.
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Each data point on the graph is calculated using Equation (8) over a five-minute window
(you can choose other time dimensions like one-minute or ten-minute intervals). For
example, data point 10 shows 94.5% availability. That means during minutes t+45 to
t+50 if the service received 1,000 requests, only 945 of them were processed
successfully.

Individual API Availability

100.>—.\'/.—’\'ﬂ /—0—0\'/0—0—0—0—0—0
99.5
og | GO0 99:5% \ /
SLA 99%
B 98F
E
=
=97
>
<
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95
Sevl 95% \

Time
Example of measuring availability over time for a single API

The graph also shows the API’s availability goal, 99.5% availability, the service-level
agreement (SLA) it offerT hisversierdiasvhbeeitarahived.eshold for a high-
severity alarm, 95%. Without the context of these different thresholds, a graph of
availlability might not provide significant insight to how your service is operating.

We also want to fooabthie tatestaersion 0f thisadogumentrisitystem, like
a control plane, or an entire service. One way to do this is to take the average of each
five-minute data point for each subsystem. The graph will look similar to the previous
one, but will be representative of a larger set of mputs It also gives equal w: gght to all

u

subsystems tiHtRSIL/ AvsAmazeRcom/whiteRRRTSAIFeRELum ail of
the requests rec@vadlahilitycandrReyondsimpsovingrresi m&.ce to
calculate avaiR¥atlabHityrang-heyond-improving-resilience.html

However, this latter method might hide an individual API that has low throughput and
bad availability. As a simple example, consider a service with two APIs.

dWs
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The first API receives 1,000,000 requests in a five-minute window and successfully
processes 999,000 of them, giving a 99.9% availability. The second API receives 100
requests in that same five-minute window and only successfully processes 50 of them,
giving a 50% availability.

If we sum the requests from each API together, there are 1,000,100 total valid requests
and 999,050 of them are processed successfully, giving a 99.895% availability for the
service overall. But, if we average the availabilities of the two APIs, the former method,
we get a resulting availability of 74.95%, which might be more telling of the actual
experience.

Neither approach is wrong, but it shows the importance of understanding what
availability metrics are telling you. You might choose to favor summing requests for all
subsystems if your workload receives a similar request volume across each one. This
approach focuses on the “request” and its success as the measure of availability and
the customer experience. Alternatively, you might choose to average subsystem
availabilities to equally represent their criticality despite request.volume differences.
This approach focuses on the subsystem and each one’s ability as a proxy for the
customer experience.

Annual downtime

The third approach is calculating annual downtime. This form of availability metric is
more appropriate to longer-term goal setting and review. It requires defining what
downtime means for your workload. You can then measure availability based on the

number of minutes that the \fvorkload.was not in an “outage” cgndition relative to the
total number of minutes Thitis yexspervdas been archived.

Some workloads might be able to define downtime as something like a drop below 95%
availability of a single API or workload function for a one-minute or five-minute interval
(which-occurred iﬁ@feﬂ?‘&i@t@i&i\é@ﬂ@@&&ﬁ.% rﬁl@(ﬁlémﬁfr\ty Agsitder
downtime as it applies to a subset of critical data plane operations. For example, the
Amazon Messaging (SQS, SNS) Service Level Agreement for SQS availability applies

to the SQS S‘f‘lﬁb@:eﬁ%’c%?gvl\?sﬁlg%Qgclin.com/whitepapers/latest/

Larger, more corapiaid abikibyeamdgbieye ds improving+resit enaebility metrics.
For a large e-availalsi Hije-and<breyomt-imipicravinice sesitibmgdiletmbtomer
order rate. Here, a drop of 10% or more in orders compared to the forecasted quantity
during any five-minute window can define downtime.

dWs
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In either approach, you can then sum all periods of outage to calculate an annual
availability. For example, if during a calendar year, there were 27 five-minute periods of
downtime, defined as the availability of any data plane API dropping below 95%, the
overall downtime was 135 minutes (some five-minute periods might have been
consecutive, others isolated), representing an annual availability of 99.97%.

This additional method of measuring availability can provide data and insight missing
from client-side and server-side metrics. For example, consider a workload that’s
impaired and experiencing significantly elevated error rates. Customers of this workload
might stop making calls to its services altogether. Maybe they’ve activated a circuit
breaker or followed their disaster recovery plan to use the service in a different region. If
we were only measuring failed responses, the workload’s availability can actually
increase during the impairment, but not because the impairment improves or goes
away, but because customers just stop using it.

Latency

Finally, it's also important to measure the latency of processing units-of work within your
workload. Part of the availability definition is doing the work within an established SLA. If
returning a response takes longer than the clienttimeout, the perception from the client
is that the request failed and the workload is unavailable. However, on the server-side,
the request might have appeared to have been processed successfully.

Measuring latency provides another lens with which to evaluate availability. Using
percentiles and trimmed mean are good statistics for this measurement. They are
commonly measured at the 50th percentile (P50 and TM50) and 99th percentile (P99
and TM99). Latency sholibis: versien hascheens afﬁibiyﬁd&the client
experience as well as with server-side metrics. Whenever the average of some
percentile latency, like P99 or TM99.9, goes above a target SLA, you can consider that

downtime; which g ie T4 4a BPYRL P BT B S BELIRRent, visit:

Attps://docs.aws.amazon.com/whitepapers/latest/
availability-and-beyond-improving-resilience/
The previous greiilablitg-kacd-besjundoinips dviergipasitidinbdihaiiorkioads
and what they can achieve. They are an important set of concepts to keep in mind as
you build distributed systems. They will help inform your dependency selection process
and how you implement redundancy.
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We've also looked at the relationship of MTTD, MTTR, and MTBF to availability. This
section will introduce practical guidance based on the previous theory. In short,
engineering workloads for high availability aims to increase the MTBF and decrease the
MTTR as well as the MTTD.

Although eliminating all failures would be ideal, it's not realistic. In large distributed
systems with deeply stacked dependencies, failures are going to occur. “Everything fails
all of the time” ! and “you can't legislate against failure [so] focus on fast detection and
response.”?

What this means is that frequently you don't have control over whether failure happens.
What you can control is how quickly you detect the failure and do something about it.
So, while increasing MTBF is still an important component of high availability, the most
significant changes customers have within their control is reducing MTTD and MTTR.

Reducing MTTD

Reducing the MTTD of a failure means discovering the failure as quickly as possible.
Shortening the MTTD is based on observability, or how you've instrumented your
workload to understand its state. Customers should monitor their Customer Experience
metrics in their workload's critical subsystems as a way to proactively identify when a
problem occurs (refer to Appendix 1 —MTTD and MTTR eritical metrics for more details
on these metrics). Customers can use Amazon CloudWatch Synthetics to create
canaries that monitor your APIs and consoles to proactively measure the user
experience. There are anumber of other health check mechanisms that can be used to
minimize the MTTD, such as Elastic Load Balancing (ELB) health checks, Amazon
Route 53 health checks, Bhisrwersion has been archived.

Your monitoring also needs to be able to detect partial failures of both the system as a
whole and in your individual subsystems. Your availability, failure, and latency metrics
should use the diﬁ‘@ﬁsﬂﬂﬁll@tﬁ%ﬂ@ﬁﬂi%l&iﬁﬁb&r@%m&wﬁﬂéh metric
dimensions. For example, consider a single EC2 instance that is part of a cell-based

architecture, in the usel-azl AZ, in the us-east-1 Region, that is part of the workload’s

update API that js part of its control plane subsystem. en the server
metrce Canﬁ&égﬁﬁi S, %@%%;%@E%ﬁ{%ﬂ@%ﬁﬁgm
b

gslgz]s its
oy 451 AP R Sl Sl
dimensions toA¥Allakility-and-beyond-improving-resilience.html
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Reducing MTTR

After a failure is discovered, the remainder of the MTTR time is the actual repair or
mitigation of impact. To repair or mitigate a failure, you have to know what's wrong.
There are two key groups of metrics that provide insight during this phase: 1/Impact
Assessment metrics and 2/Operational Health metrics. The first group tells you the
scope of impact during a failure, measuring the number or percentage of the customers,
resources, or workloads impacted. The second group helps identify why there is impact.
After the why is discovered, operators and automation can respond to and resolve the
failure. Refer to Appendix 1 — MTTD and MTTR critical metrics for more information
about these metrics.

Rule 9: Observability and instrumentation are critical for reducing MTTD
and MTTR.

Route around failure

The fastest approach to mitigating impact is through fail-fast subsystems that route
around failure. This approach uses redundancy to reduce MTTR by quickly shifting the
work of a failed subsystem to a spare. The redundancy can range from software
processes, to EC2 instances, to multiple AZs, to multiple Regions.

Spare subsystems can reduce the MTTR down to almost zero. The recovery time is
only what it takes to reroute the work to the stand-by spare. This often happens with
minimal latency and allows the work to complete within the defined SLA, maintaining the

availability of the systemThiiS MGHS&GQMT&ESI)&QH@EM% as slight, perhaps
even imperceptible, delays, rather than prolonged periods of unavailability.

For example, if your service utilizes EC2 instances behind an Application Load Balancer
(ALB), you can cgﬂﬁm@ﬂé@mw&ﬁm@&m&@@Qﬂlaﬁﬁlmtséétﬁws and
require only two failed health checks before a target is marked as unhealthy. This
means that within 10 seconds, you can detect a failure and stop sending traffic to the
unhealthy host., In th| i se, the MTTR is effectl el same as the P/ITTD 7nce as

soon as the fal uw?é féda‘{v PE%?. / itepapers/latest

availabi |ty-an eyon -|mprovmg -resilience/
This is what hgiailalbitip-anch-ieyorsdriaipriay ingkiesibiereceyntmd achieve.
We want to quickly route around failure in the workload by quickly detecting failed
subsystems, marking them as failed, stop sending traffic to them, and instead send
traffic to a redundant subsystem.
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Note that using this kind of fail-fast mechanism makes your workload very sensitive to
transient errors. In the example provided, ensure that your load balancer health checks
are performing shallow or liveness and local health checks of just the instance, not
testing dependencies or workflows (often referred to as deep health checks). This will
help prevent unnecessary replacement of instances during transient errors affecting the
workload.

Observability and the ability to detect failure in subsystems is critical for routing around
failure to be successful. You have to know the scope of impact so the affected
resources can be marked as unhealthy or failed and taken out of service so they can be
routed around. For example, if a single AZ experiences a partial service impairment,
your instrumentation will need to be able to identify that there is an AZ-localized issue to
route around all resources in that AZ until it has recovered.

Being able to route around failure might also require additional tooling depending on the
environment. Using the previous example with EC2 instances behind an ALB, imagine
that instances in one AZ might be passing local health checks, but an isolated AZ
impairment is causing them to fail to connect to their database in a different AZ. In this
case, the load balancing health checks won'’t take those instances out of service. A
different automated mechanism would be needed to remove the AZ from the load
balancer or force the instances to fail their health checks, which depends on identifying
that the scope of impact is an AZ. For workloads that aren’t using a load balancer, a
similar method would be needed to prevent resources in a specific AZ from accepting
units of work or removing capacity from the AZ altogether.

In some cases, the shift of work to a redundant subsystem can't be automated, like the
failover of a primary to sdduislaretsionshasdeentarchivedoesn't provide its
own leader election. This is a common scenario for AWS multi-Region architectures.
Because these types of failovers require some amount of downtime to accomplish, can't
be immediately r?ersil and Jeave the Workloadg\%'ﬁ]lout redundanlg?/ fo\r/lasf)tqriod of

L .

time, it's importa t?orh g al% %%Yn%%lg&lg I&(ﬂ& Sr%@él

Workloads that can embrace a less strict consistency model can achieve shorter
MTTRs by using multi-Region failover automation to route around failure. Features like

Amazon S3 cl¥ -§E{(1{Qf@§)%ﬁmgzﬁe B\A‘HM@WBBS&?Q@E@%WM multi-
Region capabiliti§¥?r|F@@ﬂ'wéﬂﬂﬁn?@&%ﬁ%ﬁmm@‘cﬂﬂ9."5_3?(“&%6%( using a
relaxed consis¥Adlahititysand-hexandrimpendng-resitiensehtmlpuring
network failures that impact connectivity to stateful subsystems, if the workload chooses
availability over consistency, it can still provide non-error responses, another way of
routing around failure.

aws
19


https://aws.amazon.com/builders-library/implementing-health-checks/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-subnets.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-subnets.html
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://aws.amazon.com/dynamodb/global-tables/

Amazon Web Services Availability and Beyond

Routing around failure can be implemented with two different strategies. The first
strategy is by implementing static stability by pre-provisioning enough resources to
handle the complete load of the failed subsystem. This can be a single EC2 instance or
it might be an entire AZ worth of capacity. Attempting to provision new resources during
a failure increases the MTTR and adds a dependency to a control plane in your
recovery path. However, it comes at additional cost.

The second strategy is to route some of the traffic from the failed subsystem to others
and load shed the excess traffic that cannot be handled by the remaining capacity.
During this period of degradation, you can scale up new resources to replace the failed
capacity. This approach has a longer MTTR and creates a dependency on a control
plane, but costs less in standby, spare capacity.

Return to a known good state

Another common approach for mitigation during repair is returning the workload to a
previous known good state. If a recent change might have caused the failure, rolling
back that change is one way to return to the previous state.

In other cases, transient conditions might have caused the failure, in which case,
restarting the workload might mitigate the impact. Let's examine both of these
scenarios.

During a deployment, minimizing the MTTD and MTTR relies on observability and
automation. Your deployment process must continually watch the workload for the
introduction of increased error rates, increased latency, or anomalies. After these are

recognized, it should halgthe deployment process. .
9 Thi<VeNT6H H3EBeen archived.
There are various deployment strategies, like in-place deployments, blue/green

deployments, and rolling deployments. Each one of these might use a different

mechanism 9 1SR & aageSsTelE B g REtiaHE ik e

previous state, shift tra ue environment, or require mahual intervention.

CloudFormation offers the capability to automatically rollback as part of its create and

update stack rations, as does AWS CodeDeplo ogeDeploy al uppgrts
P %@% S: /Sd cs.awgrrrazvrrco%n% Cl1ﬂep pé/rsﬂ)aie%e?
blue/green and railing.d po¥men S . . .
availability-and-beyond-improving-resilience/

To take advaraag l@bitity-andsbepoand - priow g héEilie noeshitmdutomating
all of your infrastructure and code deployments through these services. In scenarios
where you cannot use these services, consider implementing the saga pattern with

AWS Step Functions to rollback failed deployments.
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When considering restart, there are several different approaches. These range from
rebooting a server, the longest task, to restarting a thread, the shortest task. Here is a
table that outlines some of the restart approaches and approximate times to complete
(representative of orders of magnitude difference, these are not exact).

Table 1 — Recovery methods

Fault recovery mechanism Estimated MTTR
Launch and configure new virtual server 15 minutes
Redeploy the software 10 minutes
Reboot server 5 minutes
Restart or launch container 2 seconds
Invoke new serverless function 100 ms

Restart process 10 ms

Restart thread 10 ps

Reviewing the table, there are some clear benefits for MTTR in using containers and
serverless functions (like AWS Lambda). Their MTTR is orders of magnitude faster than
restarting a virtual machine or launching a new one. However, using fault isolation
through software modularity is also beneficial. If you can contain failure to a single
process or thread, recovering from that failure is much faster than restarting a container
or server.

This version has been archived.

As a general approach to recovery, you can move from bottom to top: 1/Restart,
2/Reboot, 3/Re-image/Redeploy, 4/Replace. However, once you get to the reboot step,
routing around_fa#:.g?waéulzﬂli/easffg%rrg% a(glP %Lﬁdusala' &,{lwm%tmo%%-iﬁ:mm.utes).
So, to most quickly mitigafe impact aftér an attempted Testart, route arbund the failure,
and then, in the background, continue the recovery process to return capacity to your
workload.

" aw_ _ __ L ¥ N®_ __ KN M °x I _a_ _a '

Rule 10: Focus on impact mitigation, not problem resolution. Take the
fastest path back to normal operation.
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Failure diagnosis

Part of the repair process after detection is the diagnosis period. This is the period of
time where operators try to determine what is wrong. This process might involve
guerying logs, reviewing Operational Health metrics, or logging into hosts to
troubleshoot. All of these actions require time, so creating tools and runbooks to
expedite these actions can help reduce the MTTR as well.

Runbooks and automation

Similarly, after you determine what is wrong and what course of action will repair the
workload, operators typically need to perform some set of steps to do that. For example,
after a failure, the fastest way to repair the workload might be to restart it, which can
involve multiple, ordered steps. Utilizing a runbook that either automates these steps or
provides specific direction to an operator will expedite the process and help reduce the
risk of inadvertent action.

Increasing MTBF

The final component to improving availability is increasing the MTBF. This can apply to
both the software as well as the AWS services used to run it.

Increasing distributed system MTBF

One way to increase MTBEFE is to reduce defects in the software. There are several ways
to do this. Customers can use tools like Amazon CodeGuru Reviewer to find and
remediate common errors. You should also perform comprehensive peer code reviews,
unittests, integration teslaM&MEESIOBBas beenarchHYeare vefore it is
deployed to production. Increasing the amount of code coverage in tests will help
ensure that even uncommon code execution paths are tested.

Deploying smalleF ATahBS: aFestouRision of s desmentedisitaucing the
complexity of change. Each activity provides an opportunity to identify and fix defects
before they can ever be invoked.

Another appréHdiP& HEResAVSIBINAZER.comWhitapRRRFNAPIH:DS
engineering prog?¥@ikak H iy e ddheyendolrpeouingraeslieBssbry
procedures, aa¥adpbilitynandrhieyondsbapsion neyresilien gesbtivnbn.
Customers can use AWS Fault Injection Simulator as part of their chaos engineering
experiment toolset.
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Fault tolerance is another way to prevent failure in a distributed system. Fail-fast
modules, retries with exponential backoff and jitter, transactions, and idempotency are
all techniques to help make workloads fault tolerant.

Transactions are a group of operations that adhere to the ACID properties. They are as
follows:

e Atomicity — Either all of the actions happen or none of them will happen.
e Consistency — Each transaction leaves the workload in a valid state.

e |solation — Transactions performed concurrently leave the workload in the same
state as if they had been performed sequentially.

e Durability — Once a transaction commits, all of its effects are preserved even in
the case of workload failure.

Retries with exponential backoff and jitter allow you to overcome transient failures
caused by Heisenbugs, overload, or other conditions. When transactions are
idempotent, they can be retried multiple times without side effects.

If we consider the effect of a Heisenbug on a fault-tolerant hardware configuration, we'd
be fairly unconcerned since the probability of the Heisenbug appearing on both the
primary and redundant subsystem is infinitesimally small.2* In distributed systems, we
want to achieve the same outcomes with our software.

When a Heisenbug is invoked, it's imperative that the software quickly detects the
incorrect operation and fails so that it can be tried again. This is achieved through

defensive programming -laﬁ(ilgle}lgixgng Hqtiﬁsnﬁg@ﬁdmwga and output.

Additionally, processes are isolated and share no state with other processes.

This modular approach ensures that the scope of impact during failure is limited.
Processes fail ingsgprdfalja Y \FeVers e 8FEH A aarHarRsidityse
“process-pairs” to retry the work, meaning a new process can assume "the work of a
failed one. To maintain the reliability and integrity of the workload, each operation
should be treated as an ACID transaction.

//docs.aws.amazon.com/whitepapers latesé .
This allows a pro ess ol:;‘aL Wlthouctchrrftlngt e state oft Foa%(_kz) aborting the

transaction and ro n |¥ & e, IS al ow th recnover olcess to
retry the transactlonafrom 3’ kﬁown ge 8 state arPor res argg';'rgée uﬁy.cﬁﬁls IS how

software can be fault-tolerant to Heisenbugs.
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However, you should not aim to make software fault-tolerant to Bohrbugs. These
defects must be found and removed before the workload enters production since no
level of redundancy will ever achieve correct outcome.®

The final way to increase MTBF is to reduce the scope of impact from failure. Using
fault isolation through modularization to create fault containers is a primary way to do so
as outlined earlier in Fault tolerance and fault isolation. Reducing the failure rate
improves availability. AWS uses techniques like dividing services into control planes
and data planes, Availability Zone Independence (AZI), Regional isolation, cell-based
architectures, and shuffle-sharding to provide fault isolation. These are also patterns
that can be used by AWS customers as well.

For example, let's review a scenario where a workload placed customers into different
fault containers of its infrastructure that serviced at most 5% of the total customers. One
of these fault containers experiences an event that increased latency beyond the client
timeout for 10% of requests. During this event, for 95% of customers, the service was
100% available. For the other 5%, the service appeared to be 90% available. This
results in an availability of 1 — (5% of customers X 10% of their requests) = 99.5%
instead of 10% of requests failing for 100% of customers (resulting in a 90%
availability).

Rule 11: Fault isolation decreases scope of impact and increases the
MTBF of the workload by reducing the overall failure rate.

Increasing Dependency MTBFE .
_ _ Ql'r]-us version has been archived.
The first method to increase your AWS dependency MTBF is through using fault

isolation. Many AWS services offer a level of isolation at the AZ, meaning a failure in

one AZ does not affect the service in a different AZ.

For the latest version of this document, visit:
Using redundant EC2 instances in multiple AZs increases subsystem availability. AZI

provides a sparing capability inside a single Region, allowing you to increase your
availability for AZI services.
https://docs.aws.amazon.com/whitepapers/latest/

_Howe_ver, not fall ﬁésri\{ﬁz;_ Sﬂﬁgﬁe?&“%%’%mq X%gﬂr&m_% /egional |
isolation. In thb%:%"ﬁ%b‘ﬁﬁ@f- W£§%1§Hégi'%\\ﬁ£éﬂi%q p aff&o(!ha.lmlce doesn't

support the overall availabllity required for your ad; you might consider a multi-
Region approach. Each Region offers an isolated instantiation of the service, equivalent
to sparing.
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There are various services that help make building a multi-Region service easier. For
example:

e Amazon Aurora Global Database

Amazon DynamoDB global tables

Amazon ElastiCache for Redis — Global Datastore

AWS Global Accelerator

Amazon S3 Cross-Region Replication

Amazon Route 53 Application Recovery Controller

This document doesn't delve into the strategies of building multi-Region workloads, but
you should weigh the availability benefits of multi-Region architectures with the
additional cost, complexity, and operational practices they require to meet your desired
availability goals.

The next method to increase dependency MTBF is by designing your-workload to be
statically stable. For example, you have a workload that serves product information.
When your customers make a request for a product, your service makes a request to an
external metadata service to retrieve product details. Then your workload returns all of
that info to the user.

However, if the metadata service is unavailable, the requests made by your customers
fail. Instead, you can asynchronously pull or push the metadata locally to your service to
be used to answer requests. This eliminates the synchronous call to the metadata
service from your criticalfphi#s version has been archived.

Additionally, because your service is still available even when the metadata service is
not, you can remove it as a dependency in your availability calculation. This example is
dependent on thdE@kthgibatestnearsiamotidhistdecdaientenigiid that
serving stale metadata is better than the request failing. Another similar example is
serve-stale for DNS that allows data to be kept in the cache beyond the TTL expiry and

used for responses when a refreshed answer is not readj{y available.
https://docs.aws.amazon.com/whitepapers/latest/

The final methodatedikatrititycandidrey dhidFneprod nep-fes Hiewrcef/impact from
failure. As disgirsHA Bty -dVd<biéyehd bimprowwin ghessitierresrheatlf failure.

This is the effect of modularization; failure is contained to just the requests or users
being serviced by that container.
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https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://aws.amazon.com/route53/application-recovery-controller/
https://tools.ietf.org/id/draft-ietf-dnsop-serve-stale-04.html
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This results in fewer failures during an event which ultimately increases availability of
the overall workload by limiting the scope of impact.

Reducing common sources of impact

In 1985, Jim Gray discovered, during a study at Tandem Computers, that failure was
primarily driven by two things: software and operations.'® Even after 36 years later, this
continues to be true. Despite advances in technology, there isn't an easy solution to
these problems, and the major sources of failure haven't changed. Addressing failures
in software was discussed in the beginning of this section, so the focus here will be
operations and reducing the frequency of failure.

Stability compared with features

If we refer back to the failure rates for software and hardware graph in the Distributed
system availability section, we can see that defects are added in each software release.
This means that any change to the workload introduces increased risk of failure. These
changes are typically things like new features, which provides a corollary. Higher
availability workloads will favor stability over new features. Thus, one of the simplest
ways to improve availability is to deploy less often or deliver fewer features. Workloads
that deploy more frequently will inherently have a lower availability than those that do
not. However, workloads that fail to add features do not keep up with customer demand
and can become less useful over time.

So, how do we continue to-innovate and release features safely? The answer is
standardization. What is the correct way to deploy? How do you order deployments?
What are the standards testl ? How lgn you wait betyween, stages? Do your unit
tests cover enough of théQ 569(!'? ?F}Séjjﬁgeuggt Standardization will
answer and prevent issues caused by things like not load testlng, skipping deployment
stages, or deploying too quickly to too many hosts.

The way that you .85@.’?\8&%1:%%5?6% &)?n%%(ﬁ% a%%ﬁ%ﬂaﬁqt re\éhS es the

chance of human mistakes and lets computers do the thing they're good at, which is
doing the same thing over and over the same way every time. The way you stick

standardizatiqpRRd ) ABREAMRIAIRIZON. AT ﬁeﬂs PerapLEassg changes,
host access onlyatogwgBﬂ?{Vngﬁg_% Hatl‘?Fh WPHEH#@?H:&?FS for every
API, and so 03\8?&{3‘1 ?a all dﬁa 2 ‘ﬂ ”}%‘s‘iﬁ%f?&*'f&ﬁl{?ﬁam'a'

change. Establishing and cklng performance galnst goal helps drive cultural
change that will have a broad impact on workload availability. The AWS Well-
Architected Operational Excellence pillar provides comprehensive best practices for
operational excellence.
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Operator safety

The other major contributor to operational events that introduce failure are people.
Humans make mistakes. They might use the wrong credentials, enter the wrong
command, press Enter too soon, or miss a critical step. Taking manual action

consistently results in error, resulting in failure.

One of the major causes for operator errors are confusing, unintuitive, or inconsistent
user interfaces. Jim Gray also noted in his 1985 study that “interfaces that ask the
operator for information or ask him to perform some function must be simple, consistent,
and operator fault-tolerant.”'’ This insight continues to be true today. There are
numerous examples over the past three decades throughout the industry where a
confusing or complex user interface, lack of confirmation or instructions, or even just
unfriendly human language caused an operator to do the wrong thing.

Rule 12: Make it easy for operators to do the right thing.

Preventing overload

The final common contributor of impact is your customers, the actual users of your
workload. Successful workloads tend to get used, a lot, but sometimes that usage
outpaces the workload’s ability to scale. There are many things that can happen, disks
can become full, thread pools might get exhausted, network bandwidth might be
saturated, or database connection limits can be reached.

There is no failproof method to eliminate these, but proactive monitoring of capacity and
utilization through Operafigija Ve¥8i6RUIFa <D eEH S IR vEdngs when these
failures might occur. Techniques like load-shedding, circuit breakers, and retry with
exponential backoff and jitter can help minimize the impact and increase the success
rate, but these situations still represent failure. Automated scaling based on Operational

Health metrics cﬁ%@h&t@&&ﬁ@ MRKRIN afatihis doaunents \gsitaight not

be able to respond quickly enough to changes in utilization.

If you need to ensure the continuously available capacity for customers, you have to
make tradeoflothpsuAldoits. avvscasn azen.com Avhitepapersipatestibesn’t lead
to unavailability iavalabidityaan d+beyendtimpoowi ng: resilience/workload’s
capacity is sc@vaitalilitie a Atk<hé yonadenapdovinas-résitrenctohmslexceed
their quota, they get throttled, which isn't a failure and doesn’t count against availability.
You will also need to closely track your customer base and forecast future utilization to
keep enough capacity provisioned. This ensures your workload isn't driven to failure
scenarios through over consumption by your customers.18 1°
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For example, let’'s examine a workload that provides a storage service. Each server in
the workload can support 100 downloads per second, customers are provided a quota
or 200 downloads per second, and there are 500 customers. To be able to support this
volume of customers, the service needs to provide capacity for 100,000 downloads per
second, which requires 1,000 servers. If any customer exceeds their quota, they get
throttled, which ensures sufficient capacity for every other customer. This is a simple
example of one way to avoid overload without rejecting units of work.

We established 12 rules for high availability throughout this document.

dWs

Rule 1 — Less frequent failure (longer MTBF), shorter failure detection times
(shorter MTTD), and shorter repair times (shorter MTTR) are the three factors
that are used to improve availability in distributed systems.

Rule 2 — The availability of the software in your workload is an important factor of
your workload’s overall availability and should receive an equal focus as other
components.

Rule 3 — Reducing dependencies can-have a positive impact on availability.

Rule 4 — In general, select dependencies whose availability goals are equal to or
greater than the goals of your workload.

Rule 5 — Use sparing to increase the availability of dependencies in a workload.

Rule 6 — There 'S'Fﬁi?QFéPﬂtS‘H tﬁﬁlg E&éﬁfiaiiaemgfga?ring. Utilize the

fewest spares necessary.to achieve the required availability.

Rule 7 — Don’t take dependencies on control planes in your data plane,

especially dUngHEC Pt version of this document, visit:

Rule 8 — Loosely couple dependencies so your workload can operate correctly
despite dependency impairment, where possible.

Rule Shtfipsorydoiy. andsnainapariadomy avtifiep 5 cedytingEyTD and

MTTR. availability-and-beyond-improving-resilience/

Rule 18vailabilityrandr haypnshinpseviagasilitncedrbmle fastest

path back to normal operation.

Rule 11 — Fault isolation decreases scope of impact and increases the MTBF of
the workload by reducing the overall failure rate.
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Rule 12 — Make it easy for operators to do the right thing.

Improving workload availability is driven through reducing MTTD and MTTR, and
increasing MTBF. In summary, we discussed the following ways to improve availability
that cover technology, people, and process.

dWs

MTTD

©)

Reduce the MTTD through proactive monitoring of your Customer
Experience metrics.

o Take advantage of granular health checks for quick failover.

MTTR

o Monitor Scope of Impact and Operational Health metrics.

o Reduce the MTTR by following 1/Restart, 2/Reboot, 3/Re-image/Redeploy,
and 4/Replace.

o Route around failure by understanding scope of impact.

o Utilize services that have faster restart times, like containers and serverless
functions over virtual machines or physical hosts.

o Automatically rollback failed deployments when possible.

o Establish runbooks and operational tools for diagnosis operations and
restart procedures.

MTBF . . .

This version has been archived.

o Eliminate bugs and defects in software through rigorous testing before they
are released to production.

o ImplepgptRRPAEATG IS A 'BF YA @8 cument, visit:

o Utilize the right amount of sparing in dependencies to tolerate failure.

o Minimize the scope of impact during failures through fault containers.

o RS /dacs A amagon.som/whitepapers/latest/

availability-and-beyond-improving-resilience/

o DepigiikibHityoitideheysindinmeovifrgoresitiend ertattr
interfaces.

o Set goals for operational excellence.

29



Amazon Web Services Availability and Beyond

o Favor stability over the release of new features when availability is a critical
dimension of your workload.

o Implement usage quotas with throttling or load shedding or both to avoid
overload.

Remember that we will never be completely successful in preventing failure. Focus on
software designs with best-possible failure isolation that limits scope and magnitude of
impact, ideally keeping that impact below “downtime” thresholds AND invest in very fast,
very reliable detection and mitigation. Modern distributed systems still need to embrace
failure as inevitable and be designed at all levels for high availability.

The following is a framework for standardization in instrumentation and observability
that can help reduce the MTTD and MTTR during an event.

Customer Experience metrics. These metrics reflect that a service is responsive and
available to serve customer requests. For example, control plane latency. These metrics
measure error rate, availability, latency, volume, and throttle rate.

Impact Assessment metrics: These metrics provide insight into the scope of impact
during events. For example, the number or percentage of customers impacted by a data
plane event. Measures the number or percentage of things impacted.

Operational Health metrics. These metrics reflect that a service is responsive and
available to serve custor,i,i_zrequests. but ﬁcus s on commEn infra?tructure

subsystems and resourc 'l—soysraﬁﬁglg gij?(?eﬂﬁg%r& & Riization of your EC2

fleet. These metrics should measure utilization, capacity, throughput, error rate,
availlability, and latency.

For the latest version of this document, visit:

Contributors tﬁf@g’s???udg%gt.gwg%ehazon.com/whitepapers/ latest/
e Michael Havail dbilityaatud-eyondricop roving-resilizndeds
availability-and-beyond-improving-resilience.html
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Further reading

For additional information, refer to:

e Well-Architected Reliability Pillar

e Well-Architected Operational Excellence Pillar

e Amazon Builders' Library — Ensuring rollback safety during deployments

¢ Amazon Builders' Library — Beyond five 9s: Lessons from our highest available

data planes

e Amazon Builders’ Library — Automating safe, hands-off deployments

e Amazon Builders’ Library — Architecting and operating resilient serverless
systems at scale

e Amazon Builders’ Library — Amazon’s approach to high-availability' deployment

e Amazon Builders’ Library — Amazon’s‘approach to building resilient services

¢ Amazon Builders’ Library — Amazon’s approach to failing successfully
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