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loT 20t A2 ZEo| 2[5 HHUS LHEISLICL2 0| HF ZH2 I HAO|HEHIE (National Cyber Security

o
Centre)?t S22 HYEACH AHA e, £hY B otAQ] 2| HO| +FHEJASLICE O] 2M= 2H[AF 10T MEF 7HE,
Mz 3 a0jof 2HE ZE XS YLz "EAE S 2o §2-S fI% 137HK] 7H0| =2l S MAIZ LT,

ESHAMERZE 7HY 20 S4HQ HeF 0| S e = ARF XS] 2l or2hel M 7HX| = A F 2 sE S
JZotH, loT 2AXSOA of2ie 27 +20 24 =98 R0 A2 ZFYUCL 1) 7|2 F2(CIBE &=) 24
MEXZL B2 10T 2 B2, AHEALSO| LIZE Y= 8 HESHA| @Ot 22 X7t EY L) 2) Fd S7H X o
loT C|BFO|A, MB[A S 4 WEAS2 oY CIHIO| A, AMH|A, Wo| F oS SAISHL, 71 PoC(HE X[F)E 0,
HAlof ol2{eh F ot (X nH)0| EAE = UEF oLt 3) 2T EQ O YHO|E |FX|: 2ZELQ0] HHOIE= KAl
To5L7| 2/ 0 CIHO|A 7|50 X| &S FX| ROFOF ottt

HOHS HHEH 1070 EQH2 HEO| X[ M K| 7t £ 10 Q& L|CH EBH = L{ Q)
A& O|= 7|22 10Tt AOLE A|E[Of 2t F M EZS}H7|F(1S0), loT 2 HEH A
S, loT 20t9Z 2|3t BFE, 710| =Rl 2| ALY E 72 st Q& LTt

®  https://www.gov.uk/government/publications/secure-by-design/code-of-practice-for-consumer-iot-security &f =
19 0T EOHOf| CHSH SR BE S O|L| ME[ 20 CHSH 7H Q= 0| = & 25, Ol =3 E A = 22| H(NTIA, National Telecommunications and Information
Administration) 7FEF 2 1 https://www.ntia.doc.qov/files/ntia/publications/ iotsecuritystandardscatalog_draft_17.pdfOll A 22l 7H5.

20 https://www.itu.int/en/ITU-T/about/groups/Pages/sg20.aspx & 2.



https://www.gov.uk/government/publications/secure-by-design/code-of-practice-for-consumer-iot-security
https://www.ntia.doc.gov/files/ntia/publications/iotsecuritystandardscatalog_draft_17.pdf
https://www.ntia.doc.gov/files/ntia/publications/iotsecuritystandardscatalog_draft_17.pdf
https://www.itu.int/en/ITU-T/about/groups/Pages/sg20.aspx
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https://d0.awsstatic.com/whitepapers/compliance/NIST_Cybersecurity_Framework_CSF.pdf
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Lot YEE 4x 2 2EY SERE MH[A S5 YHQ, AWSE loT AH|AQ| EQtut N2 HO|H EZE {|sH]
AASH 7|22 210 20t X E CHELICHL AWSE 2 E S22 MH[AO| LB 2ot ZZMHAE LMo Z
MBS 2ot U SRH TS 0|X|= A 20 Olff E= MEAH SESte E¢ U2 E35t= O
Zost #e], 7l E G Mool ZutdE HItetL|C o|H Eo HOt #F T2 N A= AWSS| CHY et ™ &
T UYAL I=S LSS EOtofLet, M MH[AQ| £=FHFTI| LHof /iyt 2F EA ™ CHA O 2X HOtZS

B ZSt0Xt b= AWSS| 25t O|X|E EO|ELICE AWSE 08 229, 2t 371, Je2|n M & 20¥ 218 F,

I M EZE7|T(1S0, International Standards Organization) 27001,%> Z K| 7t E At Y | O| E| & Ot & F(PCl, Payment Card
Industry Data Security Standard)? 3 MH|AZX XS K| E 10(SOC, Service Organization Control Report)* 2 Z0| Z M| H S 2
QIFE =2 BE0 CHsh QIS E, 2HEd0| Fojt 48 S2tRE MH|[AE MISSLICH £t AWSE §3 EE
7189 7| A2 XYt O et AATH 2ot @7 AtetES S LT AWSE AMH| A0 "510] /B 0t= (high
watermark)'E H835t7| 20|, =& F 20| &280| o= 7|¥/SS EHHO|E AWS 2R E MH[AE AH85t=

RE DHS2 AWSYHOZ| 2 F S0t 2ot 2152 HE S oS & UFLCH

AWSE D0 A= S 7tsotl, E5oi0f ol 8 2o a7 AF0| g = U2 &

o

[shstn QELICE O] &
totn A& LICH AWS HE

NESH0], AWSE 14 =0 7|8t 7 E4+ T2 HAE MH|AE X|&EHoz F7
B Lo A= loT MB|A HEE= AWS & AIOIES| fd &4 Z2 AR 550 ASLICL>

22 |50 27001/27002= EE| {4 E S 2R Ot BFEO 2 B Q0| Hasts HOF 2T ALIE| 20 Mot H7| X0l (e HILE 7|Ho 2, S|AF S oY
WEE Ze|st= MAEQ H 2 SAlof et @7 AT B A E KN AISHD ACH 1SO 270182 SR EQ /R HE B0 ZFS = HH ALt SO
S E (PII, Personally Identifiable Information)Ofl &8¢t == =150 27002 ZHEE 0| LT 713

M RO EE 270028 7 ¥IO R 5|0 B8 222 0l Al

RIAS H BT S8 7| E 150 27002 MO MEOA CHER] 22

2t

5 AgFEL
.l

pS
HESEEUAREPIEZ 2T A S CHRY| I8 232l F7hFof U 223 X|HE| K A= O

2 G| O| B 2 2t E F(PCI DSS, Payment Card Industry Data Security Standard)2 PCl E.Qt # & 2| & 2| (https://www.pcisecuritystandards.org)Ofl A
Helste 5™ G2 2Rt EFE O 2, American Express, Discover Financial Services, JCB International, MasterCard Worldwide H Visa Inc. Of 2|sl & 2=l &
?/ ¥ 2|0|Ct pciDSSE= TONKE 2 MM, FSAH LA X MH|A SFAHE Za6t0] 7HE XAt G| O| B (CHD) R/ = 823t 215 H0|B(SAD)E ME,

- -O

—

Me| Ees dEste RE 7|22 20| B &It

24 AMH|A Z & #2[(Service Organization Controls) 2 11A{(SOC 1, 2, 3)= O|= X I A ZAL 7| 2H0]| CHSF 2T A& ZHAL |+ Attt 5 5t7] 9|H AOo|Ct,
O En MO CHot ZHAE =Xl 23 A M 3402(ISAE 3402) W O] =& Q13| A A& 2| (AICPA, American Institute of Certified Public Accountants): AT 801(0|
SSAE 16)0i| th2F A3 &I T

25 https://aws.amazon.com/compliance/services-in-scope & .
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