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This whitepaper helps Amazon Web Services (AWS) customers to implement their
Internet of Things (IoT) solutions with low-power wide-area network (LPWAN)
connectivity technologies. First, this paper provides customers with a decision
framework, to help them decide if LPWAN is the right choice for their 10T use case.
Then, it provides an overview of LPWAN connectivity technologies and their
capabilities, as well as implementation guidelines for implementing Narrowband Internet
of Things (NB 1oT), LTE-M, Long Range Wide Area Network (LoRaWAN), and Sigfox
connectivity for the 10T applications. Finally, a detailed description of NB-loT, LTE-M,
LoRaWAN, and Sigfox technologies is provided in the appendix.

This whitepaper is intended for technical architects, 10T cloud engineers, I0T security
architects, and embedded engineers.
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Amazon Web Services Implementing LPWAN Solutions with AWS loT

When building Internet of Things (loT) solutions on AWS, you have a broad choice of
wired and wireless connectivity options. For example, in the area of wireless
connectivity, you can choose from short range connectivity (for example, Bluetooth Low
Energy (BLE), Zigbee, or Z-Wave), a low-power wide-area network (LPWAN) (for
example, LoRaWAN, Narrowband Internet of Things (NB-1oT), LTE-M, or Sigfox),
cellular (for example, LTE Cat 4), and satellite. This broad range of choices allows you
to address specific requirements of individual use cases. It also introduces a certain
complexity in the selection process. Because choosing a specific connectivity option
can be costly to reverse (due to the impact on hardware design and procurement), a
special diligence is required when selecting connectivity technology.

This whitepaper focuses on LPWAN connectivity technologies. First, it will-‘help you to
decide if LPWAN connectivity technologies are appropriate for a specific use case.
Next, it provides you with information about the differences between individual LPWAN
technologies, allowing you to make better trade-off decisions. Finally; it provides you
with guidelines for implementing individual LPWAN technologies using AWS. The scope
of this whitepaper is illustrated in the following diagram:
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When building 10T solutions, a decision for any connectivity technology shall be based
on the requirements of the use cases and applications. The next section explores a
framework you can use to evaluate these requirements.

A key aspect in making the correct decisions regarding your choice of connectivity
technology is to understand connectivity requirements for your use case. After the
requirements are defined, these requirements can be mapped to the characteristics of
the available connectivity technologies. By performing this mapping, you can create a
short list of connectivity technologies for your use case. Based on that short list you can
decide if LPWAN connectivity technologies are a good fit for your use case.

Assessing use case requirements

When deciding for a connectivity technology for your use case, AWS suggests you
consider a technical fit, operational impact, and commercial impact as evaluation
criteria.

When evaluating a technical fit, AWS recommends analyzing the requirements of your
use case regarding:

e Device deployment locations, range, and coverage
e Battery life and power consumption
e Data rate and coni.rﬁunicational intel_rlval .
is Version has been archived.
e Device mobility, latency, and reachability

e Security and regulatory requirements

For operational Ew%régbﬁekp&ﬁgd}é%%lr%%&ﬁdtehIS document' visit:

e Ease of deployment

o Complpytigpst /ydddesaiws.amazon.com/whitepapers/latest/
For ciMplemantipg-lruanssedutians-withezaws/implementing-lpwan-

solutions-with-aws.html
e Costs of devices

e Recurring subscription fees

e Operational efforts
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This whitepaper focuses on the analysis of the technical impact. Operational impact and
commercial impact are out of scope for this whitepaper. The following sections describe
the technical fit requirements in detalil.

Evaluating technical fit

The purpose of technical fit evaluation is to ensure that a connectivity technology of
your choice fulfills technical requirements of your use-case. AWS recommends you
consider both imminent use-cases and also foreseen use-cases, which you expect to
arise as your loT solution evolves. This foresight of future use-cases is important,
because choices of connectivity technology typically impact the 10T device hardware
design, that may be costly to reverse. This section provides an overview of technical fit
requirements.

Deployment area requirements

Availability of LPWAN connectivity options can vary significantly depending on the
intended locations of your 0T device. If available in the intended location, public
LPWAN networks (for example, NB-10T/LTE-M networks, public LoRaWAN network, or
Sigfox) can be a feasible choice. In the areas where public LPWAN networks are not
available or are not economically feasible, an option to operate private LPWAN network
can be considered, for example using LoRaWAN technology. You will find more
information about building private LoRaWAN networks in the Implementing LPWAN IloT
solutions on AWS using LoRaWAN section of this document.

Range. indoor, and el RALHE SPeHREE

Whatever LPWAN connectivity technology you choose, your l1oT device will need an
intermediary to exchange data with the AWS Cloud or your edge device. For LPWAN
technologies, examples, of such intermediaries include a network operator cell tower or
LoRAWAN gater BT EPE LTS LY EESIOR. O NS AOUMERE NI devices
to send and receive data when kilometers away from a cell tower or a gateway. Another
example is an indoor 10T solution for food safety, where a few hundred meters of

distance (0 a g 07 RN MAASURYS AVRRU YRR g e use

45 implementing-lpwan-solutions-with-aws/implementing-lpwan-

For LPWAN, range requireméﬂ@rﬁﬂﬂﬁﬂﬂi&tbbmws)ﬂwmlloT device to send and
receive data with an expected quality of service with the specified distance to the cell
tower or a gateway. If your use case requires loT devices to send and receive data with
buildings or underground, then indoor and underground coverage requirements
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need to be considered. They refer to the expected ability of your 10T device to send and
receive data, when there are obstacles such as walls between device and cell tower, or
gateway.

LPWAN technologies are optimized for long-range transmission and indoor coverage
(for example, inside buildings or underground).

Wi-Fi technology provides standards that support significant transmission ranges and
indoor coverage. However, the power consumption of Wi-Fi devices can be higher than
power consumption of LPWAN devices. If you consider Wi-Fi for your loT solution, AWS
recommends that you exercise special diligence in the evaluation of battery life and
power consumption requirements described in the next section.

Battery life and power consumption requirements

Battery life requirements apply to loT use cases for device that operate from batteries.
For such use cases, it's important to define a needed duration of operation before
battery replacement or recharge is required. The duration of battery-based operation is
determined by the device’s power consumption and the battery capacity.

The device’s power consumption depends on used radio transmission technology and
device activity patterns. For example, devices that use LPWAN technologies such as
LoRaWAN, NB-IoT, LTE-M, and Sigfox can operate for years on the same low-capacity
battery (for example, AA/AAA or CR2032), assuming they only need to send and
receive data infrequently and can spend most of the time in an energy-efficient sleep

mode.
This version has been archived.
However, if your use case requires devices to constantly listen for incoming messages,

that would prevent devices from changing into the power saving model. That would
significantly reduce the patt ry life regardless of the used wireless connectiyity
technology. For X%JIE 5%&!\)’@'&%'&0@()9 5@%6&‘@5’1@&@#5%%}& incoming
and more frequently send outgoing messages, at a price of having an external power
source.

https://docs.aws.amazon.com/whitepapers/latest/
Data;rafted ﬂ&‘amﬂﬂz'é%‘"i‘%{h'{i&‘?{é’%ﬁ?ﬂﬁﬁw menting-lpwan-

Data rate describes the amount oltucFa% per‘ﬂ%g p%wgd an Ic!T device will need to

exchange with your application to fulfill the requirements of your use case. When
evaluating data rate, both uplink and downlink data rate requirements are considered.
The uplink data rate relates to the data your application is sending to the device for
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further processing. Examples of uplink data are sensor telemetry or video stream
content from a security camera. The downlink data rate relates to the data your
application is sending to the device. Examples of downlink data are device commands,
device configuration updates, and firmware updates.

The maximum data rate differs for each LPWAN. Examples include Sigfox with up to 0.1
kilobit/second, LoRaWAN with up to 5,47 kilobit/second, NB-IoT with up to 26
kilobit/second (downlink), and LTE-M (LTE Cat M1) with up to one megabit/second.
Consider that use of higher data rates tends to result in higher power consumption, and
shorter battery life.

Communication interval requirements describe how frequently your use case requires
the 10T device to send uplink or receive downlink. LPWAN technologies are used in use
cases with infrequent communication (for example, few times a day to few times a
week), while still maintaining context in the network for reachability. Using/less frequent
communication improves energy efficiency, allowing low-power operation, and longer
battery life.

Device mobility requirements

Device mobility requirements describe if your use case requires your lIoT devices to be
stationary or moving. In the case of IoT devices that are moving, the important
consideration is the area in which the devices are moving. If the 10T devices are
sending and receiving data during the movement, velocity of movement is also
considered.

In general, LPWAN techig SAe$TOH WSS aE IR el ivedE devices. However,

device mobility requirements.can have a significant influence to the selection of specific
LPWAN technology for your use case. Consult the descriptions of individual LPWAN

technologies in Appendix: Characteristics of LPWAN technologies to learn more about
their support for de@cdhediatest version of this document, visit:

Not only will device mobility impact the specific LPWAN technology used, but it will also
influence the decision to use private or public networks, because private networks are
usually constiatt@sd fdocsgwsmantazancamy/ whitepapesrsiatest/hobility
requirsmphbemeatiii g<pivansiso liti pnsawithvawsy implege enting Al jpwaned
to join a public network. solutions-with-aws.html

Finally, especially for use cases with cross-country mobility requirements, roaming
capabilities of the network operator shall be considered. For example, by using roaming
features of LTE-M and NB-IoT networks, IoT devices might establish connectivity in
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cross-country mobility scenarios. Similar concepts are also available for LoRaWAN and
Sigfox.

Latency and reachability requirements

Latency can be defined as an amount of time it takes for a data sent by a device to
arrive in a cloud application. For example, after a sensor measurement is performed by
an loT device, it should take no more than 10 seconds until this data can be processed
by the cloud application. For LPWAN technologies, latency varies between milliseconds
and a few seconds, depending on the selected LPWAN technology.

Reachability can be defined as the amount of time it takes until data sent by a cloud
application arrives at a device. For an example of reachability requirement, assume a
use case where an IoT device has an attached actuator (a device that is capable of
converting electrical signals into physical action, such as a relay for operating a power
switch). The cloud application will be used to activate the actuator (for example, a power
switch) on that IoT device. In this example, reachability is a duration until the command
from the cloud application arrives at the device and the power switch state is changed.
A possible requirement for reachability can be: the switch change command from the
cloud application shall arrive on the 10T device in less than 10 minutes.

If LPWAN connectivity is used-on a battery-operated device, there is a trade-off
between reachability duration and battery lifetime. This tradeoff is caused by the
mechanism of energy-efficient power saving mode most LPWAN technologies offer.
During power saving mode, power consumption is reduced, but devices are not capable
of receiving downlink data. The longer time 0T devices are in listening mode, the lower

the reachability.and the Kigher (6 RTSH RYSBTEN archived.

Cost requirements

Cost considerations for indiyidual connectjvity t logies are out of scope for this
whitepaper. Howg\%F W@SY E%@r\&'%ﬁ &?ﬂabﬁ QEJHEWEB'EOE’M%en

evaluating connectivity technologies:

e Device costs for 0T devices, and possibly necessary gateways
https://docs.aws.amazon.com/whitepapers/latest/

* IMBRARAR YL (WAL GRS WEHCH W iRl fementing-lpwan-
e Operating costs for softs@tbti@msoieith-aws.html
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Security and regulatory

AWS recommends that you define security requirements for your use case and evaluate
the connectivity technologies, in question, based on these requirements.

Note: Security evaluation of individual connectivity technologies is out of
scope for this whitepaper.

Comparing LPWAN connectivity technologies

The following table provides a short overview of the key characteristics of LPWAN
technologies covered in this whitepaper. Refer to Appendix: Characteristics of LPWAN
technologies for a detailed description of each mentioned technology.

Table 1 — LPWAN connectivity technologies

NB-loT LTE-M
Technology LoRaWAN (LTE Cat NB1) (LTE Cat M1) Sigfox
Range and ~5 km urban ~1 km urban ~1 km urban ~10 km urban
coverage ~20 km rural ~10 km rural ~10 km rural ~40 km rural
Support for Yes Limited Yes Yes
device mobility
Uplink latency Seconds 1.2-100 s <60 ms Seconds
(order of
magnitude) This version has been archived.
Data rate 0,3 (SF12)-5,47 < 66 kilobit/s 1 megabit/s 0.1 kilobit/s
(SF7) kilobit/s (uplink)
< 26 kilobi . . .
For the latest vemmgfthls document, visit:
Allow private Yes No No No (however,
networks customers can
https://docs.aws.amazon.com/whitepapers/latestfprioy their own
Battery life Years (wheolutionsawitheaws.htmirs (when Years
and power operating as a using eDRX and using eDRX and
consumption Class A device) PSM features) PSM features)
aws
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NB-loT LTE-M
Technology LoRaWAN (LTE Cat NB1) (LTE Cat M1) Sigfox
Maximum 11-242 bytes, 1,280 bytes 1,280 bytes 12 bytes (uplink)
payload size depending on recommended recommended 8 bytes
regional (downlink)
regulations and
spread factor
Support for Yes Yes Yes Yes
indoor and
underground
coverage
Reachability Depends on Depends on Depends on High (downlink
device class power saving power saving transmission
(high for Class A, model model allowed only
low for Class C)  configuration configuration during
(PSM/eDRX) (PSM/eDRX) 30 seconds after
uplink)
Licensed No Yes Yes No
spectrum
Maximum Depends on Unlimited Unlimited 140 per day
messages per regional (uplink)
day regulations of 4 per day
duty cycle (downlink)

This version has been archived.

A wireless connectivity technology is not a purpose by itself, but a means for achieving
a business goal fyontbedatestversionaf\this docuwment,visptementing
an loT solution, AWS suggests that you consider the following scenarios: device
provisioning, device authentication, telemetry ingestion, device commands, firmware

updates, and connectivity management. In this section

whereas they MRS (D@ FSRNMSIRMAZQBEHDHN

hese scenarios will be defined,

m%%mﬁéMation

guidaHOPRLRMERtNg iPwARSehHigns-with-aws/implementing-lpwan-
solutions-with-aws.html
e Device provisioning — This scenario refers to a mechanism that provides

unique device identities and configuration data to a device. Device provisioning is
also involved with ongoing maintenance, and eventual decommissioning, of
devices over time.

dWs
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e Device authentication — This scenario refers to mechanisms used to reliably
verify the identity of an 10T device, because I0T devices communicate with your
cloud application.

e Telemetry ingestion — An IoT device collects telemetry (for example, read-only
data) and transmits this data to an IoT application for further processing.
Examples of such data include sensor measurements or device health metrics.

e Device commands — An IoT application in the AWS Cloud must be capable of
sending commands to an IoT device remotely. Examples of such commands can
be a trigger for an actor connected to the device, a configuration update for the
device or a trigger to initiate a firmware update.

e Firmware updates — A capability to remotely update firmware on loT devices is
critical in ensuring the security and adding new capabilities to your 10T solution.

e Connectivity management — This scenario refers to the capability of your
device software to configure, establish, and manages a wireless connection.

Integration with AWS Partners

Some implementation patterns mentioned in‘this whitepaper describe an integration
between a customer’'s AWS account and AWS Partner accounts. If you need to provide
an AWS Partner with access to AWS resources in your account, AWS recommends
using AWS Identity and Access Management (IAM) roles with external IDs to delegate
access from your AWS resources to an AWS Partner account. This recommendation
applies with no exception to all examples for partner integration you will find in the
following chapters. For dERis vekstenhas hesnarduyed. cxiermal IDs in the
IAM user guide, refer to Creating a role to delegate permissions to an IAM user and
How to use .an external ID when granting access to your AWS resources to a third party.
If a connection bgt\%getnq el%ﬁ'ecgvi\éggsnlg rAlvgg Fohrlécgreo grlil po?nrtl:[é rYoItS g(:a'cured (for
example through TLS, Datagram Transport Layer Security (DTLS), or virtual private
network (VPN)), an additional security consideration is necessary. For example, such a

_situation _C0U|@|Iﬁfi§_§:7fc¥9f!§’.%'ﬁl§$§?ﬁﬁmj@@ﬁﬁmﬁﬂ%ﬁwh‘tb@fﬁ as an
intern pqjlErReR bifrglBWRAL SSURT SRYLRI ERCA RS ARTplemEe iy Up warR- To
ingest messages between softys¥615oRRUAAS-AWLSIPIRR[ 'S AWS account to AWS

loT Core, AWS recommends always using AWS |oT Data Plane application
programming interfaces (APIs) authorized by IAM mechanisms.
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loT solutions using NB-IoT and LTE-M technologies often use resource-constrained
battery-operated devices. For such devices, use of connection-based protocols such as
MQTT and HTTP might unnecessarily decrease battery life or increase implementation
complexity.

As opposed to MQTT and HTTP, connectionless protocols such as Constrained
Application Protocol (CoAP) or User Datagram Protocol (UDP) offer higher energy
efficiency and can reduce implementation complexity on the 10T device. Because of
these benefits, telemetry ingestion and device commands for resource-constrained
battery-operated NB-loT and LTE-M devices are often implemented using UDP and
CoAP protocols. You will find a detailed description for various implementation
approaches in the Implementing LPWAN loT solutions with UDP and.Implementing
LPWAN loT solutions with CoAP sections of this document.

When using LTE-M with a non-constrained-device or a device without long battery
lifetime requirements, also MQTT and HTTP protocols shall be considered. You will find
further information about using MQTT and HTTP protocols in the Implementing LPWAN
|oT solutions with MQTT section of this document.

The following sections introduce User Datagram Protocol (UDP) and Constrained
Application Protocol (CoAP) and then provide guidelines for their implementation with
AWS loT.

This version has been archived.

Implementing LPWAN IoT solutions with UDP

User Datagram Protocol (UDP) is a lightweight protocol based on a principle of a
connectionless chidhthedatastvension af thBistlaguRRRR, (MSitor/P is a
protocol stack allowing an optimization of power consumption (for example, for use
cases requiring longer device battery duration).

UDP, by itselthttps:/ddocsiawssamazon: coryfwhitepapersflatest/mation
exchdm@ lemventingebhpwaisiolutivnsswithdaws impbeme ntingelpaaien.
An example of such a measursdd titicasrawito-ashtenlrity protocols such as
DTLS.

When implementing 10T solutions using UDP, further characteristics need to be
considered. A transmission using UDP is not reliable, because UDP does not include

aws
10
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acknowledgement or retransmission mechanisms. In rare cases, UDP messages can
be duplicated (for example, by network hardware components such as routers).

Transmission using UDP is not ordered. If several messages are sent to a recipient, no
specific order of arrival can be guaranteed. If your 10T solutions requires guaranteed
transmission of messages, deduplication, or message ordering when using UDP,
appropriate mechanisms need to be developed on the application layer.

This whitepaper describes an approach on how to ingest UDP communication from a
microcontroller unit (MCU) device to an AWS loT Core MQTT topic. An important
consideration when using UDP or CoOAP/UDP is securing a communication in terms of
implementing reliable authentication of the device in the cloud, confidentiality of
communication between the device and the cloud, and integrity of exchanged data.
Another consideration is to decide which capabilities to build and operate (such as,
make approach) and which capabilities to source (such as, buy approach”).

There are three implementation patterns which provide different approaches regarding
these considerations:

e Telecommunications (telco)-provided fully integrated solution
e Customer-operated solution secured by Telco-provided VPN
e Customer-operated solution secured by DTLS

The following figure provides.an overview of these patterns:

. Device Telco provider E Customer's AWS account

Implementation — UDP/ IP JSON (enriched with
pattern 1: ) Encapsulate device identity)

E * " binary payload “ " (\
Telco-provided fully — Cellular in JSON Integration using @
integrated solution = network AWS loT APIs

UDP Client AWS loT Core
Implementation Device Telco provider Customer’'s AWS account
pattern 2:

UDP server
Custo_mer-operated — () > N JSON /
solution secured by UDP/ IP ‘E‘ UDP/IP L @ TLS (\-\
VPN . . > <o 1M >
£=7 Cellular | Site-to-Site VPN IJE] Be® P
UDP Client network VPN endpoint .
VPN endpoint  AWS Fargate AWS loT Core
Implementation Device Telco provider ' Customer’s AWS account
attern 3:

P ~ UDP server
Customer-operated @ JSON /
solution secured by 7, DTLS / UDP/ IP DTLS/UDP/IP TLS
DTLS \./ < — ,, @) < > (@

UDP Client Cellular Public internet @

network
AWS Fargate AWS loT Core
Patterns for implementing IoT solutions with AWS using UDP protocol
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Pattern 1: Telco-provided fully integrated solution

Device Telco provider Customer's AWS account
= UDP/ IP JSON (enriched with
(o) Encapsulate device identity) m
< »| . - 1 d
@ Cellular blrl?rl;yj[sagyhlload Integration using @
\‘-"{ network AWS IoT APIs
UDP Client AWS loT Core

Architecture of a fully integrated solution provided by the telco

In this pattern, the telco provider is operating a UDP endpoint. The customer’s devices
target this endpoint for ingesting the payloads using UDP. Telco’s software component
then encapsulates the binary payload from the UDP message into a JSON format.
Finally, the telco will ingest the payload into the customer’s AWS account. A deployment
of an AWS CloudFormation template into the customer’s account is typically necessary
for the integration between telco’s infrastructure and customer’'s AWS account.

Device-side considerations

For the purpose of device authentication, international mobile equipment identity (IMEI)
or international mobile subscriber identity (IMSI) numbers are typically used. The
telecommunication provider will offer an option to'enrich this authentication data when
ingesting messages into the customer’s account.

For the purpose of telemetry ingestion using UDP, customers can use a UDP library
available on their MCU. When using FreeRTOS, customers can refer to Sending UDP
Data examples. Before ingesting UDP data, customers need to configure a UDP
endpoint and port supplied by their telecommunication provider.

This version has been archived. _
To send data to the device for the purpose of command processing, the implementation

varies depending on the telecommunication provider. When using FreeRTOS,
customers can refer to Receiving UDP Data examples.

For the latest version of this document, visit:
Cloud-side considerations

Key considerations for an implementation on the cloud side are integration between

e SRS JEBE BR8 SrSen BT A apers iy
imp ementlng lpwan solutlons-W|th-aws/|mplementlng-lpwan-
For an integration between telso tutiorsewétls-avwsuhtnelco will ingest the incoming
payload from the device into customer’s account AWS loT Core. A possible
implementation pattern for the ingestion is an invocation of an AWS loT Core service
API (for example, Publish action of AWS IoT data API) in the customer’s account by the

telco provider. To give telco provider access to AWS resources in your account, AWS
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recommends using IAM roles with external IDs to delegate access to your AWS
resources to the telco’s AWS account.

The payload binary decoding is necessary, because the telecommunication provider will
encapsulate the device’s binary UDP payload into a JSON message, without performing
binary decoding. After the telco ingests the JSON message into the customer’s account,
binary decoding is performed. To implement binary decoding, customers can use the
AWS loT SQL aws lambda function in AWS IoT rules.

For integration of decoded payload with other AWS services, the recommended
approach is to use AWS 1oT rules and AWS IoT rule actions.

Useful resources

Refer to the following resource for further details:

e Automated Device Provisioning to AWS loT Core Using INCE Global SIM

Pattern 2: Customer-operated solution secured by Telco-provided
VPN

Device Telco provider Customer's AWS account
UDP server

=~ oY JSON /

A RO = VO o= o [
- 7] : N

A Cellular Site-to-Site VPN Tg®

UDP Client network VPN endpoint .
VPN endpoint  AWS Fargate AWS loT Core

ArchitectThisarersishobrayel ediica rehived. PN

In this pattern, the customer is operating a solution for ingesting UDP payloads for the
customer’s loT devices. The solution can be built by the customer, the AWS Partner,

or—if available—Fgfrqdgdroatvstia/eraionniskitiiordottiment, visit:

To secure confidentiality and integrity of the communication between the
telecommunication provider and the customer’s account, some telecommunication

provider, a SifgeigsSilf/ MRl LAWS IS 261 COIR MHItRDRIDEFS/ 3t sty
custopsihl Al errrRy NP WS {Fions-with-aws/implementing-lpwan-

Cloud-side considerations solutions-with-aws.html

In this pattern, the customer is operating a solution for ingesting UDP payloads for the
customer’s loT devices. The solution can be built by the customer, the AWS Partner
or—if available—sourced from the telecommunication provider.
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Key features of this solution are payload binary decoding, ingestion to AWS IoT Core,
and integration with other AWS services. The payload binary decoding is necessary,
because the devices will place a binary payload into UDP for energy efficiency reasons.
During payload binary decoding, a transformation from a binary representation of
payload into, for example, JSON takes place. For further processing, an ingestion to loT
Core MQTT topic or AWS IoT rule can be performed. After the payload arrives on loT
Core MQTT topic or AWS IoT rule, it can be simply integrated with more than 20 AWS
services supported by AWS IoT rules.

To ingest messages to AWS loT Core, the recommended approach is to use AWS IoT
Data plane APIs authorized by IAM mechanisms.

The same software component can also support downlink communication to the
devices. For example, this software component can be designed to attach downlink
payload data to the UDP response to uplink message (piggybacking mechanism). The
source of the downlink data can be AWS IoT Device Shadow or a database such as
Amazon DynamoDB. The following figure illustrates this approach:

Customer’s AWS account
|
Device E:I?}BinarleDP to
JSON/MQTT
Binary in UDP conversion JSON in A
request MQTT Ej
sendto() > | recvfrom()  publish() Q >
~ AWS loT core
= topic
= UDP Server
UDP Client Binary in UDP
response oy
recvfrom() |« P sendto() APl |[¢——— or
AWS loT

Database
device shadow

Example architecture for processing UDP datagrams with AWS

Device-sid ideratj ;
SVICeSI% https:7/docs.aws.amazon.com/whitepapers/latest/

For deistavi@ntiingelp Wa AUSBIIRI 6AR LA tALEMBYIRTPLéHENtHY ApwanY.
For the purpose of telemetry .@%@E.BWE'%\Q’GB@MME% can use a UDP library

available on their MCU. When using FreeRTOS, customers can refer to Sending UDP
Data examples. Before ingesting UDP data, customers need to configure a UDP
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endpoint and port pointing to the DNS record or Elastic IP address of the UDP server in
their AWS account.

To send data to the device for the purpose of command processing, customers have
multiple options. One possible option is to use the piggybacking mechanism as
described in the To secure confidentiality and integrity of the communication between
the telecommunication provider and the customer’s account, some telecommunication
provider, a Site-to-Site VPN between the telecommunication provider and the
customer’'s AWS account is established.

Cloud-side considerations section of this document. That mechanism improves energy
efficiency, but might introduce longer reachability times. Another option is to send data
to device by addressing the devices by their internal IP addresses in the
telecommunication provider’s network. When using this option, devices should operate
a UDP server to be capable to process incoming UDP. This approach reduces
reachability times, but using this approach can increase power consumption on the
device.

Useful resources

Refer to the following resource for further details:

e Using a Telefonica Data Bridge-to.-Connect Narrow:Band IoT Devices to AWS
loT Core

Pattern 3: Customer-operated solution secured by DTLS

Device Telco provider Customer's AWS account

~ UDP server
=

DTLS / UDP/ IP DTLS/UDP/IP TLS

= _DTLS/UDP/IP | B /UDP/IP oy (s, (@

UDP Client Cellular Public internet Te®
network
AWS Fargate AWS loT Core

Architecture of a customer-operated solution secured by DTLS

DTLS is a protidpsufitd ees. awssamazev.coonwhitepapersHiatest/n terms of
devicérphbemienting:d plvanisiolutionsewith TawsfiraplementingFlpwanror
use with UDP is defined in RFSel4tionsewitin@we.Btmé payload of underlying
UDP messages remains unchanged. Consequently, DTLS-based communication shows
the same characteristics as UDP: best effort delivery without built-in acknowledgement
and retry mechanisms, no guarantee for ordering of messages, and the possibility for
duplicated messages. DTLS supports pre-shared secret, certificates and raw public
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keys as credentials. When using DTLS, a secure storage of pre-shared secret and
certificates is an important precondition to avoid impersonation attacks.

Use of DTLS might have several benefits. First, the communication from the 10T devices
to the customer’'s AWS account can be secured in terms of confidentiality and integrity
without needing to rely on the telecommunication provider’s VPC peering or VPN
solutions described in Pattern 2. This might simplify switching telecommunication
providers or using multiple telecommunication providers. Second, DTLS provides an
effective way of securing the device authentication. By associating the pre-shared
secret or certificate of an I0T devices with the device identifier, the cloud application is
able to verify the identity of the device.

However, when using DTLS, the aspects of increased energy consumption and
credential management need to be considered. When using DTLS, additional
operations need to be performed on the 10T device to encrypt the outgoing messages
and decrypt the incoming messages. These operations will result in an increase of
energy consumption compared to sending unencrypted UDP payloads as described in
the other discussed patterns. Increased energy consumption can reduce the battery
lifetime of the 0T devices. Another aspect to consider is credential management (for
example, an approach for provisioning, storing, and rotating the DTLS credentials on
the loT devices).

Device-side considerations

For device authentication, you can use DTLS.

Cloud-side considerations

_ his version has been archived.
Inithis pattern, the customer is operating a solution for ingesting DTLS-encrypted UDP

payloads for the customer’s [oT devices. The solution can be built by the customer or
AWS Partner. A key component of this solution is software which receives incoming
UDP messages, hondthealatestivacsion @f thisodecisagntn visitiecoding of
message payload, and forwards the payload for further processing to AWS loT Core
MOTT topic or AWS IoT rule. To ingest messages to AWS loT Core we recommend to
use AWS |oT Data plane APIs authorized by IAM mechanisms. After the payload

arrives on IONBQMQQ?%Mﬂmmﬁ@méﬁfhﬁ%%mnﬁ[é@%ﬁé Ayith more
than JPRkemMentingslpwanssolutiens with-aws/implementing-lpwan-

solutions-with-aws.html
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Implementing LPWAN loT solutions with CoAP

This section first provides an overview of the architectural considerations for an
implementation of a CoAP-based loT solution. It then describes typical implementation
patterns that AWS customers can use to implement CoAP-based IoT solutions.

Introduction to CoAP

CoAP is an application layer protocol that was purpose built for constrained devices. It
has low overhead and allows simple implementation on loT devices. For example, the
smallest size of the CoOAP message is four bytes, if omitting tokens, options, and
payload. Using CoAP, you can implement HTTP-like request/response patterns.
Because CoAP is based on UDP, implementation using CoAP is more energy-efficient
then when using MQTT or HTTP. You will find a specification of CoOAP in REC 7252.

COoAP client and server

Depending on use case requirements, an IoT device can act as a CoAP client, a CoAP
server, or both. Battery-operated LPWAN devices will act as a CoAP client for the
purpose of reduction of energy consumption. A mainline-operated LPWAN device can
also act as a CoAP server.

CoAP resource model

COAP is based on a resource model. A resource, in the context of COAP, is a logical
container on the CoAP server. Each CoAP resource is mapped to a Unigue Resource

Identifier (URI). A CoAPﬁ.ﬁ)é.lrﬁ%i,ﬁkﬁqrﬁiatg Hé%:ﬁ ?ré,l.mpé&nd query. An

example CoAP URI is coaps: //host :port/path/to/resource?key=value. TO

interact with resources, CoAP supports methods such as GET, PUT, POST, and
DELETE with semantics and return codes similar (but not identical) to HTTP.
For the latest version of this document, visit:

Confirmable and non-confirmable requests

CoAP supports both confirmable and non-confirmable requests. When using

confirmable re¢fttesss/ fbdes/dnWeam a2 shacsmywohitdpa persiatesgh
aCknmﬁéﬁﬂm@WI%lmWWﬂﬁﬁﬁﬁéﬁﬁéﬁﬁﬁi’gﬂbwi“
the payload sent by the servergg|igeid A3CWHFEHLSWIHERTP!e messages to deal with

the packet loss. If COAP client does not receive an acknowledgement from the server,
the CoAP client can perform a retry.
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The following figure shows examples for common patterns of using both confirmable
and non-confirmable requests. For the requests from the CoAP client to the CoAP
server, the figure specifies a CoAP method (for example, POST), URI-path (for
example, /temperature), type of message (CONfirmable or NON-confirmable), and—
where applicable—payload (for example, “36.6”). For the responses from the CoAP
server to the CoAP client, the figure specifies the response code (for example, 2.05
which means “Content”) and—where applicable—payload.

loT Device AWS cloud
ITHIT] P~
Non-confirmable request go z E POST /ftemperature, “36.6" (NON) E
TTTTT > &
CoAP Client CoAP Server

POST /temperature, “36.6" (CON)

L1 P~
Jo[)zE >
Confirmable request with 3 & E E
acknowledgement TTTTT =7
CoAP Client
ACK 2.05 CoAP Server
T GET /configuration (CON)
ofjlz

Confirmable request with
response piggybacked in T
acknowledgement

«E»

LLLLL

A

CoAP Client

ACK 2.05, “configkey1=value1” CoAP Server
GET /configuration (CON)
Confirmable request with TTIT) > a
immediate acknowledgement J0(|ZF <
and separate response 3 = ACK E
TTTTT 4
CoAP Client _  CON, “configkey1=value1” CoAP Server
ACK g
|mplementlng-lpwan-solutlons-wlth-aws[|mplementlng-lpwan-
soluvitéé ASCAAtHeawesthtml

As mentioned previously, an 10T device can act as a CoAP client, COAP server, or both.
For the use case of telemetry ingestion from battery-operated LPWAN devices, the 0T
device will act as a CoAP client.
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Block-wise transfer mode

Normal CoAP messages are restricted in size and typically used for small payloads,
such as measurements from the sensors or commands to the actuators. The size
restriction results from factors such as maximum UDP datagram size or maximum MTU
size enforced by cellular network operators. To enable applications to transfer larger
amounts of data (for example, for the purpose of firmware updates), CoOAP supports
block-wise transfer mode as specified in REC 7959. Block-wise transfer mode is
applicable to both CoAP requests and CoAP responses.

In the following example, a payload with the size of 384 bytes needs to be sent from the
server to the client, over a connection limiting the maximum payload size per UDP
datagram to 128 bytes. CoAP client performs a GET request, and CoAP server sends
three blocks of 128 bytes each.

loT Device AWS cloud
GET /firmwareupdate (CON)

v

LLLLL

LI

A

P~
ACK 2.05, Part 0, more available, 128 bytes E
~r

LLLLL

UL

CoAP Client ACK 2.05, Part 1, more available, 128 bytes CoAP Server

A

ACK 2.05, Part 2, no more available, 128 bytes

Thiswversieonrhascdbeentardhived.

Encryption in transit and device authentication
CoAP provides npigettrpditederversiginrof thisitdwcintirairt Gisites for

device authentication. For the purpose of encryption in transit and device authentication,
DTLS can be used. You will find more details on DTLS in REC6347.

Architectubitesd{/drss:awissamazon.com/whitepapers/latest/
implementing-lpwan-solutions-with-aws/implementing-lpwan-
When arg1l|tect|ng an ?oT%‘(’)\{utP% o8 &gll O_I“IN ?ﬁﬁ-% V%N t/re %menﬁs se\/%raP
fundamental considerations. First, considser whether your lo1 device should take on the
role of CoAP client, COAP server, or both. Battery-powered IoT devices that use
LPWAN connectivity should act as CoAP clients for energy efficiency. However,

depending on the use case, your I0T device might also need to operate as a CoAP

aws
19


https://datatracker.ietf.org/doc/html/rfc7959
https://datatracker.ietf.org/doc/html/rfc6347

Amazon Web Services Implementing LPWAN Solutions with AWS loT

server. In this case, it is important to note that not all implementation patterns described
in the following section support 10T devices acting as CoAP servers.

The second consideration is a definition of the CoAP features required for an
implementation of your use case. AWS recommends that you consider both CoAP
features which are required in the short term and CoAP features which may be required
at a later point of time as your 10T solution evolves. This step is important because
individual implementation approaches may differ depending on the subset of CoAP
features they support. Examples of such CoAP features can be support for
GET/PUT/POST/DELETE methods, block-wise transfer, confirmable messages,
piggybacked response, and separate response. Also, support for individual CoAP
options such as ETag may vary depending on the chosen solution.

If you plan to use DTLS as a security layer for COAP, an analysis of required DTLS
features is also recommended. Examples for such features are support for
authentication methods (for example, No-Sec, Pre-shared keys (PSK), Raw Public Key
Certificates, X.509 certificates) and Session resumption with session ID and connection
ID.

Implementation patterns

When implementing data ingestion and device commands with CoAP, there are three
implementation patterns to consider. These patterns differ depending which entity
operates the CoAP software components, such as CoAP server or COAP client. These
patterns are: CoAP software components are operated by telco, CoOAP software
components are operated by an AWS Partner, and CoAP software components are
operated by the customéfhis versiondhasbaghrarchisteds shall be
distinguished, depending on how the data in transit are secured. The data in transit can
be secured by a VPN connection between telco and customer’s account, or by using a

communication protoco| such as DTLS. . ..
For the latest version of this document, visit:

The following diagram illustrates three patterns, including two variations of the latter
one:

https://docs.aws.amazon.com/whitepapers/latest/
implementing-lpwan-solutions-with-aws/implementing-lpwan-
solutions-with-aws.html
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Implementation pattern 3:

CoAP server/client
operated by the customer

Variant A: secured via
VPN or VPC peering

Variant B: secured by
DTLS protocol
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Device =llciovkeay JSON (enriched with device E Customer’'s AWS account
A CoAP identity)
a - . CoAP Server < . (\\)
@ Cellular network (telco-operated) Integration using AWS loT APIs @
=4
CoAP AWS loT Core
Client
Device Telco provider Partner E Customer’s AWS account
i CoAP/DTLS
@ / | coaP server JsON (o
= Cellular network (partlle:i- Integration @
hd operated) using AWS
CoAP loT APIs AWS loT Core
Client
Device Telco provider E Customer's AWS account
CoAP server / client
[ M\ N JSON /
E ConP o CoAP o sy | TS (@
w R —
= Cellular network ILI Site-to-Site VPN m
CoAP VPN endpoint VPN endpoint AWS Fargate AWS loT Core
client / server
Device Telco provider E Customer’s AWS account
CoAP server [ client
= JSON/
CoAP / DTLS CoAP /DTLS TLS
=] / / D I
2 Cellular network Public internet Bp® @
CoAP
client/ server AWS Fargate AWS loT Core

Patterns for implementing IoT solutions with AWS using CoAP

The following sections contain a detailed description of each of these patterns.

Pattern 1: COAP cemponents are 0

Device

i~

X

4
CoAP
Client

dWs

CoAP

Cellular network

Telco provider

CoAP Server
(telco-operated)

perated by telco

JSON (enriched with device Customer's AWS account

identity)

<

Integration using AWS loT APIs

‘ @

AWS loT Core

Architecture for CoAP server operated by telco

In this patternh#t@ssibldagsawsapazen somwhitepapernsdlatests a coAP
serveinmpbesmenting dpwipane sodutionswh-aws i ptementingstpwas-
AWS account. Each time the GolBtitams-avith4aWwsdhkmbends a message to the
COAP server, the CoAP server will perform the steps of encapsulation, enrichment, and
ingestion into the customer’s account.
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In the encapsulation and enrichment step, the CoAP server first encapsulates the binary
payload into a JSON message, and then enriches this JSON message with additional
useful information. An example of additional information is the International Mobile
Subscriber Identity (IMSI) of the 10T device.

Note: The binary payload remains unchanged in this step. If necessary,
binary decoding should be performed in the customer's AWS account.

In the ingestion step, the CoAP server forwards the JSON message to the AWS loT
Core service in the customer's AWS account. After the data arrive in AWS loT Core
message broker or AWS IoT Core rule engine, it can be further processed by.a broad
range of AWS services.

If you want to give telco provider access to AWS resources in your account, AWS
recommends using IAM roles with external IDs to delegate access of your AWS
resources to the telco AWS account.

Refer to the following resource for examples of AWS Partners supporting this pattern:

e Automated Device Provisioning to AWS loT Core Using INCE-Global SIM

e FEricsson Cloud Connect: Making.it easy for enterprises to securely connect
cellular devices to Amazon Web Services

Pattern 2: COAP components are operated by an AWS Partner

Device Telco provider Partner Customer's AWS account
N CoAP/DTLS
@ oAP/ CoAP Server JSON =
< »> < >
— Cellular network (partrler- Integration @
L operated) using AWS
CoAP loT APIs AWS loT Core
Client

CUI LIIC LAdLEDL VEIDIUIT Ul LD UULUIITIEIIL, VIDIL,
Architecture for CoAP server operated by an AWS Partner

In this pattern, an AWS Partner operates a CoAP endpoint, which acts as a CoAP
server. Custohttpsaly dodsiawsia®azo nndpnrfwhitepapersif latestymer's AWS
accoljrh paméntiing -Cpivaalies lutionk- v thicaws/inmpleasreg ti rog bplardin-
server, it will perform the stepssofl gtiepstaiieh sad8)basidn into the customer’s
account.

aws
22


https://aws.amazon.com/blogs/apn/automated-device-provisioning-to-aws-iot-core-using-1nce-global-sim/
https://www.ericsson.com/en/portfolio/iot-and-new-business/iot-solutions/iot-accelerator/cloud-connect
https://www.ericsson.com/en/portfolio/iot-and-new-business/iot-solutions/iot-accelerator/cloud-connect

Amazon Web Services Implementing LPWAN Solutions with AWS loT

1. Encapsulation step — The CoAP server encapsulates the binary payload into a
JSON message. Note that the binary payload remains unchanged in this step. If
necessary, binary decoding should be performed in the customer's AWS
account.

2. Ingestion step — The CoAP server forwards the JSON message to the AWS IoT
Core service in the customer’'s AWS account. After the data arrive in the AWS
loT Core message broker or AWS IoT Core rule engine, the data can be further
processed by a broad range of AWS services.

If you want to give an AWS Partner access to AWS resources in your account, AWS
recommends using IAM roles with external IDs to delegate access from your AWS
resources to the AWS Partner account.

Refer to the following resource for examples of AWS Partners supporting this pattern:

e |oTerop Nebraska in AWS Marketplace

e FEricsson Cloud Connect: Making it easy for enterprises to securely connect
cellular devices to Amazon Web Services

Pattern 3: COAP components are operated by the customer

Implementation pattern 3: . . E
CoAP server/client Device Telco provider Customer’s AWS account
operated by the customer CoAP server / client
. . A m\ N\ JSON/
Variant A: secured via —> )
CoAP CoAP TLS
VPN or VPC peering @ - ° [wrow| ° > IE % -« > (@
4 Cellular network ILI Site-to-Site VPN
CoAP VPN endpoint VPN endpoint AWS Fargate AWS loT Core
client / server
Device Telco provider E Customer's AWS account
Variant B: secured by . CoAP server f client
)
DTLS protocol JSON/
@ CoAP / DTLS CoAP / DTLS D BE V...
-+ > - >
L —4 Cellular network Public internet % @
CoAP
client/ server AWS Fargate AWS loT Core

hthFSilEFRESF A RPN ATy WHREP BpeIsyIetest /

in thid PHRLEMERtINGS RWaR=s oFiens; with-aws/dmpleme atirglayan-
Depending on the use case re§QYKIONS-Withsawshtmht can operate as CoaP
server, CoAP client, or both. The CoAP endpoint can handle forwarding the incoming
CoAP messages to AWS loT Core, and sending CoAP messages to the 10T devices. To
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ingest messages to AWS IoT Core, AWS recommends using AWS IoT data plane APIs
authorized by IAM mechanisms.

When using this pattern, a mechanism used for securing data in transit needs to be
defined. This mechanism will protect the complete path of communication from the 10T
device to the customer’'s AWS account. The first consideration is to protect the data in
transit between the IoT device and the telco provider’s infrastructure. The second
consideration is to protect the data in transit between the telco provider’s infrastructure
and the customer’'s AWS account. There are two possible variants for securing data in
transit:

1. Securing data in transit with a VPN connection between telco and
customer’s AWS account

Device Telco provider ! Customer's AWS account
CoAP server [ client
X N N JSON/
E\E CoAP (—)r._._l CoAP o« sy | TS (@
- o > qlp < »

4 Cellular network IL] Site-to-Site VPN m

CoAP VPN endpoint VPN endpoint AWS Fargate AWS loT Core
client / server

Using VPN to secure data in transit

In this variant, customers rely on the telco provider’s infrastructure for protection data in
transit between the IoT device and the telco provider’s infrastructure. No protocol-level
security is used, and CoAP is used in NoSec mode. To protect data in transit between
telco provider’s infrastructure and the customer’'s AWS account, a VPN connection is

established between theféids werisromhts beenarchivedcount.

For further information on using VPN, review the AWS VPN documentation. For
examples of AWS Partners supporting this pattern, refer to Using a Telefonica Data

Bridge to Connedt onthveHatest versioncofithisdoceament, visit:

2. Securing data in transit with protocols as DTLS

Device Telco provider E Customer’s AWS account
CoAP server / client
o JSON /
E . CoAP / DTLS CoAP / DTLS R @ TLS (('\.\

= Cellular network Public internet Be® @

CoAP

client/ server AWS Fargate AWS loT Core
Using DTLS to secure data in transit
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In this variant, customers use DTLS protocol as a mechanism for infrastructure for
protection data in transit between the loT device and telco provider’s infrastructure, and
between telco provider’s infrastructure and the customer’s AWS account.

Implementing LPWAN IoT solutions with MQTT

Using UDP and CoAP on MCU devices is recommended to improve power efficiency
and ensure longer battery life. However, for use cases with a non-constrained devices
or devices without long battery lifetime requirements, also MQTT and HTTP protocols
should be considered, as described in the following sections.

Device telemetry ingestion

To ingest telemetry with MQTT and HTTP, customers can use FreeRTOS libraries and
OS-independent AWS loT Device SDK for Embedded C. For customers who use
FreeRTOS, AWS recommends using FreeRTOS libraries ingest telemetry through
JSON (using coreJSON library), HTTP(S) (using coreHTTP library), MQTT (using
coreMQOTT library), and TCP sockets (using Secure Sockets library). If using other
operating system then FreeRTOS, customers can also use AWS loT Device SDK for
Embedded C, which also provides coreJSON, coreHTTP, and coreMOTT libraries.

Device commands

To send commands to the device, customers can use AWS loT Device Shadow.
Interaction with AWS IoT Device Shadow is supported in FreeRTOS (refer to AWS IoT
Device Shadow library) and OS-independent AWS IoT Device SDK for Embedded C.

This version has been archived.
Firmware updates

Device provisioning relates to the application workflow that provides unique identity and

configuration daif grittheclisteStaipsiariof Bhis iddeunelrtd visiengoing

maintenance and eventual decommissioning of devices over time.

Firmware and over-the-air (OTA) updates without human intervention is critical for
security, sCalafs ey A\ i 426 LB JWATHEP S5 ¥rsAatest/

custdRlementing: ey agsselutions-withsawsbipplementing: lpyamss
on the FreeRTOS devices. If SHYLIRASMWIERSAWS kB han FreeRTOS, customers
can use AWS loT Over-the-air Update library included in the AWS 1oT Device SDK for
Embedded C.
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Implementing device provisioning

When you use AWS IloT fleet provisioning, AWS loT can generate and securely deliver
device certificates and private keys to your devices when they connect to AWS loT for
the first time. You can find the guidelines for implementing fleet provisioning on your
MCU device in the Fleet Provisioning Documentation.

Managing cellular connectivity

Customers can use FreeRTOS connectivity libraries for Wi-Fi and cellular to enable
their applications to interact with the communication interfaces on the MCUs. The
FreeRTOS Cellular library exposes the capability of a few popular cellular modems
through a uniform API. That API hides the complexity of AT commands, and exposes a
socket-like interface to C programmers. The FreeRTOS Wi-Fi library abstracts port-
specific Wi-Fi implementations into a common API. Using this API, applications can
communicate with their lower-level wireless stack through a common interface.

Note: Applications are typically not using these libraries directly, but are
using higher level libraries (for example, coreMQTT for ingesting MQTT
payloads).

LoRa Alliance specifies fﬁhiﬁNzﬁNﬁi@ﬁldﬂﬁSl beenuaschided. LorawaN
specifications. Although LoRaWAN operates in the unlicensed radio spectrum,
manufacturers and operators of LoORaWAN devices still have to fulfill various country-
Speciic eguaionyd HAE TRkt Ver kg S Hf BB eUTaRY Vigie
parameters documents specity a common denominator per country as'a
recommendation (but not specification) for device manufacturers and operators.

Table 2 — LORaWAN ificat]
https://docs.aaVSS.amoazaon.cg i ti&r'jzspapers/latest/

Version Year Major changes Download specification
SOIUTIOTIS-WITtIT=-dWS.TTUTIT
1.0 2015 Initial release
1.0.1 2016 Clarifications / corrections
1.0.2 2016 Separation of regional parameters
aws
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Version Year Major changes Download specification
1.1 2017 Roaming added, security features added 1.1

1.0.3 2018 Class B added as normative 1.0.3

1.04 2020 Class B improved, security improved, 1.04

clarifications

The LoRaWAN Regional Parameters document describes the recommended
configurations and parameters for different regions worldwide. They are separated from
the protocol specification to allow the addition of new regions without impacting the
LoRaWAN specification. You can download the most recent version (RP2-1.0.2) of the
LoRaWAN Regional Parameters.

LoRaWAN network architecture

The following figure shows a simplified representation of a LoRaWAN network
architecture:

LoRaWAN server components

LoRaWAN Join Server

] ((tI)))
e (— ] —_
j. b t LoRa = =] Backhaul
(e.g., Wi-Fi or Cellular) LoRaWAN Network Server
LoRaWAN LoRaWAN

Applications

end-device radio gateway n

LoRaWAN Application Server

For the latest version of this document, visit:
LoRaWAN network architecture (simplified)

LoRaWAN radio gateway

The radio gatN@?Mﬂg%ﬁW%@\m@Eeﬁawm/r‘M?jm%rtélt"%tﬁéﬁhrk server
that id BORKRBRRIHRGgHUN AP rsRIbIRNAsWikhsawsdinae lgmentingpkersan-
from the air and forward them Sﬁmm&hea\@ﬁnbﬂmtarver. For downlinks, the
radio gateway forwards the packet transmission requests coming from the LoRaWAN
network server without any interpretation of the packet payload.
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LoRaWAN network server

The network server shuts down the LoRaWAN layer for the LoRaWAN end devices
connected to the network. Some functions of the network server include:

e Deduplicating uplink messages from the devices. Deduplication is necessary in
case several gateways within reach of the device receive and forward the
message to the LoRaWAN network server.

e Forwarding uplink application payloads to the appropriate application servers.
e Queueing of downlink payloads.

e Interacting with the join server during the join procedure.

LoRaWAN application server

The application server handles all of the application layer payloads from the end
devices. It also generates all the application layer downlink payloads towards the
connected end devices.

LoRaWAN join server

The join server manages the OTA end device activation process.

LoRaWAN networks

When architecting an AWS solution based on LoRaWAN connectivity, AWS customers
can implement their loT gqlutions usifn blic of private LoRaWAN networks.
IS ver5|3lliuhas [Jeen archuveH.

Public LoRaWAN networks
A public LoRaWAN ne orliviés used by seyveral ¢ st%ngr sharing the same network

infrastructure su hOdEE € LR%Y&@Q& ¥ 1& M%Q&/e}g.sﬂ:fe public

LoRaWAN network is operated by a commercial company, although community-owned
public LoORaWAN networks exist.

The network SJ&R&/ 4696ssae-AMAZPD QIR WD apaRersHatest/e and
Loraltmplesenkingnipwaprsehitiensowit-aws/dmplementingolwan run
LoRaWAN application server &@lvtiapswathpawnsshtnrhe LorRaWAN network
operator also offers a capability to integrate with customer’s applications.

Customers of the public LoRaWAN network are entitled to connect their LoORaWAN
devices to the network’s network servers through LoRaWAN gateways. After the
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LoRaWAN device is connected, the data can be exchanges between the LoRaWAN
devices and integrates customer’s applications. Using public LoRaWAN networks offers
advantages such as reduction of implementation and operation effort and coverage of
larger geographic areas.

Public LoRaWAN networks can be operated as commercial networks and community
networks. When using a commercial public LoRaWAN network, the network operator
operates and maintains the LoRaWAN gateways and LoRaWAN server components.
When using a community public LoRaWAN network, the LoRaWAN gateways are
operated and maintained by the members of the community, and the LoRaWAN server
components are operated and maintained by the community network operator.

Using public LoRaWAN networks offers advantages such as reduction of
implementation and operation effort, and coverage of larger geographic areas.

However, public LoRaWAN networks have limitations. First, customers of commercial
public LoRaWAN networks typically have no influence to the positioning and selection of
LoRaWAN gateways, which can limit indoor penetration range and make
implementation of indoor use cases challenging or impossible. Further considerations to
evaluate when selecting if public LoRaWAN network is a right choice are security, and
regulatory or cost efficiency requirements. Especially when using community public
LoRaWAN networks, additional limitations such as fair-use-policies may apply.

Private LoRaWAN networks

A private LoRaWAN network is used by a single enterprise to consume the service
themselves or offer the service to their end customers. The enterprise performs
hardware selection for afthipsarersion~hd<d beeaarchivedtrols the network
coverage. The enterprise has also a capability to finetune the configuration of a
LoRaWAN network for the requirements of the use case.

A decision for a drigatt Heplatest wedsiom oty domwmeist)rvisity a

combination of coverage, mobility, costs, and regulatory and privacy considerations.

From a coverage standpoint, private LoORaWAN networks can be used in the areas and

environmentshygapie: pPElscsoRRS/AthaseAlkom /WHItR e riyiRatestprage.
Examigpietven tHy Ai5aratn-$6lLs 1O - A IR pIe ARG tpwan-

From a mobility standpoint, pri§9!é"Ei)%§NWliméMﬁ<byQlespecially beneficial for use

cases with either stationary devices or devices having limited range of movement. If
your use case requires LoRaWAN network coverage in wide geographical areas (for
example, country-wide), a public LoRaWAN network might be a better solution.
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The cost, regulatory, and privacy considerations are not further detailed in this
whitepaper.

Building a private LoRaWAN network

When deploying and operating a private LoORaWAN network, there are three major
components to consider: LoRaWAN devices, LoRaWAN gateways, and LoRaWAN
software components. Examples of components are LoORaWAN network server, join
server, and application server as described in the LoRaWAN network architecture
section of this document.

The following figure provides an overview of various deployment patterns for private
LoRaWAN networks:

_____________________________________________________________________________________________________________

| Customer-operated LoRaWAN devices and gateways | LoRaWAN server '
! LoRaWAN LoRaWAN i ! Customer’s AWS account

Pattern 1: device Gateway Vo DYO

Managed LoRaWAN | <« »| | Semtech Basic - @ A

server with AWS loT | Station

Core for LoRaWAN ! b
: b AWS loT Core ! AWS loT Rule Application
! Voo for LoRaWAN !
! Customer-operated LoRaWAN devices and gateways LoRaWAN server
! LoRaWAN LoRaWAN ' : E . Customer’s AWS account

Pattern 2: i device Gateway Lo '

Customer-operated - ] (\\

LoRaWAN serverin HE ' @

AWS cloud : P : A~
i Vo ] Application
H H Amazon EC2 AWS loT Core
Customer operated LoRaWAN devices and gateways LoRaWAN server

pattern 3: ' LoRaWAN LoRaWAN 1 LoRaWAN server E . Customer’s AWS account

ern 3: device Gateway b as a SaaS :

LoRaWAN server as solution (\\’

an AWS partner's ! - R $

Saa$ solution b !
i P | AWS IoT Core Application
i Custumer uperated LDRaWAN devices and gateways : LoRaWAN server

Pattern 4: 5 LoRaWAN LoRaWAN Edge device Customer's AWS account
I device Gateway o

LoRaWAN server on | O\E

a customer- ! - > i - - >

operated ' b

edge device | 5 : AWS loT AWS IoT i AWS loT Core Application
: Vo Greengrass Greengrass |

solutlons-W|th -aws.html
Patterns for deployment of private LoORaWAN networks

The following sections will describe each of the individual options.
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Managed LoRaWAN server with AWS loT Core for LoRaWAN

-------------------------------------------------------------------------------------------------------------

' Customer-operated LoRaWAN devices and gateways ! LoRaWAN server
LoRaWAN LoRaWAN ‘ : Customer's AWS account
device Gateway P E\D
<« »| | Semtech Basic || . © ! . @ 3 A
Station b
Lo AWS loT Core ! AWS loT Rule Application
for LoRaWAN !

AWS |oT Core for LoRaWAN architecture

The first pattern is to use AWS loT Core for LoORaWAN. AWS IoT Core for LoRaWAN is
a fully managed feature that enables customers to connect wireless devices that use
low-power, long-range wide-area network (LoRaWAN) protocol with AWS Cloud. Using
AWS loT Core, customers can now set up a private LoRaWAN network by connecting
their own LoRaWAN devices and gateways to AWS Cloud, without developing or
operating a LoRaWAN network server, join server, or application server.

AWS loT Core for LoRaWAN supports open-source gateway—network server protocol
software called LoRa Basics Station. The loT Core for LoORaWAN partner.gateway
gualification program enables customers to source pre-qualified LoORaWAN gateways.
You can get an overview of pre-qualified LoRaWAN gateways by using AWS Partner
Device Catalog.

Customers can also buy any off-the-shelf sensor or actuator compliant with LoRaWAN
specification 1.0.x or 1.1 'and connect it to AWS loT Core. This creates a plug and play
experience that reduces the device on-boarding friction. As an introduction to AWS loT

Core for LoRaWAN, AwWERdsow@isi@n-bashegn-asebived.

e AWS IoT Core for LoRaWAN overview

* [ntroducing AWEHATIGPESPAEIEIONIST this document, visit;

e AWS IoT Core for LoRaWAN workshop

e Sample solutions for AWS loT Core for LoRaWAN with examples for an
implentettpso)i Ad bt gwisaniag ohviemyndrtepypersifdatgstiwnlink
itrgpkeviseiotinig etpavanasbbatiding-withiavies fimjsientartiregrd pawan-
solutions-with-aws.html

Device authentication

loT Core for LoORaWAN supports both approved methods of device activation as
specified by LoRa Alliance: OTA and activation by personalization.
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Telemetry ingestion

LoRaWAN devices transmit binary encoded data, increasing transmission efficiency and
improving battery lifetime. However, as the data arrive in the cloud, many use cases
require a structured format. Transforming the binary data into JSON, for example,
enables filtering and enrichment using AWS loT SOQL and acting on the data using AWS
|oT rule actions.

Refer to the code sample AWS |oT Core for LoRaWAN - deployable reference
architecture for binary decoding with examples to receive guidelines on implementing
and deploying binary decoders for your LoRaWAN devices.

Device commands

Because LoRaWAN protocol supports a bidirectional communication, you can send
messages to your LoRaWAN devices. AWS IoT Core for LoRaWAN provides an API
SendDataToWirelessDevice and related SDK functions (for example, AWS SDK for
Python, AWS SDK for Java, and AWS SDK for Javascript).

Refer to the code sample Send a downlink payload to a l.oRaWAN.device to receive
implementation guidelines for sending downlink payloads.

Device provisioning

AWS IoT Core for LoRaWAN simplifies device provisioning by offering APIs to provision
and manage LoRaWAN gateways and devices. Refer to the developer guide and API
documentation for details. You can also access guidelines for automation of
provisioning tasks.

_ This version has been archived.
Gateway firmware updates
For LoRaWAN gateway firmware update guidance, please refer to the qualified gateway
documentation. Y.ou C% fin Ie of su (93: deI| s for one sgecu‘lc ateway

vendor using Up g ?%w r&!,%‘ C\,VIWEW IXIIS ore for

LoRaWAN.

OTA ﬁrmwarﬁ ut%%.}efdocs aws.amazon.com/whitepapers/latest/
With AMYB MR Ry UPRAIAYGL (Fi0 HETWAER LA P RS Letive ARy -1pWan-
firmware images or delta imageg (e & SielitMCS WS htiriP of devices, verify the

authenticity and integrity of new firmware after it's deployed to devices, and monitor the
progress of a deployment and debug issues in case of a failed deployment. You can
find more information on FUOTA with AWS loT Core for LoRaWAN in the Firmware
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Updates Over-The-Air (FUOTA) for AWS 1loT Core for LoRaWAN devices section of the
developer documentation.

Multicast

With AWS loT Core for LoORaWAN, you can send a downlink payload to multiple devices
by sending data to a single multicast address, which is then distributed to an entire
group of recipient devices. You can find more information on multicast with AWS loT
Core for LoORaWAN in the Create multicast groups to send a downlink payload to
multiple devices section of the developer documentation.

Customer-operated LoRaWAN network server in AWS Cloud

| Customer-operated LoRaWAN devices and gateways ! LoRaWAN server
LoRaWAN LoRaWAN ' Customer's AWS account
device Gateway b '
. 1<k
. ' Application
I Amazon EC2 AWS loT Core

LoRaWAN server provided by AWS Partner, operated by customer

In this pattern, customers deploy and operate LoRaWAN server components in their
own AWS account. Examples of LoORaWAN server components are LoRaWAN network
server, join server, and application server. When using AWS Partner solutions, the
deployment of necessary software components is simplified by using AWS
CloudFormation templates provided by AWS Partners.

vou'can find further infomiAIB VEF#i0Rhas.been archived eq Lorawan

server using these resources:

e LoRaWANcustomeryoperated solutions inrAWS marketplace . .
%ﬁe&wmﬁtwsc%aﬁnent, ViSit:

e Connecting Your LoRaWAN Devices from The Things Stack to AWS loT Core

https://docs.aws.amazon.com/whitepapers/latest/
implementing-lpwan-solutions-with-aws/implementing-lpwan-
solutions-with-aws.html
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LoRaWAN server as an AWS Partner software as a service (SaaS)

solution

—————————————————————————————————————————————————————————

| Customer-operated LoRaWAN devices and gateways |

LoRaWAN
device

LoRaWAN
Gateway

LoRaWAN server

LoRaWAN server
as a Saas
solution

Customer s AWS account

. %

AWS IoT Core Application

LoRaWAN server provided and operated by an AWS Partner

The next pattern uses a LoRaWAN network server of an AWS Partner as an'SaaS
solution. In this pattern, the AWS Partner is responsible for operating LoRaWAN
components such as LoRaWAN network server, join server, and application server.

To enable a customer’s application to act upon the telemetry from LoRaWAN devices
and send commands to LoRaWAN devices, the SaaS solution providers offer
integration capabilities. An example of integration is a feature enabling customers to
forward the uplink messages from their LoORaWAN devices to AWS IoT Core service in

their AWS account.

After the payload arrives on IoT Core MQTT topic or AWS IoT rule, it can be integrated
with more than 20 AWS services supported by AWS loT rules.

If you want to give an AWS Partner access to AWS resources in your account, AWS
recommends using lAM roles with external IDs to delegate access of your AWS

resources to an AWS PaiRisagetgion has been archived.
Visit AWS Marketplace to find examples of AWS Partner LoRaWAN SaaS solutions.

Customer- opﬁat%bdawyﬂmgmaraﬁtths dagel dwmct¢ visit:

---------------------------------------------------------

Custamer operated LoRaWAN devices and gateways

LoRaWAN
device

LoRaWAN
Gateway

LoRaWAN server

Edge device
N N
e == o
AWS loT AWS loT
Greengrass Greengrass

i Customer's AWS account

4

AWS loT Core Application

LoRaWAN server operated by customer on the edge device
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In this pattern, customers source, deploy, and operate LoRaWAN gateways and
LoRaWAN server components. The LoRaWAN server integrates with AWS loT Core,
enabling cloud applications to process data from and to send commands to LoRaWAN
devices. Using this pattern results in higher development and operational efforts
compared to the patterns previously described.

One of the challenges when implementing this pattern is a need to remotely provision,
update, and configure software components of LoORaWAN server. AWS loT Greengrass
can be used to support faster implementation and simplified operation of these tasks. In
particular, the following capabilities of AWS loT Greengrass will be considered:
deploying and updating LoRaWAN server components, managing sensitive
configuration, and integrating with AWS IoT Core.

Deploying and updating LoRaWAN server components

Customers can use AWS IoT Greengrass components mechanism to deploy LoRaWAN
server components. For example, by using AWS IoT Greengrass Docker application
manager component it is possible to download Docker images from public image
registries or private repository in Amazon Elastic Container Registry.

Managing sensitive information

A LoRaWAN server configuration contains sensitive information. Customers can use
AWS IoT Greengrass secret manager component to securely use credentials such as
passwords on Greengrass core devices.

Integrating with AWS loT Core

Integration between LorREhis\versionhasdbeen archivied, forward LorawAN
device payloads to cloud applications, and send commands from cloud application to
LoRaWAN devices. To implement this integration, customers can use AWS IoT

Greengrass AWGt (& (AR50 501 Y% his document, visit:

For more information for implementing a customer-operated LoRaWAN server on the
edge device, refer to AWS IoT Greengrass V2 Community Component - The Things

StaCkﬂvﬁ’“‘ps://docs.aws.amazon.com/whitepapers/latest/
PUHWBIEBWAWANVHE BiiiRgs-.with-aws/implementing-lpwan-
solutions-with-aws.html
When using a public LoRaWAN network, the LoRaWAN network operator is responsible
for management and maintenance of both LoRaWAN gateways and LoRaWAN server

components, as outlined in the following figure:
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35


https://aws.amazon.com/greengrass/
https://docs.aws.amazon.com/greengrass/v2/developerguide/docker-application-manager-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/docker-application-manager-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/ipc-iot-core-mqtt.html
https://github.com/awslabs/aws-greengrass-labs-component-for-the-things-stack-lorawan
https://github.com/awslabs/aws-greengrass-labs-component-for-the-things-stack-lorawan

Amazon Web Services Implementing LPWAN Solutions with AWS loT

—————————————————————————————————————————————————————

Maintained by a LoRaWAN network operator E E Customer’'s AWS account

LoRaWAN LoRaWAN sever .
Gateway

LoRaWAN i )
Device — — ' > @

[} 1

1 |

[} 1

AWS loT Core Application

Example architecture for using a public LoORaWAN network with AWS

Most operators of public LoRaWAN networks offer integration capabilities with AWS
loT. Refer to the documentation for the respective LoRaWAN network, or contact the
LoRaWAN network operator for additional information.

If you want to give AWS Partner access to AWS resources in your account, AWS
recommends using IAM roles with external IDs to delegate access-of your AWS
resources to the AWS Partner account. For detailed information using IAM roles and
external IDs in the IAM user guide, refer to Creating a role to delegate permissions to an
IAM user and How to use an external ID when granting access to your AWS resources
to a third party.

For examples implementing 10T solutions with public LoORaWAN networks, refer to:

e Connecting Your LoRaWAN Devices from The Things Stack to AWS loT Core

e How to Connect XYour LoRaWAN Devices to AWS IoT Core Using Actility

ThingPagk This version has been archived.
e Connect your devices to AWS loT using LoRaWAN

Fortihe latest Aedsiom ofthis doouraent; visit!

When implemiattips: A/ docscawsiania Zaxoeofiywhitiepepers latest# uplink
data fipwpleanSitkingldpiwatiosstationsswith-slesyiniplenrentingutpwanta
to their Sigfox devices (for exagglatitica¢itHicawd HtpRknoe). However, the
implementation approaches for uplink and downlink vary significantly. Therefore, both
approaches will be described separately in the following sections.
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Implementing uplink from Sigfox devices to AWS
Cloud

The following diagram provides an overview of an I0T solution for processing uplink
data from the Sigfox devices:

Sigfox network Customer's AWS account
> @ .
. . . Uplink .
Sigfox Sigfox Sigfox (authorized via AWS loT Core Application
Device Gateway Cloud cross-account
Amazon IAM Role)
» % >
7

Amazon Kinesis Application

Data Streams

AWS |AM Role

Example architecture for processing uplink data from Sigfox devices

Sigfox Cloud supports integration of the uplink payloads with AWS loT Core and
Amazon Kinesis Data Streams. When using integration with AWS loT Core, customer’s
applications can access the uplink payloads by using AWS IoT rules, or by subscribing
to an MOTT topic of AWS loT Core message broker. When using integration with

Amazon Kinesis Data Sﬁi@ﬁmﬁﬂ’hw'ﬁé@ﬁ Srcisigedhe uplink payloads

by reading data from Amazon Kinesis Data Streams.

To implement this solution, AWS customers first create an IAM role with an external ID
in their AWS acc@éh fhet laestevergieh B ehisodoraimsiat, [wighest
messages either to a specific topic of AWS IoT Core message broker, or into a specific
Amazon Kinesis Data Stream. After the IAM role with external ID is created, the
customer can use Sigfox Cloud to configure the uplink ingestion in their AWS account.
For detailed ikibtpstihidocsipws.amazoncomivehitepapers/takest/Connect
your dmpbennentih gl pwianssotutionsiwith-aws/implementing-lpwan-
solutions-with-aws.html
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Implementing downlink from AWS Cloud to Sigfox
devices

The Sigfox network limits the number of downlink messages per day to four. To save
energy, Sigfox devices are required to listen for incoming data for only 30 seconds after
an uplink transmission. After 30 seconds, the Sigfox device changes into an energy-
efficient mode and is not able to receive further incoming messages.

Because of this energy-saving feature, AWS Cloud applications require a mechanism to
buffer the downlink data until the next uplink message arrives. After the next uplink
message arrives, the buffered downlink message can be sent to the Sigfox device. To
implement this approach, customers can use an example architecture as described in
the following figure:

Sigfox network E Customer's AWS account

Custom
bidirectional Invoke Lambda

callback request function
. " " . ﬁb L Retrieve S
Sigfox sigfox Sigfox H message S
“
Application AWS Lambda Amazon

Device - Gateway - Cloud < «
Load DynamoDB
A

Balancer

Downlink as
callback response

Store
downlink
Y message

ﬁ Process uplink
@
=] ?

AWS Certificate Application
Manager

Example architecture for sending downlink data to Sigfox devices

First, AWS customers cc;lr;'f?giéré’ 9'613'590% Bﬁﬁe@[ﬁ)ﬁg &Tlsgéylﬁ%gfox Cloud. The

callback specifies a REST API'to be invoked each time an uplink message is sent. The
REST API request will forward an uplink message to AWS Cloud. The REST API
response can opfofittrelates tiaretisiordfathishd dewrierpeyipigits available

in callback response, the Sigfox Cloud will send it to the Sigfox device.

To implement a REST API endpoint, AWS customers can use an Application Load

Balancer withizh$: p7diBcaneaasa dres/AviRtEpas dfayeseesey vice. The
APDIiGRHON ARGRARGCED AT PRI IAB A R A TR AR FiRA IR AT GiETGL IERFA AT
the REST APl is invoked, the %m%wg%@mgmeﬂew downlink messages for

the Sigfox devices are available and return a downlink message payload as a response.
Amazon DynamoDB can be used by the customer’s applications to buffer the downlink
message for the Sigfox device.
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Implementing LPWAN connectivity technology for an 10T solution can be a complex
challenge. Each of the available LPWAN technologies offers its own unique set of
features, but also has limitations that should be considered. This whitepaper outlined
the trade-offs between the features of LPWAN technologies. AWS customers have a
wide range of viable options for implementing their LPWAN solutions with NB-IoT, LTE-
M, LoRaWAN, and Sigfox.

To support architectural decisions, this whitepaper provided an overview and detailed
description of the most common architectural patterns. For NB-IoT and LTE-M,
implementation using UDP, CoAP, and MQTT was described. For LoRaWAN,
implementation patterns for both public and private LoRaWAN networks was covered.
For Sigfox, implementation recommendations for both uplink and downlink
communication was described.

Contributors to this document include:

e Andrei Svirida (Sr. Specialist loT Solutions Architect)

e Adrian Valenzuela (Sr. IoT GTM Specialist)

e Ali Benfattoum (Sr. Specialist IoT Solutions Architect)

¢ Ashu Joshi (b e GUFHTRIEHEEH archived.
e Greg Breen (Specialist I0oT Solutions Architect)

e Gaurav Gupta (Principal Partner Solution Architect, 10T)

e Jan BOI‘ChlipIJI‘nEB% ‘ﬁ%%%é{ﬁﬁigoﬁht?otwu\?lﬁitga)cument' visit:

¢ Rodrigo Merino Gutierrez (EMEA IoT Solutions Architect Leader)

https://docs.aws.amazon.com/whitepapers/latest/
impiamenting-lpwan-solutions-with-aws/implementing-lpwan-
Consider the following documesrﬂé.l'\llvttlférr1I sa-rc IlFe!P:-tl‘_’r']‘év?/bI['}'I]glf solutions on AWS:

e 10T Lens - AWS Well-Architected Framework

e |0T Lens Checklist
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Date Description

December 17, 2021 First publication

The Comparing LPWAN connectivity technologies section of this document provided a
brief overview of the selected characteristics of individual LPWAN technologies. This
appendix goes deeper and provides additional depth. The purpose of this section is to
support a decision if and how a specific LPWAN technology is appropriate for your use
case.

NB-loT

Narrowband Internet of Thing (NB-loT) is an LPWAN technology developed by 3rd
Generation Partnership Project (3GPP). NB-loT standard LTE Cat NB1 was first
specified as part of 3GPP Release 13 and then updated as LTE Cat NB2 as part of
3GPP Release 14. For simplicity, this whitepaper will use NB-IoT synonymous with LTE
Cat NB1.

The design principles of .IoT reslf)cr’l%oiglwcs:e battepy life ow d(-a'lce complexity,
support for massive num er of dewces and suppo %lgh COVEerage to reach devices
in wide areas as well as in challenging locations. When using NB-loT, devices

communicate by IP protocol, although non—IP based communication is technically
possible: For the latest version of this document, visit:

NB-IoT is a wireless cellular network technology. A cell is a geographical area in which
the 10T device can communicate over radio with the transceiver station. The transceiver

station is call§ftggigy d8teiawsaiv?d£6n.com/whitepapers/latest/
implementing-lpwan-solutions-with-aws/implementing-lpwan-

Range and coverage  solutions-with-aws.html

NB-IoT transmission range, in terms of distances between cell tower and the IoT device,

is approximately one km in urban areas, and approximately 10 km in rural areas. NB-

loT supports indoor coverage.
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Data rate

For NB-10T, peak data rate is approximately 26 Kbps in downlink and approximately 66
Kbps in uplink when using multi-tone uplink mode, and approximately 20 Kbps when
using single-tone uplink mode.

Mobility

NB-loT is frequently used in applications and use cases with stationary assets (for
example, smart metering or smart parking). LTE-M technologies such as LTE Cat M1
are more frequently used for use cases with mobile assets. This is mostly because LTE
Cat NB1 technology has limited support for handover between cells. Without handover
support, energy-consuming detach and reattach procedures, and related intermittent
connectivity are necessary on each cell change.

Latency
When using NB-IoT, latency is from 1.6 seconds to 10 seconds.
Battery life

A battery can last several years without replacement, given appropriate engineering and
configuration of the 10T device. For example, reduction of uplink frequency and using
battery saving features, Power Saving Mode (PSM) and Extended Discontinuous
Reception Mode (eDRX), can help increase energy efficiency.

By using PSM, device engineers can set a device in an energy-efficient extended power
saving model for up to 1Ibd§sV§JﬁlQB<bﬁ$eb§@é'!) arehaviedemains registered in
the network, but network is not paging the device. The device can wake up when it
needs to send data, and is reachable for downlink for a brief time interval after each
data wansfer. Begypq 8 15YES {RIRISH BT THiS Uo EaiRnt, ifior need o
perform an energy-consuming reattach procedure after waking up. By 'not paging the
device during extended sleep, additional energy saving can be achieved.

By using eD devi oftware en ineers can a eyice Iow er sleep time,
which,is def Rﬁ(StkP flzz STRIAGIT |s oq%en n‘qa%e eco }/13:!) ault. By
using BPIETRENTID upPp""Fi‘od gn‘n!)e'%;&% 'a"" ;B’ro%ms{?iy 95 RWAR:

By using eDRX device softwar® H‘é\ﬂ&’rs‘% off between energy
efficiency and device reaction times. For example, |f the application for smart street
lights sets eDRX interval of approximately 2.7 min, it can take up to 2.7 minutes until the
command from the cloud application to turn on the lights arrives at the device.
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Although eDRX does not provide the same level of energy efficiency as PSM, it offers
significantly shorter wake-up times than PSM. Also note that both support and upper
limits for PSM and eDRX depend on network operator and used device. AWS suggests
you contact your network operators and device vendors for further information.

Spectrum licensing

NB-IoT uses licensed spectrum. 3GPP Release 13 defines 14 frequency bands for NB-
loT, with four additional bands added in 3GPP Release 14, and four more bands added
in 3GPP Release 15.

Payload size

LTE-M supports payloads up to 1,280 bytes when using IP protocol. However, the exact
maximum payload size depends on connectivity module and mobile network used, and
chosen approach for integration with your cloud application (for example, by IPsec).
Because of these dependencies, AWS recommends that you consult both your
connectivity module manufacturer and network operator.

Further considerations

Although out of scope for this whitepaper, other important considerations for LTE-M are
security, device, and subscription cost and carrier roaming agreements.

LTE-M

LTE-M is an LPWAN tetjl Qlo%’)’/ devecle\o’ijg'% rd Generatiﬁn Partnership Project
L

(36PP). LTE-M standard THS VERST een.ArchINed: op Reloase 13,

and then updated as standard LTE Cat M2 as part of 3GPP Release 14. For simplicity,
this whitepaper will further use LTE-M synonymous with LTE Cat M1.

When using LTE-Fl\;P,Iag\cheslac %%u\r/u 5%%9 IB%FO%%O?Q&%%EH%M&H:a;tsed

communication is technically possible.

LTE-M contrgpee) faldt8:4s.amazon.com/whitepapers/latest/
AlthodghRtementingalpwan:sehatiensswithsawsimplemeatingdpwan-
Compared to NB-1oT, LTE-M téﬁéﬂm\ﬁﬂm&m&ﬂ, lower latency, better
energy efficiency for big payloads, and is better suited for mobile applications than NB-
loT. LTE-M devices tend to have higher power consumption for small payloads and
higher end device costs compared to NB-IoT devices.
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Range and coverage

LTE-M transmission range in terms of maximum distance between the tower and the
loT device is approximately one km in urban areas, and approximately 10 km in rural
areas. LTE-M supports indoor coverage.

Data rate
For LTE Cat M1, peak data rate is 1 MBps both in uplink and downlink.

Mobility

LTE-M technologies can be used for use cases with fixed and mobile assets (for
example, mobile fleet management or mobile asset tracking), assuming availability of
network coverage on device location. Compared to NB-IoT, LTE-M is better suited for
use cases requiring asset mobility. The first reason is handover support. When an LTE-
M device is moving from one cell tower to another, it can seamlessly switch the
connection to the new cell tower while staying attached to the network. Avoiding a need
to detach from an old cell tower and perform a reattachment to the new cell tower
results in increased energy efficiency and continuous connectivity.

Battery life

A battery can last several years without replacement, given appropriate engineering and
configuration of the 10T device. For example, reduction of uplink frequency and using
battery saving features, PSM and eDRX, can be helpful to increase energy efficiency.

The principles behind P%fg%@é}@wﬂ h‘%%@éﬁltgm{me for NB-loT as

described in the previous section. However, note that differences in the implementation
between LTE-M and NB-loT apply, for example for eDRX cycle durations and other
parameters.

For the latest version of this document, visit:

Latency

When using LTE Cat M1, typical latency is between 10 and 20 ms.
https://docs.aws.amazon.com/whitepapers/latest/
Spediriptehraitimgglpwan-solutions-with-aws/implementing-lpwan-

LTE-M uses licensed spectrun$OJ4EIO REMikhraWsi RN frequency bands for LTE-
M, with two additional bands added in 3GPP Release 14.
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Payload size

The exact maximum payload size when using NB-l0oT depends on used connectivity
module, used mobile network, and chosen approach for integration with your cloud
application. For example, a message packet (including IP header) greater than 1,280
bytes risks being truncated and undeliverable. Because of these dependencies, AWS
recommends consulting both your connectivity module manufacturer and network
operator in that matter.

Further considerations

Although out of scope for this whitepaper, other important considerations for LTE-M are
security, device and subscription cost, and carrier roaming agreements.

LoRaWAN

The LoRaWAN is an LPWAN standard specified by the LoRa Alliance. The LoRa
Alliance describes LoRaWAN as “a Low Power, Wide Area networking protocol
designed to wirelessly connect battery operated ‘things’ to the internet in regional,
national or global networks, and targets key Internet of Things (IoT) requirements such
as bi-directional communication, end-to-end security, mobility and localization services”.

When using LoRaWAN, both public and private deployment modes are supported. In a
public deployment mode, 10T devices can access a public LoRaWAN network, operated
by the LoRaWAN network provider and shared by several customers. In private
deployment mode, you can build and operate your own LoRaWAN network.

Ranhge and Coverag'ghls version has been archived.

LoRaWAN specification is based on LoRa radio frequency modulation technique, which
is patented by Semtech Corporation. LoRa is op%r]a ed in license free ISM (jndustrial,
scientific, and meFdQ:EI’: &@F%B%@ES*&%Q B lﬁﬂ%MHyliﬁ'Europe, or
915 MHz in US. LoRa uses modulation technique based on Chirp Spread Spectrum,
allowing transmission range of up to 20 km in line of sight, and up to five km in urban

reas. The a%ﬁ%@!ffadoe&%%aa WEBW&HW@FQ? Bfs/agtest postacte
for the i) I%ﬁ?é“ b @fisﬁnv'\?éﬁf‘s%‘lﬂfﬁ85%‘29\5‘\,{{?{-%%@}’# PEERTERRRI B R
positioning of gateways. solutions-with-aws.html

LoRa radio frequency modulation technique is suitable for use cases that require indoor
and underground coverage, because the radio signal can penetrate physical barriers
such as walls or ceilings.
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Data rate

When using LoRaWAN, the data rate is limited to 0,3 Kbit/s to 27 Kbit/s. The effective
maximum data rate depends the spread factor used by the device.

Mobility

LoRaWAN can be used for use cases requiring stationary and moving devices,
assuming availability of network coverage on the device location. When using
LoRaWAN protocol, a device payload will be received by all the gateways within reach.
Each of gateways receiving payload from the device will forward this payload to the
LoRaWAN network server. The LoRaWAN network server will perform a deduplication
of the message.

Battery life

A battery can last several years without replacement. However, note that long battery
duration is only possible when operating LoRaWAN devices as Class A and B (for
example, devices that are sleeping most of the time).

Spectrum licensing

LoRaWAN operates in a license-free spectrum; however, region-specific regulations
apply. For example, duty cycle regulations in the EU define the maximum air time for a
LoRaWAN device.

Application payload S|ze

LoRaWAN maximum appllca%o‘(lep%sil oala Qzaesdepeeﬁgs%g% t%(ej'l_oRaWAN

frequency plan (for example, EU868 or US915) and the LoRaWAN data rate (for
example, 0 or 7) the device is using for the transmission. Consult the LoRaWAN
Regional Paramefog the datbést dersiomof thhisadocumant;ovigitfor each
country. Note that the term LoRaWAN data rate, in this and the next section, is
LoRaWAN-specific and is used to describe a combination of Spreading Factor (for

example, SF7|2' and bandwidth (125 Khz).
ttps://docs.aws.amazon.com/whitepapers/latest/

AN apifistemempag Api A ldolatio nsPRathdangpiriptepstiiRgslpwan-
example, EU868 and US915) Wi itiv ASIRRitARaWS N €l rates. If your application

requires larger payload sizes, a thorough research is recommended. For example,
according to the chapter 2.4.6 “EU863-870 Maximum payloads size” of RP2-1.0.2
LoRaWAN Regional Parameters, the maximum payload size when using Data Rate O is
51 bytes, assuming the fields of proficiency testing (FOpt) field is used.
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Latency and reachability
When using LoRaWAN, typical latency is in the order of magnitude of seconds.
Reachability depends on device class.

Class A devices are in energy-efficient power saving mode most of the time and listen
for downlink messages only for a short period of time after transmitting. Because of this
energy-saving mechanism they also have the longest reachability. These devices are
battery-powered sensors.

Class B devices can receive downlink messages in scheduled downlink slots, so that
they have improved reachability compared to Class A devices. Class B devices are
battery-powered actuators.

Class C devices continuously listen for the incoming messages. Because of this they
have the better (shorter) reachability in order of magnitude of seconds.

Further considerations

Although out of scope for this whitepaper, other important considerations for LoRaWAN
are security, device, and operation and subscription costs and local regulatory
requirements.

Sigfox

Sigfox S.A. is a network operator for a LPWAN connectivity product, which is also called
Sigfox. Sigfox is operated as a public network, with coverage in a subset of countries.

Range and coverag&his version has been archived.

The range of Sigfox devices is up 40 km outdoors, and 10 km in urban areas.
Mobility For the latest version of this document, visit:

Sigfox can be used for use cases requiring stationary and moving devices, assuming
the Sigfox network coverage is available on the device locations. When using Sigfox, a
device paylodattpssd fdasseaws amrzenecem/whitepaperstbatmstibways
receiimplementing thp wamsolutionsewith-aws/i m plesigntingelpyan-
network will perform a deduplisailrtions>witlsegws.html

Battery life

A battery of a Sigfox device can last several years without replacement.
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Spectrum licensing

Sigfox devices are operated in license-free ISM (industrial, scientific, and medical)
frequency bands in ranges from 862 MHz to 928 MHz. The exact frequency band used
by the device depends on the geographical zone.

Payload size

Sigfox devices can send payloads of up to 12 bytes size in uplink, and 8 bytes in
downlink in a single message. A Sigfox device is allowed to transmit up to 140 uplink
messages and receive up to four downlink messages per day.

Latency

When using Sigfox, typical latency is in an order of magnitude of seconds. Reachability
depends on the frequency of uplink transmissions. This dependency occurs because
Sigfox devices are required to listen for incoming data for only 30 seconds after an
uplink transmission. After 30 seconds, the Sigfox device changes into an energy-
efficient mode and is not able to receive further incoming messages. For example, if you
configure your Sigfox device to send uplink messages once a day, a downlink latency
can be up to 24 hours.

This version has been archived.

For the latest version of this document, visit:

https://docs.aws.amazon.com/whitepapers/latest/
implementing-lpwan-solutions-with-aws/implementing-lpwan-
solutions-with-aws.html
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