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« AWS does not offer binding price quotes. AWS pricing is publicly available and is
subject to change in accordance with the AWS Customer Agreement available at
http://aws.amazon.com/agreement/. Any pricing information included in this
document is provided only as an estimate of usage charges for AWS services based
on certain information that you have provided. Monthly charges will be based on your
actual use of AWS services, and may vary from the estimates provided.
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WAF & Shield X AWS Firewall Manager Security policies

AWS WAF AWS Firewall Manager policies (3) Asia Pacific (Tokyo) v

AWS Shield Q

AWS Firewall Manager ) )
Automatic Protecteg Noncompliant

Policy type Ay,
ytyp remediation v accousdits accounts

‘ Policy ID
Getting started y
Security policies

Corporate Common NetworkFirewall policy AWS Network Firewall 5c¢11f8ad-
Application lists
Protocol lists Corporate Common SecurityGroup Security group - common /\ Disabled 7b7a28%#-

Settings Corporate Common WAF policy WAF /\ Disdbled 0g802¢0e-

214—F)\v2 HFSE v 2008 - 2021, Amazon Web Services, Inc. F/Z(ZTORER. JEAEMARU TS54)—RU2— FIERE Cookie DZS7E

s AWS

V"



AWS Firewall Manager /RUS—&U—>3 DB HIE

(@oﬁ’ AWS Firewall Manager OY>*—>X> 12V —)L ( Global )

IN\—=Z73468) —=> 3 > H S >HR=ILU—>3 > H Bl —g>

WY BEoORUS—0

AWS WAF

WY FoRUS—06

AWS WAF

& oty —

AWS Network Firewall

@Y moKUs—@

AWS WAF

0 BoRUS—

VPC Security Groups

B moRUS —

Route 53 Resolver DNS Firewall

& morUs—

AWS Shield Advanced

19

dWsS



AWS Firewall Manager 7k

“ - M
! X
@ Gx

“ A\
“ 5
“_ 2
) | O
= N
RS

5

1 O)

| (O

_n

_a

| =

¥ Rl
_m _
s % =
0 ¢

3

=




ST N
1. AWS Firewa
2. AWS Firewa
3. AWS Firewa
4. AWS Firewa
5. AWS Firewa
6. AWS Firewa
/. AWS Firewa
8. AWS Firewa
O. &Z&Bk
10.& &8

Manager & (&

=)

Manager Z (XU sBD(C(E (AWS Organizations & DiE
Manager (C&d AWS WAF FBODO/RU S —E%7E
Manager ME&DAMDELTE

Manager & AWS Security Hub & DiEH#

Manager &L 7&ES

Manager M A —4(CDULNT

Manager OFE(ICDUNT

o

21

dWsS



AWS Firewall
Manager

&N,

AWS Firewall Manager ' PREEN(CERIT S IH—EX

/4

N\

i~
S

0

AWS Shield
Advanced

S

g

AWS WAF

2

VPC Security
Groups

\ 4

=

AWS Network
Firewall

\ 4
Route 53 Resolver
DNS Firewall

services

dWsS



AWS Firewall Manager ' HREEN(CERIT S IH—EX

AWS Firewall
Manager

QD? _______ \ _;___.

AWS Security Hub

g

&

AWS WAF

3 dWS



AWS WAFZ&(S ?
4

Amazon API
Gateway

Amazon
CloudFront

Sampled ; ; : Cﬁ
Reqsest @ Logging Metrics

|
Application
Load Balancer

Request

IP Set Rule Group Regex Set

Amazon S3 CloudWatch Kinesis Firehose Amazon AWS
N Logs ~/  CloudWatch AppSync

(#&#%) [AWS Black Belt Online Seminar] AWS WAF 77w J7— k

https://d1.awsstatic.com/webinars/jp/pdf/services/20200324 AWS BlackBelt AWS WAF Updatez.pdfawS
4


https://d1.awsstatic.com/webinars/jp/pdf/services/20200324_AWS_BlackBelt_AWS_WAF_Update.pdf

AWS WAF H® Firewall Manager kU S —DSERIE

Xn e

{)

Y —
II@ AWS Firewall Manager 7/RU S —

e 58
I | S | | :
: 5 @
i JL—IL Tovay A3—7 :

S I S S S S D D D e D D D S B e D B D B B D D D D S D D B D e S D D B D D B D S D D S D e D D e e e e e ol



AWS WAF H® Firewall Manager kU S —DSERIE
)

<\

L

= - - - - - - - e . . -

|
|
|
i :
R - |
| : : C~ J!> :
. : - . . =Y & :
: I - A
i E : AR !
I (0]
: : = T3y 23— l
. :
I |

S I S S S S D D D e D D D S B e D B D B B D D D D S D D B D e S D D B D D B D S D D S D e D D e e e e e ol



AWS WAF ADRUS—dD T)L—)L] [EDNWT

Policy rules

Policy rules
Associate all resources that are within the scope of this policy with the web ACL that’s contained in this policy.

Web ACL configuration

Firewall Manager creates this web ACL in all accounts that are within the policy scope. Define the rule groups to run first
and the rule groups to run last when the web ACL inspects a web request. Then, in the individual accounts, the account
owner can only add rule groups to be run in between these first and last rule groups.

e3D0DEr/S3>

Add rule groups

Rule group name Capacity Action

- Web ACL configuration
AWS WAF @D Web ACL [CDUVL\TODEETE

Add rule g

Rule group name Capacity Action

No rule groups

You haven't added any rule groups.

Web ACL rule capacity units used

0/1500 WCUs

Default web ACL action for requests that don't match any rules in the web ACL
O Allow
Block

i
it

AWS WAF ® O2(CDW\WTD

ogging configuration
Capture information about the web requests that are evaluated by this web ACL. To configure this, you must have
already defined an Amazon Kinesis Firehose Delivery Stream with a name that starts with ‘aws-waf-logs-".
© Disabled
Enabled

If you enable sampled requests, AWS WAF stores samples from the last 3 hours of requests that match the web ACL
rules. Sampled requests are free of charge.
© Enable sampled requests

Disable sampled requests

Enable sampled requests with exclusions

il
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AWS WAF DY HF—> RIL—ILTHS [Core rule set] ZiEH
IL—=ILIIL—T 2 [1BFKE2]
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AWS WAF DY 1—< RIL—IL TS [Bot Controll Zi&EHR
IW—=ILVIIL—T 1 [B5EE1L]
BAESEIZU DI IR hDFHEsF0]

IL=ILIIL—T 1 [B5EL] AWS WAF DY %—< RJL—IL TS PHP application] &i#EF
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Logging configuration
u u u I Capture information about the web requests that are evaluated by this web ACL. To configure this, you must have
o I n C O n I u ra I O n already defined an Amazon Kinesis Firehose Delivery Stream with a name that starts with ‘aws-waf-logs-".
; Disabled
O Enabled

IAM role
AWS Firewall Manager ¢ i le for you. The role grants AWS WAF the permission to write to the Kinesis Data Firehose delivery
e name f saf-logs-".

= 0 = /\ \E " — Amazon Kinesis Data Firehose delivery stream
[ J I I I e S I S a a I re O S e ) I I - 98 ( If you don't have a delivery stream with a name starting with 'aws-waf-logs-', you can create one from the K onsole. Note that you
\ — can only specify a delive! m that exists within your account. Test your delivery stream to be sure that it nough throughput to

accommodate your organization’s logs.

JSON e cOy zix " ation ey <

Redacted fields

HTTP method

o BLERSNITZINTDU IR M,

URI

— UV OIR WA —& RulelD "EEND B el el sl
« Cookie YEREENVAIRE, T2 25 TRIEH"E | i |

Log filters

OO M SRS EIEE

Filter requirement
© Match all of the filter conditions

+ UOIRDEZT (ANY4S/-T/Body) EDfEh

IL—ILICABLTI Oy JEniehaRRa s i

Filter behavior

. OY T4 IVE VYD DREGHE -3
¢ FEFHIYNTRELEOI RS TIRELE o

Default logging behavior

Kinesis Data Firehose [CEE#Y S

‘ Remove

)
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[Sampled requests configuration] (CDUL\T

e 1BE 3 BFRILUAORETRUY —X(THIT BT
JIVFUEDODOH> T > 20% AWS WAF Al CIREFET DIHEHNERTET DA

« B2 TJUOENZEUOIRAMDASE (V—XRIP. URI. Action /& &) ZHE

Sampled requests configuration
If you enable sampled requests, AWS WAF stores samples from the last 3 hours of requests that match the web ACL
rules. Sampled requests are free of charge.

Enable sampled requests

Disable sampled requests

© Enable sampled requests with exclusions

Request sampling for web ACL default action
© Enabled
Disabled

Rules. Choose the rules that you want to disable request sampling for

| Type Name

First rule groups sample-montama-group

First rule groups AWS Core rule set

Last rule groups AWS Admin protection

WAF & Shield X

v AWS WAF
Getting started
Web ACLs
Bot Control
IP sets
Regex pattern sets
Rule groups

AWS Marketplace

Switch to AWS WAF Classic

AWS Shield

AWS Firewall Manager

Getting started

Security policies

Application lists
Protocol lists

Settings

A NC Web ACL DJL—)L &

Sampled requests

Samples of requests from the past 3 hours.

Q

Metric name Source IP

PREFMManaged-
sample-
montama-
group-

PREFMManaged-
sample-
montama-
group-

PREFMManaged-
sample-
montama-
group-

PREFMManaged-
sample-
montama-
group-

PREFMManaged-
sample-
montama-
group-

PREFMManaged-
sample-
montama-

/sample.css

/sample.css

/sample.css

/index2.php

Rule inside

Action
rule group

sample-
montama-
group#sample-
rule

sample-
montama-
group#sample-
rule

sample-
montama-
group#sample-
rule

sample-
montama-
group#sample-
rule

sample-
montama-
group#sample-
rule

sample-
montama-
group#sample-

B> VOB EEm

(AWS WAF{HI)

= 4t
a.}c?\ﬁ_[ HE

All metrics

All metrics
FMManagedWebACLV2CloudFrontWAF
PREFMManaged-sample-montama-group-

PREFMManaged-AWSManagedRulesCommonRuleSet-

Sat Jun 25 2022 18:49:11 GMT+0900 (Japan Standard
Time)

Sat Jun 25 2022 18:49:11 GMT+0900 (Japan Standard
Time)

Sat Jun 25 2022 18:49:12 GMT+0900 (Japan Standard
Time)

Sat Jun 25 2022 18:49:07 GMT+0900 (Japan Standard
Time)

Sat Jun 25 2022 18:49:07 GMT+0900 (Japan Standard
Time)

Sat Jun 25 2022 18:49:08 GMT+0900 (Japan Standard
Time)
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AWS WAF RDRUS—D 705321 [CDWT

Firewall Manager @ AWS WAF ;RU = —hMERL LTz
Web ACL WMWY TULVRWI Y —RZFHRB UICHZS
DEZRTE (BENFLE or RENDF+) \

Firewall Manager MAWS WAF /RU = —hWERk LTz
Web ACL BIAME{FTWNTWB U Y —XZRRB UIEBES
DEEFZHTE (BED 751> or #&KDFH)

Policy action

As a best practice, first identify and review the resources that don't comply with the policy rules, and then enable auto remediation to fix
the noncompliant resources.

Policy action

Identify resources that don't comply with the policy rules, but don't auto remediate.

O Auto remediate any noncompliant resources.

Replace existing associated web ACLs that aren’t managed by another active Firewall Manager policy

Replace web ACLs that are currently associated with in-scope resources with the web ACLs created by this policy

Auto remediation steps

1. In noncompliant AWS accounts that are within policy scope, Firewall Manager creates a web ACL whose name starts
with "FMManagedWebACLV2<Policy Name>", containing the rule groups that are defined in the policy.

2. Firewall Manager associates the web ACL with all noncompliant resources in the accounts.

3. If you chose to replace existing associated web ACLs, Firewall Manager disassociates other web ACLs that aren’t
managed by another active Firewall Manager policy from in-scope resources.

XIRFNE— R T/RUS —([CEHMLL TLWVRWIY —XD—&%
FER U T2 (C Auto TEID Y TANEH\DIRET I DRz HEEE
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AWS WAF DOiRUS—D TXRO—T]1 [CDWT

3Dt 3>

- AWS accounts this policy applies to —

DRSS —ZEE T DHURDTIZHIT> b
UK I(E OU Z#E (WhiteList or BlackList)

WREBRDUYV - ITRIETE
(CloudFront (& Global U—>3 > %:#4iR)

WREBRDVY—XICHILK FIZIEE

Policy scope

Policy scope defines the accounts and resources covered by this policy.

AWS accounts this policy applies to

Include all accounts under my AWS organization
© Include only the specified accounts and organizational units
Exclude the specified accounts and organizational units, and include all others

Included AWS accounts Edit list ’

AWS accounts

No Accounts added

Included organizational units Edit list ’

No OUs added

Resource type
API| Gateway Stage
Application Load Balancer

Resources
Include all resources that match the selected resource type
© Include only resources that have all the specified resource tags
Exclude resources that have all the specified resource tags, and include all other resources

Resource tags
Key Value - optional

‘ Remove

Add new tag

You can add 7 more tags.

35
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AWS WAF /RU S —DXO—=THS5XHRODOYU Y — A TZREOFEN 2 55 7E
(ROA=THSH9MMIZER(C AWS WAF D Web ACL EBE#IR(CT YV FEHEDZ ENVAJEE)

Resource cleanup

Automatically remove protections from resources that leave the policy scope.

Warning
Enabling directs Firewall Manager to automatically remove Firewall Manager managed protections from
customer resources when a member account or customer resource leaves the policy scope.
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v AWS Firewall Manager

TDMDEEEIC DT Gettingsartec

Security policies
Application lists

Protocol lists

 Application lists Settings
« SecurityGroup (Auditing and enforcement of security group rules) A
IRV —TCHEBFHIH T IMNRERD TV —> 3 > Z21BTE I DRICHIFE
 Protocol lists
« SecurityGroup (Auditing and enforcement of security group rules) FH®D
NS —THEHHIEHTDIMNRERDTO NI ZIBEET DRICFIAETD
» Settings

« AWS Firewall Manager administrator account M%7
+ AWS Firewall Manager ™o E#EEH T HFED SNS DEEE
« Third party & & & DEEDETE

THR—TRUZ K~
aws

38


https://docs.aws.amazon.com/ja_jp/waf/latest/developerguide/working-with-managed-lists.html

ST N
1. AWS Firewa
2. AWS Firewa
3. AWS Firewa
4. AWS Firewa
5. AWS Firewa
6. AWS Firewa
/. AWS Firewa
8. AWS Firewa
O. &Z&Bk
10.& &8

Manager & (&

=)

Manager Z (XU sBD(C(E (AWS Organizations & DiE
Manager [C&3 AWS WAF FDRY S —557%E
Manager ME&DAMDELTE

Manager & AWS Security Hub & DiE#E

Manager &L 7&ES

Manager M A —4(CDULNT

Manager OFE(ICDUNT

o

39

dWsS



AWS Security Hub &(3X?

FHADIRR I EF 1 UFT T —HFZEHN LT, — 7l
oJfR{b9DlcbD—EX

i @ @
Bl an

AWS tF+a1 U0 —EX

5] v Q

AWS H—EX(C
KBTI 3>

C &f%,(@g?

IN=hFr—VYUa—->3>
(CKBDMIET I3~

e
tFa1UFTa/(—hF— 'i“ g
vyy1—3> AWS _ o0
Security Hub S ([ CHBIRA IR/ — I —
2

5 @ & =
B g o QA

Amazon

ZOfth AWS H—E X Detective

(#=#%) [AWS Black Belt Online Seminar] AWS Security Hub
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