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pricing information included in this document is provided only as an estimate of usage charges for AWS
services based on certain information that you have provided. Monthly charges will be based on your actual
use of AWS services, and may vary from the estimates provided.
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Enable Amazon Macie

Use this page to configure Amazon Macie. Learn more (7'

Region

US West (Oregon) v Learn more (7

Requirements
1AM roles created Learn how to create the required IAM roles (7

AWS CloudTrail enabled Learn how to create AWS CloudTrail (71
After you enable Macie, the service will process and analyze your CloudTrail data for the last 60 days starting today. For details about usage-related charges, see

https://aws.amazon.com/macie/pricing/.

Permissions
[0 By choosing Enable Macie, you are providing the service with permissions to analyze AWS CloudTrail logs and events to classify and protect your data. You can
disable Macie at any time and thus stop it from processing and analyzing AWS CloudTrail logs and events.

CANCEL ENABLE MACIE

https://docs.aws.amazon.com/ja_jp/macie/latest/userguide/macie-setting-up.html
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1. INTEGRATIONS—SERVICESZEIRL 2. Amazon S3%ERL TADDEY
TSelect an accounthM i EEST 57 H™ Y
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AN 7N\ H /N L\ amazon
X/ N\ Macie N/ Macie

. Selected t ID: _ v
7 ALERTS 7 ALERTS
ACCOUNTS ACCOUNTS

%) DASHBOARD 7) DASHBOARD

Select t

@ USERS elect an accoun: (@ USERS * Amazon S3

RESEARCH Select the account for which you want to integrats RESEARCH Ao

@ SETTINGS Select an account v i SETTINGS

| INTEGRATIONS INTEGRATIONS
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INTEGRATIONS—ACCOUNTZZEIRL T
Member AWS accountsM™5 7 A ND%
ANT 5,

amazon

You can select up to 250 S3 buckets and prefixes. M a C |e

3. REMRICTIETET ASI/NTyREEIRLT
[REVIEW AND SAVE]Z4)vo L TEMT S

Total selected resources: 2

When you specify an 53 bucket, by default, Macie only classifies objects that are added to the bucket after your bucket selection is complete. If you select
"Classify all", Macie classifies all existing objects in the S3 bucket. Make sure you know the size of your 53 bucket before you select "Classify all" since this can

significantly affect your content classification costs. For more information, see Amazon Macie Pricing and Specify data for Macie to monitor. p/ CUEE
SERVICES

+ DASHBOARD

All Buckets
D USERS AWS accounts

D Name Total size Total processed  Total cost estimate Classify all Master AWS account: [N

RESEARCH
O ¥ I
I. _aws-athena I 0O . Choose retention duration for 53 metadata

&3 SETTINGS

ey

| |  INTEGRATIONS Macie stores metadata about your 53 objects for the default duri

© ¥ 1

O W  pinpointeest- I

Number of months: 1
m zen-macie-test I O

Member AWS accounts
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Amazon S3 Overview by DLP Theme - minrisk: (7)

. All Data

. Range: 0 - 6 months ago
. Range: beyond 6 months ago
Big Data Frameworks
Cisco Router Config
Confidential Markings
Financial Keywords
Hacker Keywords
Large number of IPv4 addresses
. Lightweight Directory Access Protocol
B Limit Distribution Markings
. Network Traffic Analysis Keywords
[0 Password Keywords

. Proprietary Markings
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CloudTrail 1Rk = X509FERAEATYTO—FENBFEDI—HF—IZEEMIFS = 10
N TULV% (UploadSigningCertificate)
= VPC Flow Logsh Hl|fgE417= (DeleteFlowlLogs) = 10
= MFAT/\A ADEF SN 1= (DeactivateMFADevice) = 9
= AWSTHOURDINRT—FR)—NEBINT- =9
(UpdateAccountPasswordPolicy)
CloudTrail fRVFAR = 7UEREBZOHINIBREN-IZEDIS— = 10
I5— (AccessDeniedException)
= TORREEMREINT-IHE DI S5— (AccessDenied) = 10
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Dashboard Tt EZ# R %

DASHBOARD

M Macie

{ ALERTS

JROLARILHY

DASHBOARD |

8~1O‘:§J\¥Eé () USERS a"
*LT:_I% IJ x7 = | researcn
S3 7_|'7“:/°I7 I\ 3% SETTINGS

—
Macie DB $h1t
SNTHoD
CloudTrailf N
VrDFERERE

£ INTEGRATIONS

user,

Total event occurrences Total user sessions otal users (19)

Critical assets

31.4k

Number of user sessions 3 5 5 8

225k

Number of event occurrences

1

High risk (levels 8, 9, and 10)

the slider to only view items at or above the selected risk level

_—

S3 objects for selected time range - minrisk: (s)

The following graph shows S3 objects grouped into top 20 matching themes for the selected time range. To further investigate your S3 objects, double-

SEREC R AR SRR R R

B AuData
Range: 0 - 6 months ago
. Range: beyond 6 months ago

Audit Keywords
Big Data Frameworks
CVE Number

I Limit Distribution Markings
Network Traffic Analysis Keywords

. RSA Private Key

. aws_access_key

B email/all
json/aws_cloudtrail_logs
logs/apache_format

IAIMOA—H—F
f-IZIAMB—)L
~NBDT7UtARE
EIZkb74E

CloudTrail®
A—H—tv
avDEEHEe

#
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Minimum risk: 5

DASHBOARD

Move the slider to only view items at or above the selected risk level.
b

S3 objects for selected time range - minrisk: )

The following graph shows S3 objects grouped into top 20 matching themes for the selected time range. To further investigate your S3 objects, double-

click sections of the graph or color chart. Learn more

. All Data

Range: 0 - 6 months ago
. Range: beyond 6 months ago
Audit Keywords
Big Data Frameworks

CVE Number 4
. Limit Distribution Markings
Network Traffic Analysis Keywords
. RSA Private Key
. aws_access_key
. email/all
jsonfaws_cloudtrail_logs
logs/apache_format
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Macie D EE R X R
S3 objects %6831_7\:)17#0)
The following list shows your Macie-monitored S3 objects grouped by themes. Learn more — Z\ * —_ EBE
T—XADTFE—F
Q json/aws_cloudtrail_logs 99.84% (18,349) .
Q Big Data Frameworks 0.04% (8) E ( : ‘j: % *L% *L 0)
Q aws_access_key 0.02% (4) T 7 ‘ N é ;hl 7'-__
Q Limit Distribution Markings 0.01% (3) N on
Q Audit Keywords 0.01% (2) j— 7 V I 7 '\ 0) ‘Ib\ﬁ &
Q Network Traffic Analysis Keywords 0.01% (2) é 1$ ‘ : ﬁ -d_ é %I] é E
Q American Express Credit Card Keywords 0% (1) —
Q CVE Number 0% (1) i m
Q RSA Private Key 0% (1)
Q email/all 0% (1)
Q logs/apache_format 0% (1)
Q mssql_db_backup/all 0% (1)
Q source_code/bash 0% (1)
Q source_code/c 0% (1)
Q source_code/perl 0% (1)
Q web/xml 0% (1) aws
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S3 objects by PII priority

The following list shows your Macie-monitored S3 objects grouped by the PIl priority. Learn more

Q none

Q low

Q moderate

75.03% (13,774)
24.95% (4,581)

0% (1)

S3 objects by PIl types

The following list shows your Macie-monitored S3 objects grouped by the Pl types. Learn more

Q ipva 99.1% (4,557)
Q gc_number 0.76% (35)
Q name 0.08% (4)
Q address 0.02% (1)
Q email 0.02% (1)

PIl S2 & E A S3
AT O

PIZZEE(S. &,
&, ZLICLCT=

S3A Tzt
HEND—E

PIl 473 S3 7
ToxHM

PID 558314712
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IJrEEEIED—
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CloudTrail events
The following list shows all the CloudTrail events that Macie is monitoring. Learn more

AssumeRole

PutObject
HeadBucket
GetBucketLocation
GetBucketAcl
GetBucketLogging
—
GetBucketPolicy
—
GetBucketVersioning
GetBucketTagging
GetBucketWebsite
GetBucketLifecycle
—

ListObjects

-

GetObjectAcl
GetObject
ListBuckets
GetAccountSummary
]
GenerateCredentialReport
.
GetCredentialReport
'

ListDistributions

ListRoles

Describelnstances
1

LD L HOL L OL L L L L L HL O L O L OL L O L O PO

GetGroup
L

27.92% (17,622)
10.24% (6,466)
10.19% (6,433)

8.02% (5,067)
7.72% (4,874)
3.62% (2,289)
3.46% (2,186)
3.43% (2,166)
3.41% (2,154)
3.41% (2,153)
3.41% (2,152)
2.22% (1,406)
2.22% (1,402)
2.21% (1,396)
0.74% (467)
0.52% (330)
0.37% (239)
0.37% (238)
0.34% (219)
0.31% (200)
0.3% (194)

0.3% (190)
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CloudTrail 1 XK
&=

Minimum risk: 5

Move the slider to only view items at or above the selected risk level.

FRHTS52 DASHBOARD

JRAOLANILTOHRRY :AH

High-risk CloudTrail events - minrisk (s)

To further investigate the top 20 high-risk CloudTrail events for the last 60 days, double-click sections of the graph or the color chart. Learn more
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CloudTrail users - minisk: s)

To further investigate the users associated with the top 20 high-risk CloudTrail events for the last 60 days, double-click sections of the graph or the color|

chart. Learn more
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Move the slider to only view items at or above the selected risk level.
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o further investigate the top 20 high-risk CloudTrail errors for the last 60 days, double-click sections of the graph or the color chart. Learn more To further investigate the users associated with the top 20 high-risk CloudTrail events for the last 60 days, double-click sections of the graph or the color
chart. Learn more
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Activity ISPs

The following list shows Macie-monitored activity within your AWS infrastructure grouped by the associated ISPs. Learn more

Q Amazon 99.19% (6,262)

Q So-net Entertainment Corporation 0.6% (38)
"

Q Softbank BB 0.09% (6)

Q AT&T Wireless 0.04% (3)

Q Sony Network Communications 0.03% (2)

Q Wire and Wireless Co.,Ltd. 0.03% (2)
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CloudTrail user identity types

The following list shows Macie-monitored activity within your AWS infrastructure grouped by the associated CloudTrail user identity types. Learn more

AWSService
. ________________________________________________________________________________________________________________________________|

AssumedRole
|

AWSAccount

IAMUser

L £ 0 0 P

Root

67.98% (21,432)
22.5% (7,096)
8.52% (2,686)

0.56% (177)

0.42% (133)
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There is a total of 18,356 matched results.

1.20kH 2
1.00k
800
600
400
200

000 1+— T T T T T T T
Mar 03 Mar 05 Mar 07 Mar 09 Mar 11 Mar 13 Mar 15 Mar 17

T T T T T T T T T
Sat 03 Mon 05 Wed 07 Fri 09 Mar 11 Tue 13 Thu 15 Sat 17

Search results summary

The following results summary includes the most significant fields from your latest search. The first line includes the top/bottom 3 values for each field.
The second line includes the top/bottom 10 values for each field. Learn more
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i7  ALERTS Categories

AlL(T) Amazon Macie is monitoring 17.5k new S3 objects since the last alert generated a month ago. Learn more
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*  https://aws.amazon.com/jp/macie/

e Amazon Macie ) ¥

*  https://aws.amazon.com/jp/macie/details/
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*  https://aws.amazon.com/jp/documentation/macie/
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e https://aws.amazon.com/jp/macie/pricing/

e  Amazon Macie FAQ

*  https://aws.amazon.com/jp/macie/faq/

* Amazon Macie Blog

. https://aws.amazon.com/jp/blogs/news/launch—amazon—macie—securing—your—s3—buckets/
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