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AWS Black Belt Online Seminar & (&
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AWS does not offer binding price quotes. AWS pricing is publicly available and is subject to change in accordance with the AWS Customer Agreement available
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based on certain information that you have provided. Monthly charges will be based on your actual use of AWS services, and may vary from the estimates
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https://docs.aws.amazon.com/ja_jp/iot/latest/developerquide/device-certs-your-own.html#create-
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Just in time registration
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$aws/events/certificates/registered/<CERT-ID>

dDtopiclcA > MEfHIENS

publish (or subscribe)
“Thing.crt+CAroot.perm |

Thing.key A
Root.pem(Verisign)

(A

{

"certificateld": "",
"caCertificateld": "",
"timestamp™: "",

:
-0l

rule

"certificateStatus": "PENDING_ACTIVATION",
"awsAccountld": ",
"certificateRegistrationTimestamp™: ""

}

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Just in time registration O Y > 7L 3 —F ) .
o o i Create Policy

*/

exports.handler = function(event, context, callback) { T TTTTS e

policyDocument: JSON.stringify(policy),
//Replace it with the AWS region the lambda will be running in

policyName: policyName

var region = “us-east-1"; }, (err, data) => {

//Ignore if the policy already exists

var accountId = event.awsAccountId.toString().trim(); if (err & (lerr.code || err.code !== ‘ResourceAlreadyExistsException')) {
console.log(err);

var iot = new AWS.Iot({'region': region, apiVersion: '2815-@5-28'}); callback(err, data);

var certificateld = event.certificatelId.toString().trim(); return;

}

//Replace it with your desired topic prefix console.log(data);

var topicName = " foo/bar/${certificateld} ;

” .
. N X ) L N Step 2) Attach the policy to the certificate tt h P
var certificateARN = “arn:aws:iot:${region}:${accountId}:cert/${certificateId}"; . a ac 0 Icy
var policyName = “Policy_${certificateld}"; muyu
P l. t l t policyName: policyName,
//Puzcy that allows connect, publish, subscribe and receive O IC! em 3 a e principal: certificateARN
var policy = { }, (err, data) => {
“Version®": "2@12-16-17", //Ignore if the policy is already attached
“Statement”: [ if (err && (lerr.code || err.code |== 'ResourceAlreadyExistsException')) {
{ console.log(err);
"Effect” callback(err, data);
“Action”: [ Peturns
“iot:Connect” t
L console. log(data);
“Resource”: ‘arn:aws:iot:${region}:${accountId}:client/${certificateld}"
Step 3) Activate the certificate. Optionally, you can have your custom Certificate Revocation List (CRL) check
I' logic here and ACTIVATE the certificate only if it is not in the CRL. Revoke the certificate if it is in the CRL
*/ —
“Effect": "Allow", iot.updateCertificate({ E_I—_E Hﬂ i t. t
“Action™: [ certificateld: certificateld, A = aC Iva e
"iot:Publish”, newstatus: 'ACTIVE'
“iot:Receive” }, (err, data) = {
1, if (err) {
“Resource”: “arn:aws:iot:${region}:${accountId}:topic/${topicName}/*" console.log(err, err.stack);
1, callback(err, data);
{ }
“Effect”: "Allow", else {
“Action®: [ console. log(data);
“iot:Subscribe”, o ’ ? v 7
1, }
“Resource”: "arn:aws:iot:${region}:${accountId}:topicfilter/${topicName}/#" s B;
d s
]
I }
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Bootstrapping:
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AWS SDK X.509 support

via |OT/M QTT loT certlflcate
via HTTPS @ Amazon S3
e€.g., loT th|ng

Streaming video (CCTV) .

Telemetry upload (Sensors)
Amazon
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Permissions |IAM Role
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X.509ZFH U /=tokenHUS
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3) HTTPS 2) AWS IoTI(C
=) Role alias{ERk 1) RoleDfFak

Cam get request
@ with cert @
<

device AWS IoT role

e.g) wget Ctempolay 72 FREEIER D EX1S

wget

--private-key= private.pem.key

--certificate= certificate.pem.crt

--ca-directory= AmazonRootCA1.pem
https://<your_info>.credentials.iot.us-west-2.amazonaws.com:443/role-aliases/<2 T& &k L 7=
alias>/credentials

¥)Credential ® B NHAMRE (& 2) D CreateRoleAlias APITHEE RI8E(900-360075)
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https://www.amazontrust.com/repository/AmazonRootCA1.pem
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https://docs.aws.amazon.com/ja_jp/iot/latest/apireference/API_CreateRoleAlias.html
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X.509 Corporate data
Certificate center

https://aws.amazon.com/jp/blogs/security/how-to-use-your-own-identity-and-access-management-systems-to-control-access-to-
aws-iot-resources/
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Thing Group

Floor Basement Roof Incandescent LED Florescent

Guest

Lobby rooms

Room 1
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AWS IoT Device Management
Jobs: 77w 5 — bikEE

BRB3ATS1-IEFIN FRBERE 25 —% AFER

Location Type
|\ Floor
L Guest g
Rooms
00

Continuous Snapshot Status
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Job%Z 2B DevicedDtask
(SDKAAU U — X =nNnid It NS : IR1xdevice-sdk-js/embedded CDHFFIEr)

N ~ST1V Saws/things/{thing 1/jobs/get/accept i
| ‘@subscribe , L FNARFT T4V
i 2) $aws/things/{thing#}/jobs/get I DjobF = 7 ME
ublish I
| 4) jobnnEEs | — : !
| 1)MDsubscribe%close 3) job— &z i@ :
5) $aws/things/{thing$}/jobs/notify-next
% subscribe ) 6) joblERk
6) notify-next(CjobM@IIEND <
B 7) $aws/things/{thing#}/jobs/{job-
2\ =jobEE(TL .
In_Progeg(s)/SucceTss@é:‘ | 'sli/ ul?;lla:]e >
AREEER ublis
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Jobs: 77w J5 — MEE

JobEFIL « Snapshot:
JobZ{ERR UTeF 1= 7‘(:7?T3‘5thing
R T—EVED EJobBAIDATR(FE

’v T y QAN
Qi « Continuous:

JobZz{ERk UIc 2 BERENRE R DGroup
[CthinghYiBilE N3 S @D TTHNS.

Continuous Snapshot

FERE & 11.7-J0b 1290 H/ETE R, 90 AREET 3 Llist 55 6 BAE B /b,
1A B9 Job B IE 5 FE 152 I FIPAPI THREEZIIZ L, REF R
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JobDRFERFT R MFiE(1/3)

JobDBHNDHEER T %

AWSDNFZ— A ROV —=)LnS. AWS IoTZZEIRUAEBIA 21 —D
"Test" Z31ER

JobTHIFETNBtopicht $aws/things/{thingname}/jobs/{job-id} T&H D
DT, JDAILFA—RZFIALU. EmEmDOSubscription topic\
“$aws/things/+/jobs/#"Z A7 L. subscribe to topicz#H L T. Z{EI
RE(ZCDEIEZFREVWTIAR)DERFICLTH L,

Subscribe
Devices publish MQTT messages on topics. You can use this client to subscribe to a topic and re

Subscription topic
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JObDRFETRT X hF3iE(2/3)

JobD1ERK

1) ERIDT STHSITMSAWS IoTA YV —)L=>EE=>>3 T =>1FBk

=>NRHI >3 T DIERK

CREATE JOB

Create a job

R WE A0V

Description

Select devices to update

Browse and select the devices you want to include in this job.

No devices or thing groups selected Th i n g / Th i n g G rou p 0) E%%—R

Add a job file
Upload a job file that defines what your job should do.

reses. Task @A 9 5 document & E
EFIIC, JobTEIT ANAEISONT 7 1 L
HVERL LS3NECE T 2 BN H B

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Pre-sign resource URLs
For an extra layer of security, you can pre-sign URLs that refer to resources in your job file, like a binary for a firmware update. Learn more.

Please select a job file to continue.

o ype > 3 7 DFERE % BN

A job can run on the devices and/or groups selected, or remain open, and apply to devices later added to a group. Learn more.
Your job will complete after deploying to the selected devices/groups (snapshot)

Your job will continue deploying to any devices added to the selected groups (continuous)

Job executions rollout configuration
Specify how quickly devices will be notified of a pending job execution.

Maximum per minute (1-1000)

= B AR T ICRAT B h A AD

| o |
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JobDRFERFT A MFiEA(3/3)

1)MDsubscribelEE (CdpDpublishh55E . CBHE THED fZjoblCd D Tpubhlish
topiIc\A T ZERTET Do

topiclc $aws/things/YOUR_THING/jobs/JOB_NAME/update

Message AIMDIsonT - —)L RABLTFZULMUT. “publish to topic”7R5 > Z# T,

{ "status": "IN_PROGRESS", "statusDetails"|{ "progress": "0%" }, "expectedVersion":""
"clientToken":"" }

JobZzTE TIAREIC LTz mE(E. IN_PROGRESSZ SUCCEEDEDY_ L Cpublishd %
=

Publish to a topic

statusDetails (3
devicefll CTEHC
S AT ZE B 581

“"timestamp": 1521890493
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AWS IoT Shadow
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Thing

"state" : {
“desired" : {

" g

g

"reported

>+ RD(E. delta, desired &U'reported
AT —HREAXGFT—=FEIN -3 > % DIFTEER
":10

"version

aws
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T\ A RPREDRFT—H R 7YV ITFT—

{

"state" : {
“desired" : {
"engine" : “ON"
T

o

1

b

I
"version" : 10

aws



\ "reported" : {
' "engine" : "OFF"

- = }
o —_
——
]

I
"version" : 10

¢

rsi
)

— '
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deltah\BEI=NSD

3? "state" : {
“desired" : {
"engine" : "ON"

b

"reported" : {

. "engine" : "OFF"
. +

b

I
"version" : 10

= B
o= — "engine" : "ON"
h—d
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jy "state" : {
“desired" : {
I I Ilenginell : IION"
||engine" : n n
2 | "version" : 10
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Usert#EICK Dreport/SlTEE T B & ?

g "state" : {
“desired" : {
— “temp" : 25

g

eg) =1 }I

RS - "version" : 10
lltemp" :
v
10T thing
thermostat
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<§1}> "state" : {
“desired" : {
— “temp" : 25

g

] n., },

temp" : 25 "version" : 10
10T thing
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Shadow®D{E L \FRr

BIEEDOAHN > bO—)LHEERDBIE/configD—EZEIR T DKL DR
I—RT—AUFERZR (CX U CORTEZENTLIRT L),
5]) debug level . F—5XESAELRE

Shadow DdesiredZ[EE Cupdated d &, deltaldFELE LRV,
$aws/things/thingName/shadow/update/documents
(Cpublish(3FEET D, 1— AT —XICIHU CTshadowBE::EDtopicldiE
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> R2JOMQTT Topic

LED1 YELLOW

LED1 = Yellow
ACCEL X=1,Y=5,7=4 X=1,Y=5,7=4 TEMP = 60F
TEMP 83F 60F

T
—
o

5)\-f ZSDK (C-SDK, JS-SDK)T
> v ROOMQTT hE W U ZFIFH

UPDATE: $aws/things/{thingName}/shadow/update
DELTA: $aws/things/{thingName}/shadow/update/delta
GET: $aws/things/{thingName}/shadow/get

DELETE: $aws/things/{thingName}/shadow/delete

https://docs.aws.amazon.com/ja_jp/iot/latest/developerquide/device-shadow-mqtt.html

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. a S
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IoT Thing

‘ mqtt

‘, ’ Gateway/Edge Computer
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