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https://aws.amazon.com/jp/about-aws/events/webinars/
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https://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/device-certs-your-own.html#create-
device-cert

https://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/device-certs-your-own.html
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https://aws.amazon.com/jp/blogs/news/new-just-in-time-certificate-registration-for-aws-iot/
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{ 
"certificateId": "", 
"caCertificateId": "",
"timestamp": "", 
"certificateStatus": "PENDING_ACTIVATION",
"awsAccountId": "", 
"certificateRegistrationTimestamp": "" 
}

https://aws.amazon.com/jp/blogs/news/new-just-in-time-certificate-registration-for-aws-iot/


�����������������
�
���1�����	�� ����18���..121�8�� ��22��1�08���������, 
https://github.com/aws-samples/aws-iot-examples/blob/master/justInTimeRegistration/deviceActivation.js

Policy template

Create Policy

attach Policy

()'activate

Just in time registration  "&A%!�#

https://github.com/aws-samples/aws-iot-examples/blob/master/justInTimeRegistration/deviceActivation.js
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IoT certificate

Amazon S3

Amazon
DynamoDB

IAM RolePermissions

IoT thing 

Control via IoT/MQTT
Data via HTTPS
e.g.,
Streaming video (CCTV)
Telemetry upload (Sensors)
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e.g) wget!tempolay"0+I3#*/
wget
--private-key= private.pem.key
--certificate= certificate.pem.crt
--ca-directory= AmazonRootCA1.pem
https://<your_info>.credentials.iot.us-west-2.amazonaws.com:443/role-aliases/<2!.5� 
alias>/credentials

https://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/authorizing-direct-aws.html
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�)Credential#4('&A 2)#CreateRoleAlias API!)-%1(900-36002)

https://www.amazontrust.com/repository/AmazonRootCA1.pem
https://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/ja_jp/iot/latest/apireference/API_CreateRoleAlias.html
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X.509 
Certificate

AWS SigV4 Instances

Corporate data 
center

Key/tokenIoT thing 
lightbulb

IAM

Lambda 
function

AWS IoT

https://aws.amazon.com/jp/blogs/security/how-to-use-your-own-identity-and-access-management-systems-to-control-access-to-
aws-iot-resources/

https://aws.amazon.com/jp/blogs/security/how-to-use-your-own-identity-and-access-management-systems-to-control-access-to-aws-iot-resources/
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"engine" : ”OFF”
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"engine" : ”ON”
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"engine" : "ON”
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"engine" : "ON”
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“temp" : 20
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“temp" : 25
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AWS IoT Thing Shadow
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https://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/device-shadow-mqtt.html

https://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/device-shadow-mqtt.html
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Gateway/Edge Computer
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https://docs.aws.amazon.com/ja_jp/general/latest/gr/aws_service_limits.html#limits_iot

https://docs.aws.amazon.com/ja_jp/general/latest/gr/aws_service_limits.html
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AWS�������������
• http://aws.amazon.com/jp/aws-jp-introduction/
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• 17&S<�+-I 9&Q&AW"02#(%!'A
• http://aws.typepad.com/sajp/

http://aws.amazon.com/jp/aws-jp-introduction/
http://aws.typepad.com/sajp/
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https://aws.amazon.com/jp/contact-us/aws-sales/

" AWS n#c4*!-ad(I%+'#

https://aws.amazon.com/jp/contact-us/aws-sales/
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• pcek
• drdi+figo

https://pages.awscloud.com/well-architected-consulting-2017Q4-jp.html
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