AWS Ramp-Up Guide: System Operator QWS training and

~ ) certification

Take control of your AWS resources by learning how to automate, monitor, and optimize applications, networks and systems. You'll also learn how
to implement enterprise governance and controls, centralize your operations management, and establish configuration management and auditing
processes. This guide can also help prepare you for the AWS Certified SysOps Administrator — Associate certification exam. If you're interested
specifically in digital courses and labs to help you develop these skills, explore the Systems Operator Learning Plan at explore.skillbuilder.aws. To
provide suggestions on Ramp-Up Guides, please contact rampupguides@amazon.com.

Learn the fundamentals of AWS Cloud
Learning Resource Duration Type
AWS Ramp-Up Guide: Cloud Essentials Ramp-Up Guide

Step 1: Dive deeper into AWS Cloud fundamentals, including AWS pricing and cost management

Learning Resource Duration Type

How AWS Pricing Works 3.5 hours Whitepaper »
Introduction to AWS Billing and Cost Management 10 minutes Digital Training »
AWS Shared Responsibility Model 5 minutes Digital Training »
How AWS Managed Services (AMS) Works Within Cloud Operating Models 15 minutes Digital Training »
Introduction to AWS Managed Services 20 minutes Digital Training »
AWS Technical Essentials 1 day Classroom Training »

Step 2: Learn the prerequisites for effective cloud design and operations

Learning Resource Duration

AWS Well-Architected Framework 7 hours Whitepaper »
AWS Well-Architected Lenses (industry, and technology domain view) 10 minutes Webpage »

AWS Identity and Access Management - Architecture and Terminology (AWS Support), :

Digital 15 minutes Digital Training »
Introduction to Amazon Virtual Private Cloud (VPC) 10 minutes Digital Training »
Subnets, Gateways, and Route Tables Explained 20 minutes Digital Training »
Amazon Route 53 - Amazon Route 53 — Basics (Network Administrator focus) 20 minutes Digital Training »

1 Duration times are estimated. © August 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.


https://explore.skillbuilder.aws/learn
mailto:rampupguides@amazon.com
https://d1.awsstatic.com/training-and-certification/ramp-up_guides/Ramp-Up_Guide_CloudPractitioner.pdf?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://docs.aws.amazon.com/whitepapers/latest/how-aws-pricing-works/how-aws-pricing-works.pdf?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/129/introduction-to-aws-billing-and-cost-management?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/155/aws-shared-responsibility-model?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/467/how-aws-managed-services-ams-works-within-cloud-operating-models?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/311/introduction-to-aws-managed-services?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://aws.amazon.com/training/classroom/aws-technical-essentials/?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://aws.amazon.com/architecture/well-architected?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/479/aws-identity-and-access-management-architecture-and-terminology?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/79/introduction-to-amazon-virtual-private-cloud-vpc?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/206/subnets-gateways-and-route-tables-explained?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/63/amazon-route-53-amazon-route-53-basics?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
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Introduction to AWS Auto Scaling
Introduction to AWS Command Line Interface (CLI)

Amazon Virtual Private Cloud Connectivity Options (Network Administrator focus)

10 minutes
10 minutes
3 hours

Digital Training »

Digital Training »

Whitepaper »

Step 3: Build a foundation for cloud operations

Learning Resource Duration

Introduction to AWS Management Console 20 minutes Digital Training »
Deep Dive into Amazon Simple Storage Service (Amazon S3) 2.5 hours Digital Training »
Systems Operations on AWS 3 days Classroom Training »
Automating AWS Services with Scripting and the AWS CLI 75 minutes Self-paced Lab »
AWS Tools for Windows PowerShell: Getting Started 60 minutes Self-paced Lab »

Step 4: Dive deeper into one or more focus areas (4.1 to 4.5).

Step 4.1: Dive deeper into enterprise governance and control

Learning Resource Duration

AWS Account Structure Considerations 1.5 hours Whitepaper »
Introduction to AWS Organizations 10 minutes Digital Training »
Implementing your Landing Zone 50 minutes Video »

AWS Managed Services Console Walkthrough 15 minutes Digital Training »
AWS Managed Services (AMS): Provisioning 30 minutes Digital Training »
Using AWS Control Tower to Govern Multi-Account AWS Environments 45 minutes Video »

Step 4.2: Dive deeper into monitoring and observability

Learning Resource Duration

Introduction to Amazon CloudWatch 10 minutes Digital Training »
Introduction to Amazon CloudWatch Logs 10 minutes Digital Training »
Introduction to Amazon CloudWatch Logs Insights 10 minutes Digital Training »
Collect Metrics and Logs from Amazon EC2 instances with the CloudWatch Agent 12 minutes Video »
CloudWatch Tutorials 2 hours Tutorials »
Monitoring Security Groups with Amazon CloudWatch Events 1 hour Self-paced Lab »

2 Duration times are estimated. © August 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.


https://explore.skillbuilder.aws/learn/course/external/view/elearning/124/introduction-to-aws-auto-scaling?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/223/introduction-to-aws-command-line-interface-cli?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/253/introduction-to-aws-management-console?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/147/deep-dive-into-amazon-simple-storage-service-amazon-s3?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://aws.amazon.com/training/classroom/systems-operations-on-aws/?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/496/automating-aws-services-with-scripting-and-the-aws-cli?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/899/aws-tools-for-windows-powershell-getting-started?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://docs.aws.amazon.com/whitepapers/latest/cost-optimization-laying-the-foundation/aws-account-structure.html?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/219/introduction-to-aws-organizations?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://www.youtube.com/watch?v=nNy5UjzejNc&trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/286/aws-managed-services-console-walkthrough?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/299/aws-managed-services-ams-provisioning?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://www.youtube.com/watch?v=2t-VkWt0rKk&trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/203/introduction-to-amazon-cloudwatch?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/191/introduction-to-amazon-cloudwatch-logs?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/265/introduction-to-amazon-cloudwatch-logs-insights?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://www.youtube.com/watch?v=vAnIhIwE5hY&trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-tutorials.html?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/1109/monitoring-security-groups-with-amazon-cloudwatch-events?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
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Using AWS Lambda with Amazon CloudWatch and SNS to Implement a Slack Chat Bot 55 mins Self-paced Lab »
Collecting and Analyzing Logs with Amazon CloudWatch Logs Insights 90 minutes Self-paced Lab »
Monitoring and Observability: One Observability Demo 3.5 hours Workshop »

Amazon EventBridge Overview and Integration with SaaS Applications 30 minutes Digital Training »
Introduction to AWS Trusted Advisor 10 minutes Digital Training »

Step 4.3: Dive deeper into centralized operations management

Learning Resource Duration

AWS Systems Manager 190 minutes Digital Training »
AWS Inventory and Patch Management Well-Architected Lab 2 hours Workshop »
AWS Prescriptive Guidance - Backup and Recovery Approaches using AWS 3 hours Whitepaper »
CloudEndure Disaster Recovery Technical Training 90 minutes Digital Training »
Introduction to AWS OpsWorks Stacks 55 minutes Self-paced Lab »
AWS Systems Manager capabilities 2 hours Lab »

Step 4.4: Dive deeper into configuration, compliance, and auditing

Learning Resource Duration

Introduction to AWS CloudTrail 10 minutes Digital Training »
Introduction to AWS Config 10 minutes Digital Training »
Enforce compliance with AWS Config 8 minutes Video »

Manage Software Licenses with AWS License Manager 7 minutes Video »
Monitoring security groups with AWS Config 1 hour Self-paced Lab »

Step 4.5: Dive deeper into provisioning and orchestration

Learning Resource Duration

Infrastructure as Code 3 hours Whitepaper »
Introduction to AWS CloudFormation 10 minutes Digital Training »
Troubleshooting: AWS CloudFormation Stacks 30 minutes Digital Training »
Introduction to AWS CloudFormation Designer 40 minutes Self-paced Lab »
Creating an Amazon Virtual Private Cloud (VPC) with AWS CloudFormation 1 hour Self-paced Lab »
Introduction to AWS CloudFormation 45 minutes Self-paced Lab »

3 Duration times are estimated. © August 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.


https://explore.skillbuilder.aws/learn/course/internal/view/elearning/1115/using-aws-lambda-with-amazon-cloudwatch-and-sns-to-implement-a-slack-chat-bot?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/1122/collecting-and-analyzing-logs-with-amazon-cloudwatch-logs-insights?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://observability.workshop.aws/en/?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/119/amazon-eventbridge-overview-and-integration-with-saas-applications?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/234/introduction-to-aws-trusted-advisor?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/456/aws-systems-manager?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://www.wellarchitectedlabs.com/operational-excellence/100_labs/100_inventory_patch_management/?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/backup-recovery.pdf?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/47/cloudendure-disaster-recovery-technical-training?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/221/introduction-to-aws-opsworks-stacks?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://workshop.aws-management.tools/ssm/capability_hands-on_labs/?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/193/introduction-to-aws-cloudtrail?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/227/introduction-to-aws-config?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://www.youtube.com/watch?v=X_fznJtSyV8&trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://www.youtube.com/watch?v=ikL5Axehutk&trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/1110/monitoring-security-groups-with-aws-config?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://d1.awsstatic.com/training-and-certification/docs-devops-pro/infrastructure-as-code.pdf?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/194/introduction-to-aws-cloudformation?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/1336/troubleshooting-aws-cloudformation-stacks?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/608/introduction-to-aws-cloudformation-designer?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/408/creating-an-amazon-virtual-private-cloud-vpc-with-aws-cloudformation?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/891/introduction-to-aws-cloudformation?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
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Launching and Managing a Web Application with AWS CloudFormation 2 hours Self-paced Lab »
Introduction to AWS Marketplace 10 minutes Digital Training »
Introduction to AWS Service Catalog 10 minutes Digital Training »
Build VPC, S3, EC2, and RDS Products with AWS Service Catalog 2 hours Self-paced Lab »

Step 5: Synthesize learning with the help of labs and workshop

Learning Resource Duration

Deploy a reliable multi-tier infrastructure using CloudFormation 4 hours Workshop »
Introduction to AWS Identity and Access Management (IAM) 25 mins Self-paced Lab »
Automating AWS Services with Scripting and the AWS CLI 75 mins Self-paced Lab »
Launching and Managing a Web Application with AWS CloudFormation 50 mins Self-paced Lab »
AWS Federated Authentication with AD FS 2 hours Self-paced Lab »

Step 6: Prepare for, and take the AWS Certified SysOps Administrator-Associate certification

Learning Resource Duration
Exam Prep: AWS Certified SysOps Administrator - Associate Digital Training »
AWS Certified SysOps Administrator — Associate exam 2 hours Exam »

Explore additional resources
Learning Resource Description

Continue to learn by exploring our extensive portfolio of free Training and Training.

Learning Library Filter according to your preferences, or find a specific course using the “Search” box. Explore »
. . Explore technical whitepapers, technical guides, reference material, and reference

ALUD U IS ETRCS architecture diagrams, all authored by AWS and the AWS community. 2xallore 5

AWS User Group Join and connect with AWS users all over the world to share ideas and learn. Explore »

AWS Events & Webinars Connect with, collaborate with, and learn from AWS experts. Key events include Exolore »

AWS.

4 Duration times are estimated. © August 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.


https://explore.skillbuilder.aws/learn/course/internal/view/elearning/406/launching-and-managing-a-web-application-with-aws-cloudformation?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/252/introduction-to-aws-marketplace?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/255/introduction-to-aws-service-catalog?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/1134/building-vpc-s3-ec2-and-rds-products-with-aws-service-catalog?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://www.wellarchitectedlabs.com/reliability/100_labs/100_deploy_cloudformation/?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/880/introduction-to-aws-identity-and-access-management-iam?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/496/automating-aws-services-with-scripting-and-the-aws-cli?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/406/launching-and-managing-a-web-application-with-aws-cloudformation?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/900/aws-federated-authentication-with-ad-fs?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/6563/exam-prep-aws-certified-sysops-administrator-associate?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://aws.amazon.com/certification/certified-sysops-admin-associate/?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://explore.skillbuilder.aws/learn?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://aws.amazon.com/whitepapers/?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://aws.amazon.com/developer/community/usergroups/?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://aws.amazon.com/events/?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
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AWS Podcast Listen and learn about AWS. Explore »
AWS Blog Read about the latest launches from AWS Technical Evangelist Jeff Barr and others.  Explore »
AWS Documentation Search for AWS service guides, API references, tutorials, projects, SDKs, and toolkits.  Explore »

Review AWS Support's responses to AWS customers' most frequently asked

AWS Knowledge Center SWEs el Explore »

AWS FAQs Find answers to product- and technical-related frequently asked questions. Explore »

AWS Hands-On Tutorials Get started with 10-minute, step-by-step tutorials to launch your first application. Explore »
. . Use vetted, technical reference implementations designed to help you solve

AWS Solutions Library common problems and build faster. Explore »

AWS YouTube Channel Explore a wide variety of AWS topics by watching videos created by AWS experts Explore »

across the world.

For a training plan
customized for your
requirements,
contact your AWS Account
Manager or contact us here

We would love to hear from
you.
Provide your feedback on this
AWS Ramp-Up Guide here

5 Duration times are estimated. © August 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.


https://aws.amazon.com/podcasts/?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://aws.amazon.com/blogs/?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://docs.aws.amazon.com/index.html?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://aws.amazon.com/premiumsupport/knowledge-center/?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://aws.amazon.com/faqs/?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://aws.amazon.com/getting-started/hands-on/?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://aws.amazon.com/solutions/?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://www.youtube.com/channel/UCd6MoB9NC6uYN2grvUNT-Zg?trk=2e1f54a0-6a7b-4962-a184-ce751658174d&sc_channel=el
https://amazonmr.au1.qualtrics.com/jfe/form/SV_0kxPu8MyH5Ce8rr?Guide=AWS%20Ramp-Up%20Guide:%20system%20operator
https://support.aws.amazon.com/

