Your data scientist pulls the external package
dependency request file from a GitHub Enterprise
private repository, appends the external package
repository names and ZIP URLs, and then pushes
the updated request file into the private repository.

Guidance for Secure Access to External Package
Repositories on AWS

This architecture diagram helps streamline the process for data scientists to access external package repositories while
maintaining InfoSec compliance.

The request file check-in invokes an AWS
CodePipeline orchestration, which is secured by a
personal access token (PAT) in AWS Secrets
Manager and accessed using an Amazon Virtual
Private Cloud (Amazon VPC) endpoint.
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