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This architecture diagram shows how to implement an Aurora Global database to replicate data to a secondary Region. (Amazon EC2), Amazon Elastic Kubernetes
Service (Amazon EKS), Amazon Elastic
Container Service (Amazon ECS), or another
service of your choice. This Guidance assumes you
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* You can configure the application to use an

i Amazon Route 53 in a newly promoted Region
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configuration is required during the event.
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* You can configure the application to restart an
Amazon EC2 instance or the application
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This architecture diagram shows how to backup your Amazon Aurora database automatically to another Region and/or to another
account using AWS Backup. In the event of a disaster, these backups can be restored to create a new Aurora database.
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A preexisting organizational structure within AWS
Organizations is necessary to establish cross-
account AWS Backup between two accounts:
Account A, which serves as the production or
“source” account, and Account B, which is the
central backup or “target” account. Notably, this
Guidance provides the flexibility to include multiple
target accounts.

An existing Aurora cluster in the source account is
encrypted using a CMK that is shared across the
source and target accounts. The cluster should also
be tagged appropriately so that the solution can
identify the desired resources for backup.

CloudFormation is used to deploy the solution
resources in your source and target AWS accounts
and Regions. The required CloudFormation stacks
are provided as part of this solution.

The Aurora cluster in Region A of the production
account is backed by AWS Backup according to the
schedule you provided while deploying the solution.
The backups are stored in an AWS Backup vault
encrypted with an AWS KMS CMK.

AWS Backup copies the backups to the cross-
account (that is, the target account) and stores it in
the backup vault in Account B Region A. The backup
vault is encrypted using a CMK created by
CloudFormation.

Once the cross-account backup copy is complete,
an EventBridge rule in the source account forwards
a “backup copy complete” notification to the target
account event bus (Account B Region A).

An EventBridge rule in the target account in Region
A identifies the notification as an incoming event.

Once the event is received in the target account, the
EventBridge rule invokes a Lambda function to
finally copy the backup to the desired destination
(Account B Region B) and store it in the AWS
Backup vault in Region B.

The backup of your Aurora cluster is now available
in the target account in Region B and is stored in the
AWS Backup vault of Region B. The backup vault is
encrypted with an AWS KMS CMK. This backup can
be used to restore the Aurora database.



