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https://blog.pcisecuritystandards.org/updated-pci-dss-v4.0-timeline
https://blog.pcisecuritystandards.org/updated-pci-dss-v4.0-timeline
https://listings.pcisecuritystandards.org/documents/PCI-DSS-Summary-of-Changes-v3_2_1-to-v4_0.pdf
https://www.pcisecuritystandards.org/document_library/?category=pcidss
https://www.pcisecuritystandards.org/document_library/?category=pcidss
https://aws.amazon.com/artifact
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/whitepapers/latest/aws-overview/security-services.html
https://aws.amazon.com/iam/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/guardduty/
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Amazon Web 

Service 

https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/outposts/
https://aws.amazon.com/snow/
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分段隔离是保护持卡人数据(CHD)的重要安全控制方法，虽然不是明确的要求，但它可以显著限制客

户的持卡人数据环境(CDE)和 PCI DSS 评估范围。分段可以通过多种物理或逻辑方法实现，例如正确配

置的内部网络安全控制和访问列表，或其他限制对网络特定部分访问的技术。因此，列出现有机制非

常重要，包括应用程序使用的和亚马逊云科技提供的机制。亚马逊云科技托管和抽象服务可能通过限

制资源之间的连接，在限制客户 PCI DSS 范围方面发挥重要作用。每个 PCI DSS 合规的亚马逊云科技服

务实例默认情况下都是隔离的，与其他资源分段，除非明确配置为其他方式。 

许多评估人员可能不熟悉亚马逊云科技技术及其提供边界分段的能力。有关 PCI DSS 范围和分段的更

多细节信息，请参阅《在亚马逊云科技上架构 PCI DSS 范围和分段》白皮书 （Architecting for PCI DSS 

Scoping and Segmentation on Amazon Web Services）。 

使用电子商务外包服务的客户应遵循《信息补充：保护电子商务的最佳实践》（Information 

Supplement: Best Practices for Securing E-commerce.）。电子商务支付解决方案可能依赖于存储在商户

环境中的组件，如 JavaScript(第 6.3 节案例研究三：部分外包)。这些资源，如 Amazon Simple Storage 

Service(Amazon S3 Amazon Simple Storage Service (Amazon S3))存储桶或 Web 服务器实例，都在评估范

围内。如果客户正在完成 SAQ(自我评估问卷)，则可能需要 SAQ-A-EP。 

 

https://d1.awsstatic.com/whitepapers/compliance/architecting-pci-dss-segmentation-scoping-aws.pdf
https://d1.awsstatic.com/whitepapers/compliance/architecting-pci-dss-segmentation-scoping-aws.pdf
https://d1.awsstatic.com/whitepapers/compliance/architecting-pci-dss-segmentation-scoping-aws.pdf
https://www.pcisecuritystandards.org/pdfs/best_practices_securing_ecommerce.pdf?agreement=true
https://www.pcisecuritystandards.org/pdfs/best_practices_securing_ecommerce.pdf?agreement=true
https://www.pcisecuritystandards.org/pdfs/best_practices_securing_ecommerce.pdf?agreement=true
https://aws.amazon.com/s3/
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https://aws.amazon.com/waf/
https://aws.amazon.com/ec2/
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://aws.amazon.com/vpc/
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https://aws.amazon.com/types-of-cloud-computing/
https://aws.amazon.com/types-of-cloud-computing/
https://aws.amazon.com/rds/
https://aws.amazon.com/rds/
https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/lambda/
https://aws.amazon.com/config/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/application-discovery/
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https://aws.amazon.com/architecture/well-architected/?wa-lens-whitepapers.sort-by=item.additionalFields.sortDate&wa-lens-whitepapers.sort-order=desc
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/architecture/well-architected/?wa-lens-whitepapers.sort-by=item.additionalFields.sortDate&wa-lens-whitepapers.sort-order=desc&wa-guidance-whitepapers.sort-by=item.additionalFields.sortDate&wa-guidance-whitepapers.sort-order=desc
https://docs.aws.amazon.com/wellarchitected/latest/container-build-lens/container-build-lens.html
https://docs.aws.amazon.com/wellarchitected/latest/serverless-applications-lens/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/serverless-applications-lens/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/hybrid-networking-lens/hybrid-networking-lens.html
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https://docs-prv.pcisecuritystandards.org/PCI%20DSS/Standard/PCI-DSS-v4_0.pdf
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https://aws.amazon.com/bottlerocket/
https://aws.amazon.com/bottlerocket/
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1.2 

https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://aws.amazon.com/firewall-manager/
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1.3 
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• 

• 

https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/elasticloadbalancing/gateway-load-balancer/
https://aws.amazon.com/elasticloadbalancing/gateway-load-balancer/
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1.4 

https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/api-gateway/
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• 

https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://www.cisecurity.org/benchmark/amazon_web_services/
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=%2Aall&awsf.methodology=%2Aall
https://aws.amazon.com/premiumsupport/trustedadvisor/
https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-your-aws-account/
https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-your-aws-account/
https://aws.amazon.com/security/security-learning/
https://explore.skillbuilder.aws/learn/signin
https://explore.skillbuilder.aws/learn/signin
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• 

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://partners.amazonaws.com/
https://partners.amazonaws.com/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://aws.amazon.com/managed-services/
https://aws.amazon.com/managed-services/
https://aws.amazon.com/iam/identity-center/
https://aws.amazon.com/iam/identity-center/
https://aws.amazon.com/cognito/
https://aws.amazon.com/directoryservice/
https://aws.amazon.com/directoryservice/
https://aws.amazon.com/answers/security/aws-controlling-os-access-to-ec2/
https://aws.amazon.com/answers/security/aws-controlling-os-access-to-ec2/
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2config-service.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-windows-passwords.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/amazon-linux-ami-basics.html#connect-to-amazon-linux-limits
https://aws.amazon.com/organizations/
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html
https://docs.aws.amazon.com/whitepapers/latest/best-practices-api-gateway-private-apis-integration/security.html
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://aws.amazon.com/console/
https://aws.amazon.com/console/
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_controlling-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_controlling-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_controlling-access.html
https://aws.amazon.com/premiumsupport/knowledge-center/iam-restrict-calls-ip-addresses/
https://aws.amazon.com/premiumsupport/knowledge-center/iam-restrict-calls-ip-addresses/
https://doi.org/10.6028/NIST.SP.800-52r2
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
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https://aws.amazon.com/products/databases/
https://aws.amazon.com/products/databases/
https://aws.amazon.com/elasticache/redis/
https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html
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• 

• 

https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-custom-domain-tls-version.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-custom-domain-tls-version.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/field-level-encryption.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://aws.amazon.com/directconnect/
https://aws.amazon.com/certificate-manager/
https://docs.python.org/3/library/ssl.html
https://docs.python.org/3/library/ssl.html
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/security-java-tls.html
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/enforcing-tls.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/tls-version.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/security.html#enforcing-tls-1-2
https://docs.aws.amazon.com/cli/latest/userguide/cli-security-enforcing-tls.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-security-enforcing-tls.html
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https://docs.aws.amazon.com/guardduty/latest/ug/malware-protection.html
https://aws.amazon.com/codestar/
https://aws.amazon.com/xray/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codedeploy/
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https://aws.amazon.com/codeguru/
https://aws.amazon.com/inspector/
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/ecr/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/artifact/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://aws.amazon.com/managed-services/
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https://aws.amazon.com/marketplace/solutions/security/waf-managed-rules
https://aws.amazon.com/marketplace/solutions/security/waf-managed-rules
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAM.html
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.Enabling.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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8.2.6 

https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
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8.2.7 

8.2.8 

https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/


Amazon Web Services Payment Card Industry Data Security Standard (PCI DSS) v4.0 
 

 
39 



Amazon Web Services Payment Card Industry Data Security Standard (PCI DSS) v4.0 
 

 
40 



Amazon Web Services Payment Card Industry Data Security Standard (PCI DSS) v4.0 
 

 
41 

10.2 

https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-supported-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-supported-regions.html
https://aws.amazon.com/cloudtrail/faqs/#services-and-region-support
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/welcome.html
https://aws.amazon.com/rds/aurora/
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Auditing.html
https://aws.amazon.com/eks/
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/logging-with-S3.html


Amazon Web Services Payment Card Industry Data Security Standard (PCI DSS) v4.0 
 

 
42 

10.3 

10.4 

https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-intro.html
https://aws.amazon.com/prescriptive-guidance/
https://aws.amazon.com/quicksight/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/visualize-amazon-redshift-audit-logs-using-amazon-athena-and-amazon-quicksight.html?did=pg_card&trk=pg_card
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/visualize-amazon-redshift-audit-logs-using-amazon-athena-and-amazon-quicksight.html?did=pg_card&trk=pg_card
https://aws.amazon.com/marketplace/solutions/security/siem
https://aws.amazon.com/marketplace/solutions/security/siem
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
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10.5 

10.6 

10.7 

https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/default-bucket-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://aws.amazon.com/about-aws/whats-new/2017/11/introducing-the-amazon-time-sync-service/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/set-time.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules.html
https://docs.aws.amazon.com/config/latest/developerguide/monitor-resource-changes.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://aws.amazon.com/sqs/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/eventbridge/
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11.2.1 
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11.5.1 

注意：客户不允许对亚马逊云科技基础设施或亚马逊云科技服务本身进行任何安

全评估。如果您怀疑任何亚马逊云科技服务存在安全问题，请立即联系亚马逊云

科技安全团队。 

https://aws.amazon.com/aup/
https://aws.amazon.com/security/penetration-testing/
https://cve.mitre.org/
https://docs.aws.amazon.com/inspector/v1/userguide/inspector_cves.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-network-access-analyzer.html
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings_cloudwatch.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings_cloudwatch.html
https://d1.awsstatic.com/certifications/foregenix_amazon_guardduty_security_review_07-2020.pdf
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://aws.amazon.com/mp/scenarios/security/ids/
https://aws.amazon.com/mp/scenarios/security/ids/
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11.5.2 

https://aws.amazon.com/cloudformation/
https://aws.amazon.com/lambda/faqs/
https://aws.amazon.com/lambda/faqs/
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12.3.1 

12.3.2 

12.3.3 

https://aws.amazon.com/controltower/
https://aws.amazon.com/detective/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-applications-blacklisted.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-applications-blacklisted.html
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12.8 

12.9 

12.10 

https://aws.amazon.com/agreement/
https://aws.amazon.com/service-terms/
https://aws.amazon.com/privacy/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/products/security/
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https://aws.amazon.com/disaster-recovery/
https://aws.amazon.com/disaster-recovery/
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• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

https://aws.amazon.com/professional-services/security-assurance-services/
https://docs-prv.pcisecuritystandards.org/PCI%20DSS/Standard/PCI-DSS-v4_0.pdf
https://docs-prv.pcisecuritystandards.org/PCI%20DSS/Standard/PCI-DSS-v3-2-1-to-v4-0-Summary-of-Changes-r1.pdf
https://www.pcisecuritystandards.org/pci_security/glossary
https://www.pcisecuritystandards.org/pci_security/glossary
https://d1.awsstatic.com/whitepapers/compliance/pci-dss-compliance-on-aws.pdf?did=wp_card&trk=wp_card
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•  

•  

• 

• 

https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://docs.aws.amazon.com/security/
https://aws.amazon.com/compliance/auditor-learning-path/
https://github.com/prowler-cloud/prowler
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