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Secure, trusted data can
supercharge innovation and
deliver a competitive edge.

Key
takeaways

Strong data security establishes
trust that unlocks business value.

Recent research showed that high-performing Chief
Data Officers prioritize trust and security in assessing
their data effectiveness.

Value is cross-functional, and this
can enhance data security.

Data and security leaders must collaborate with their
operations and technology peers to realize the full
value of their data.

A culture of assurance helps drive
better business outcomes.

The mindset around security must shift from
gatekeeper to business enabler—from saying “no”
to determining “how.”



Unlocking the value of trust

In the digital economy, data is like oxygen—giving life to innovation—
and securing that data is critical to organizations establishing trust
and delivering value. In fact, organizations with the most advanced
security capabilities delivered 43% higher revenue growth than peers
over a five-year period, according to research from the IBM Institute
for Business Value (IBM IBV).:

Yet when corrupted or exposed, data can fuel disruption. Poor-quality data costs
organizations an average of $12.9 million annually, while the average cost of a data
breach reached almost $10 million in 2022 for US organizations.? When trust in
datais broken, itimpedes business growth and drives up spending.

The very best organizations navigate this challenge by rapidly establishing trust
based on a strong foundation of secure data and then using that trusted data to
unlock opportunity. In this report, we identify the paradigms, practices, and priorities
that successful leaders use in managing and securing data to help deliver a
competitive advantage.

Seeing around curves

The most successful Chief Data Officers (CDOs) prioritize secure, trusted dataas a
driver of business value. That is the clear takeaway from two recent studies of more
than 3,300 CDOs, conducted independently by the IBM IBV and by Amazon Web
Services (AWS). This research underscores the vital importance of trusted data as
abusiness enabler.

The most successful Chief Data Officers
prioritize secure, trusted data as a driver
of business value.



CDOs in the IBM IBV study cited data security as their
most critical responsibility.? Similarly, respondents in
the AWS CDO Agenda noted data governance—an
essential element of data security—as their top
priority.* These CDOs first protect data to establish
trust with employees, customers, and partners; then
they use that trust to activate the data’s value and
generate growth more confidently and quickly.

The highest-performing CDOs take these priorities a
step further. The IBM IBV study identified an elite
group of CDOs, dubbed “Data Value Creators,” who
outperform peers by 40% in innovation and 10% in
revenue growth.® These CDOs allocate proportionally
less of their revenue to data-related business
processes, yet generate equal or greater value from

FIGURE1

Prioritizing trusted data

Leading CDOs measure data effectiveness

based on trust and security.

Measures of data effectiveness

63% Datatrust and security

44% Level of ethical standards

44% Organizational revenue

43% Competitive advantage

43% Organizational profitability

42% Organizational efficiency

42% Enterprise operating costs

42% Customer service levels

that data. A critical differentiating trait: the way they
align data with security, operations, and technology.
They place a stronger emphasis than peers on
cybersecurity and data ethics, on transparency in
data architecture, and on trust in data effectiveness
(see Figure 1).

The practices that drive results at these leading
organizations can be emulated by any organization.
As these leaders demonstrate, if applied ina
systematic and rigorous way, basic data hygiene
practices lead to greater data agility. This, in turn, can
drive smarter risk-taking, more operational resiliency,
and, ultimately, better business outcomes. What
follows is a roadmap for gaining a competitive edge
with secure and trusted data.

High-performing
CDOs valued “data
trust and security”
far more than other
measures of data
effectiveness.

Source: “IBV C-suite Series. Turning data into value: How top Chief Data Officers deliver
outsize results while spending less.” IBM Institute for Business Value. March 2023.



Supercharging data innovation

Former racing driver Mario Andretti once said, “It’s amazing how
many drivers, even at the Formula 1 level, think that brakes are for
slowing the car down.” Rather, as Andretti demonstrated, brakes
allow experienced drivers to go faster.®

Similarly, strong data security helps organizations move confidently and realize value
more efficiently. Businesses can dare to go faster and take risks knowing they have
implemented effective controls.

Leading CDOs illustrate the point. Their organizations use modern tech tools to help
protect data from unauthorized access, help enforce data privacy, and manage
compliance and governance. They establish a security foundation that positions them
to more quickly achieve operational goals—from increasing revenue and profits, to
improving customer relationships and marketing, to enabling new products and
services, processes, business models, and strategies.”

Aligning their data, operations, technology, and security strategies to the organization’s
primary business objective, or “North Star,” ultimately helps strengthen data security
and establish the trust required to fuel better decisions and better performance (see
Figure 2). In acknowledging the relationships between functional areas, leaders create
an environment where collaboration is the norm and where functional strategies are
connected to power innovation at scale and speed.

Leading data organizations also recognize that culture drives outcomes. They do the
following things differently:

— Remove obstacles that erode trust

— Build a culture of assurance

— Plan for resilience.

Like brakes on a race car, strong data security helps
organizations move faster with greater confidence.



FIGURE 2

The secret to high performance

Data and security are two
components of a larger value engine.

Value engine

North star
Business strategy ties value (growth) to values (mission)

Culture is what connects domain strategies to each other
— Corevalues: Act with integrity and transparency
— Communicate: Raise awareness and foster trust
— Collaborate: Accelerate insights and innovation

— Coordinate: Enhance resilience and extend reach
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Security
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Data
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Source: IBMIBV



Leading practice one

Removing obstacles
that erode trust

Improving an organization’s data security posture typically requires
change, and change inevitably encounters obstacles. But by consciously
addressing these challenges—from siloed, domain-specific solutions

to gaps in transparency and accountability—data security can be
turbocharged to accelerate new business opportunities.

Bridging siloed agendas

It’s simple enough to say: instill a secure, data-driven, agile culture that remakes
legacy businesses using digital environments and services. But for most organizations,
acting on this goal presents daunting challenges. For instance, data, operations,
technology, and security functions often operate independently, with domain-specific
strategies that do not reinforce each other. To unlock value through operational
efficiency or performance outcomes, these disparate capabilities must build upon
each otherand be aligned with the organization’s North Star, a point of reference that
embodies the common business strategy and core mission.

Nearly one-third of respondents in the AWS CDO Agenda said they share responsibility
for data management with other C-suite leaders.® While this could be seen as a barrier,
leaders recognize they need each other to succeed and must nurture relationships to
build stronger, more mature capabilities. Without a culture of collaboration where
domain-specific strategies support each other, an organization is limited in its ability
to identify trade-offs or agree on its most pressing business objectives.

Leaders recognize that collaboration and strategy
alignment across the organization can build trust.



Reducing operational friction

Adigital economy derives value based on the free
flow of data. As centralized, static data has given way
to datain the cloud, on-premises, at the edge, and
from business partners, traditional security policies
and controls must evolve to address increasing
complexity and risks. Leaders know their
organizations must focus beyond their network
boundaries and their hosting infrastructure to the
dataitself, whetherit’s at rest, in motion, or in use.

They also must cast an eye to the future as new
technologies further complicate status quo
approaches. For example, emerging quantum
computing capabilities will require updating many
current approaches to data encryption.’ Looking
ahead, homomorphic encryption, blockchains,
Al-generated content, and automated decision-
making will challenge long-standing practices and
assumptions around data security.*?

Eliminating ambiguity

Transparency into how data is accessed, stored,
processed, and shared is essential for both internal
business users and external customers, especially in
highly regulated industries (see Perspective, “Earning
trust”). Yet historical data management practices and
data architectures often can’t provide visibility into the
volumes and types of data that organizations use. Both
the IBM IBV study and prior research from AWS revealed
a greater need for transparency between the teams that
understand source data and front-line users who make
decisions using that data.'*

CDOs realize this transparency divide must be narrowed
ortrustin the data deteriorates—especially at the most
senior levels. While 68% of CDOs in the IBM IBV study
indicated employees largely trust the organization’s
data, nearly 40% reported their executive leadership
does not.*? This may reflect underlying concerns around
data taxonomies, data security, and data governance.
CDOs must address this skepticism, or it will undercut

investment, momentum, and business potential.




Perspective

Earning trust in highly
regulated industries:
Opportunity awaits

Every organization must meet a minimum data security baseline to
conduct business with confidence. For highly regulated industries
dealing with sensitive data, that baseline is higher. In industries such as
healthcare, banking and financial services, energy, and pharmaceu-
ticals, one-quarter of the cost of a data breach accrues more than two
years after the breach occurs.?® This is due to lingering regulatory, legal,
and brand reputation costs stemming from individuals’ sensitive and
personally identifiable information (PII) being exposed.

The biggest gap for CDOs in highly regulated industries—and the
biggest opportunity—is prioritizing secure data outcomes. Only 30% of
banking and financial market CDOs were likely to view data regulatory
compliance as a critical responsibility, according to IBM IBV research.
Remarkably, only about half of banking and financial market CDOs said
itis important to adhere to industry privacy and ethics policies and
regulations.!®

We found the same pattern in other highly regulated industries. Only
63% of healthcare and life sciences CDOs and 63% of government
CDOs prioritized industry privacy and ethics policies and regulations.¢
If trust is a precious resource that is hard won yet easily lost,
addressing these data privacy and ethics considerations is critical to
more consistent engagement, stronger relationships, and ultimately,
a competitive advantage.
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Leading practice two

Building a culture of assurance
to drive outcomes

Like the confidence gained in handling a race car, a culture of
assurance—where leaders, employees, partners, and customers trust
the data they are using—leads to a more predictable, higher-integrity,
high-performance environment. But everyone from the mailroom to the
boardroom must accept their responsibility for data security.

Leading with “how”

Top organizations encourage a new way of thinking about security. Starting at the top,
executives raise the bar for cyber-risk awareness across the enterprise—a necessity,
considering one study found that 95% of cybersecurity issues can be traced to human
error.r” Leading organizations give team members incentives and permission to
prioritize security, even to the point of delaying product delivery if security capabilities
aren’t operating as intended.

This mindset is easier to adopt when security is positioned to support business
outcomes rather than simply as policy enforcement. As leaders succeed in shifting
the role of security from gatekeeper to business enabler, security decisions become
more about “how” instead of an automatic “no”—a decisive shift in outlook.

Everyone from the mailroom to the boardroom
must take responsibility for data security.



Taking a fresh approach to talent

Rethinking the makeup of security teams—including
partnering with non-technical personnel—can result
in a stronger, more multifaceted defense. Because
data and security are inherently cross-functional,
leading organizations recognize they must tap into
new ways of seeing familiar challenges.

For example, a human resources professional may
better understand the perspective of a threat actor
employed by the hour or by the deliverable. A marketing
and communications professional can provide guidance
on how best to share news of a data exposure. Someone
without a college degree may demonstrate a proficiency
with emerging technologies in ways no formal education
could replicate.*® Such openness introduces fresh
perspectives, plus expands a talent pool where skills
and expertise come at a premium.

Rethinking the makeup of security teams
—including partnering with non-technical personnel—
can result in a stronger, more multifaceted defense.

11



Making compliance, privacy, and
ethics ways of doing business

While compliance is often seen as an impediment by
some business users, it is essential to achieving data
privacy and data ethics. CDOs realizing the most
value from their data said they outperform peers in
data ethics, transparency, and cybersecurity (see
Figure 3). They demonstrate how these capabilities
can deliver acompetitive edge.

For example, a proactive approach to compliance can
remove friction. In a recent podcast, Samara Moore,
AWS Senior Manager of Security Assurance, encourages
security teams to develop strong relationships with
business and technology counterparts to mediate
between operational and regulatory concerns. She
advises leaders to view compliance as an element of
design, with functionality embedded into solutions.?®

Similarly, compliance management software can make
administration of policies and controls less visible and
more automatic. Research shows that automated
compliance tools can cut audit prep time by up to 75%
—anotable improvement in operational efficiency.?°

A proactive approach to compliance
can be a competitive differentiator.

12



FIGURE 3
Protecting data value
Top-performing CDOs

outperform peers in trust-related

data practices.

Data ethics Organizational Cybersecurity
transparency and
accountability

81%
@ /5% ,75%

@ 2%

0
®61% @ :5g

Leading CDOs
All others

Source: “IBV C-suite Series. Turning data into value: How top Chief Data Officers deliver outsize
results while spending less.” IBM Institute for Business Value. March 2023.
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Leading practice three

Planning for resilience

As unexpected events fall on the heels of each other—the global
pandemic, supply-chain disruptions, climate-related disasters, the
war in Ukraine, economic uncertainty—organizations are contending
with a series of shocks that upend planning assumptions and
conventional risk mitigation techniques.?

Operations environments become rife with uncertainty and, at times, even chaos.
Meanwhile, threat actors are eager to capitalize on new vulnerabilities. In response,
leading CDOs team with their security leaders to double down on basic security
hygiene—improving data governance while boosting operational resilience (see
Perspective, “Back to basics”).

Becoming comfortable with the uncomfortable

With ambiguity and bad actors disrupting business as usual, leaders can prepare for
the unexpected and protect the value engine driving the business. Readiness begins
with arigorous, honest evaluation of capabilities and vulnerabilities. Embracing the
principles of “chaos engineering” helps organizations assess risks and understand
dependencies. By intentionally impairing systems or removing critical components,
they can identify where and how data, operations, technology, and security
capabilities break down.

Leaders double down on basic security hygiene to be
ready for the unexpected.



With this knowledge—and by working across domains effectively to disruption and protect trusted data. In

to address the weaknesses—leaders are better support of this goal, effective leaders prioritize a secure,
positioned to build a resilient technology and transparent data architecture, cited by more than 80%
operations environment that can respond more of top CDOs in the IBM IBV study (see Figure 4).22
FIGURE 4

Optimizing for opportunities
A secure data architecture positions

organizations to take risks on new

business possibilities.

Most important characteristics of data architecture
for high-performing CDOs

81% Secure, transparent

53% Explainable, comprehensive outputs

51% Cloud ready

49% Real-time, fast access

44% Scalable, expandable

40% Easytouse, self service

30% Configurable or modular

15% Multisource or open data

12%  Multilingual

Source: “IBV C-suite Series. Turning data into value: How top Chief Data Officers deliver outsize results while
spending less.” IBM Institute for Business Value. March 2023.

“Secure, transparent

far outranks other
data architecture
characteristics.
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Perspective

Back to basics:
Better data
hygiene sets the
stage for higher
performance
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Understand the data to identify challenges and opportunities

Organizations must first assess their operations environment by inventorying,
categorizing, and classifying data according to sensitivity and criticality. This
includes knowing how efficiently the organization can generate evidence of
regulatory compliance.

A data classification and administration strategy enables leaders to make risk-based
decisions based on the sensitivity and criticality of data assets and services. When
uncertainty arises, leaders can rely on a playbook to streamline decisions and
prioritize remediation based on risk factors such as likelihood or severity.23

Secure the data environment to establish and extend trust

Each organization has a unique appetite for risk. Understanding risk exposure
through risk qualification and quantification capabilities can help communicate
the importance of secure and trusted data—something many stakeholders may
take for granted. Assessing the existing control plane—especially through
stakeholder feedback—can help focus attention on areas where controls may be
too strict or too lax. Security telemetry and event logging are critical capabilities.

Because many security services are becoming context-dependent and event-
driven, organizations need to be proficient in identifying users, devices, and
increasingly, automated service entities. They need to incorporate dynamic risk
scoring into their operations and make services available or unavailable based on
whether the request is familiar versus unfamiliar, known versus unknown, or typical
versus anomalous. Security solutions that incorporate User and Entity Behavior
Analytics (UEBA) or XDR (Extended Detection and Response) capabilities are
designed for this.?*



Perspective (continued)

Monitor data environments to improve data security and agility

Taken together, all of these should influence the data governance environment and
the security controls used to enable greater data security and agility. Standardizing
and streamlining data taxonomies can lead to greater efficiency. Reducing
operational complexity adds benefits in terms of using, securing, and sharing data.
Many of these capabilities can be augmented with the help of service partners.

For enablement, many organizations are using service tiers to denote higher and
lower levels of data sensitivity and criticality, as well as for categorizing suppliers
that may require more stringent security controls. Finally, every organization needs
awell-rehearsed Incident Response (IR) regimen and Business Continuity Planning
(BCP) capabilities. These must incorporate stakeholders from across the
organization, as well as critical partners outside the organization—for example,
marketing and communications partners to communicate the potential downstream
impacts of data breaches.

17



Leveraging Al and automation

As CDOs lean into advanced analytics and Al to
harness value from their data, security teams must
also leverage these tools to help maintain and
enhance the organization’s security posture. Al and
automation can accelerate the ability to respond to
security events automatically, identify typical versus
atypical behavioral patterns, and intelligently manage
exceptions and escalations.

Inrecent IBMIBV research, leading adopters of AL
security tools detect, respond, and recover from
incidents in nearly half the time as organizations with
the least mature security AI capabilities.?® And fully
deployed security Al and automation is the single
greatest factor in reducing overall costs associated
with data breaches.?¢

But AI must be trusted to deliver onits full potential.
The next generation of AI—the large language models
such as OpenAl’s ChatGPT tool—offers great potential
but also raises critical questions around data privacy,
data security, and data ethics (see Perspective,
“Generative AI”). For example, some researchers
have identified issues with “Al hallucinations,” where
models make spurious inferences or assume causal
relationships that don’t exist.

Leaning on partners

As organizations increasingly rely on external business
partners to supplement capabilities, security leaders
view these relationships as potential threat vectors. But
with proper governance and accountability, external
parties can become essential sources of resilience.
When partners share core values and a mutual
commitment to shared responsibility and accountability,
organizations can re-envision the network as a joint
investment in operational awareness, risk mitigation,
and redundancy that protects all parties.

A smart strategy recognizes that partners can help each
other speed insights, reduce risks, and capture new
sources of value. In fact, leading CDO organizations with
a mature partner strategy saw 63% more revenue
growth.?’

Integrating data, operations, technology, and security
strategies across the organization and the partner
network helps build trust. And with trust in place,
organizations are positioned to unlock more value.

With proper governance and accountability, external
partners can become essential sources of resilience.

18



Perspective

The risks and
opportunities
of generative Al

The risks

Arecent Salesforce survey reveals that most senior IT leaders expect generative Al to
help their organizations take better advantage of data to serve customers and operate
more efficiently. But 71% expect it to introduce new security risks to their data.?®

While tools such as ChatGPT have captured the public’s imagination, they also
introduce data privacy issues. For example, a curious user could expose business-
sensitive information to the public through the prompts submitted to the system.?®

Generative Al tools also give threat actors a quick way to generate new, more complex
types of malware and phishing schemes.3° The ability to generate and execute code
should be of concern to everyone—and is why many leaders advocate caution.3* Both
the inputs and the outputs of generative Al tools are subject to manipulation. This
becomes even more dangerous when autonomous Al agents are used to generate
fake content, to take actions, or trigger attacks at scale and speed.3?

The opportunities

Generative Al offers defensive advantages as well. It can simulate attacks that
strengthen an organization’s training and readiness.3 Organizations can tailor large
language and foundation models to improve training and knowledge management—for
example, by curating content to help bridge skills gaps. Additionally, customized
models can respond to audit questions as well as create intelligence and risk reports
that give organizations greater context for security incidents.3*

When engaging in generative Al projects, business leaders must ensure they establish
strong AI ethics and governance mechanisms to mitigate the risks involved. And to
facilitate the responsible use of generative Al in cybersecurity, leaders need to
implement security policies and controls that recognize both offensive and defensive
use cases. For all the efficiency generative Al promises, the technology requires
leaders to develop new practices around monitoring inputs and outputs for
manipulation. Finally, to foster trust, every organization should articulate a set of
guidelines for how to use—and not use—generative Al solutions.
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Action guide
Data security as business accelerator?
The unsung hero driving competitive advantage

For the C-suite

/| Calibrate

Build a common foundation by aligning with your
organization’s North Star.

Start now

— Align data, operations, technology, and security
strategies to your organization’s core business
strategy, your North Star.

— Identify areas of friction for partners and
customers, focusing on procedural and governance
factors that impede decision-making, value
realization, or trust.

Next steps

— Identify high-impact risks and develop cross-
functional mitigation plans to minimize business
disruption.

— Focus on higher value propositions that require
coordinated decisions across data-operations-
technology-security capabilities.

20

| Cultivate

Foster a culture that prioritizes secure and trusted
data as the fastest path to value.

Start now

— Incentivize data security practices and data
literacy from boardroom to mailroom.

— Re-envision data security as the foundation for
higher performance (higher trust, smarter risks,
faster decision-making, greater resilience).

— Proactively liaison between regulators and
your organization to position compliance as
a competitive differentiator.

Next steps

— Evaluate the makeup of your security teams. Don’t
focus only on degrees and certifications. Invite
those with non-security backgrounds, diverse
perspectives, and different ethnic backgrounds to
join the conversation and build a more complete
security perspective.

— Add security and data privacy responsibilities to
every employee’s job description.

— Become an advocate for the business value of
better data privacy and ethics capabilities.



Action guide

For functional and line-of-business leaders

V| Anticipate

Become comfortable with the uncomfortable by
enhancing your cyber risk capabilities.

Start now

— Embrace risk quantification and qualification to
continuously evaluate your potential attack
surface; never settle.

— Adopt a “how” approach to data security instead
of a “no” approach that limits new features and
functionality.

— Double down on data security basics and everyday
security hygiene practices to help ensure your
security team can respond effectively to unplanned
disruptions.

Next steps

— Use the principles of chaos engineering to
anticipate potential future shocks.

— Useincident response simulations to practice how
your data, operations, technology, and security
teams work together and perform.

/| Orchestrate

Use integrated data, operations, technology, and
security capabilities to enhance cyber resilience
across your partner network.

Start now

— Identify partners that share your core values and
your approach to risk. Select partners that help you
deliver on North Star business objectives,
particularly those that encompass data, operations,
technology, and security functions.

— Deploy AI and automation solutions to improve
productivity across data, operations, technology,
and security functions. Use Al to complement
human expertise and to accelerate detection,
response, and recovery from cyber incidents.

Next steps

— Deploy partner-level dashboards to increase
visibility and transparency around common data,
operations, technology, and security practices.

— Align partner network decisions to your North Star,
using accepted governance standards to reduce
complexity, streamline decision-making, and
enhance overall cyber resilience.
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