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Base: n=71 (Total Healthcare);44 (Enterprise Healthcare); Infrastructure decision-makers
whose firms are planning, implementing, or expanding hosted private cloud adoption
Source: Forrester’s Business Technographics Global Infrastructure Survey, 2019
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https://aws.amazon.com/jp/blogs/news/automating-gxp-compliance-in-the-cloud-best-practices-and-architecture-quidelines/
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Amazon Web Senvices GxP Syzstems on AWS

AWS participates in the voluntary CSA Security, Trust & Assurance Registry (STAR) ()
Self-Assessment to document AWS compliance with CSA-published best practices
AWS publishes the completed CSA Copsensys Assosements |nitiative Questionnaime

CAND) on the AWS website.
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Amazon Web Services GxP Systems on AWS

appropriate assessment of cloud service suppliers, like AWS, to meet the obligations of
your quality system.

For a deeper description of the AWS Quality Management System, you may use AWS
Artifact to access additional documents under NDA. Below, AWS provides information
on some of the concepts and components of the AWS Quality System of most interest
to GxP customers like you.

o AW S (j: — Fl"}-'.‘-h""fg /ZT_AO)E,L,\}:E_T“ @ 5 Quality Infrastructure and Support Processes

Quality Management System Certification

ISO/IEC 9001:2015 OEAH(CEHLL TS

determine whether the activities and activity outputs comply with ISO 9001:2015
requirements. A certifying agent found our quality management system (QMS) to
comply with the requirements of ISO 9001:2015 for the activities described in the scope
of registration.

' — N IS The AWS quality management system has been certified to ISO 9001 since 2014. The
B 7 E I | \ reports cover six month periods each year (April-September / October-March). New
N I n (_ * n 1 reports are released in mid-May and mid-November. To see the AWS ISO 9001

registration certification, certification body information as well as date of issuance and
renewal, please see the information on the ISO 9001 AWS compliance program
website: https://aws.amazon.com/compliance/iso-9001-fags/.

|

|

sy

- MEBEBE(ICBITDRT

[

The certification covers the QMS over a specified scope of AWS services and Regions

7 — | / f of operations. If you are pursuing ISO 9001:2015 certification while operating all or part
I J ;:F L_ * 9 5 J J — of your IT systems in the AWS cloud, you are not automatically certified by association,
however, using an ISO 9001:2015 certified provider like AWS can make your
certification process easier.

°
7’

AWS provides additional detailed information on the quality management system
accessible within AWS Artifact via customer accounts in the AWS console

? EE f% == %% (https://aws.amazon.com/artifact/).
= Y
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S AWS'’s strategy for design and development of AWS services is to clearly define
2 1 ‘ F R Pa rt 1 1 /\d) \ IL‘\ i I ' z AW S services in terms of customer use cases, service performance, marketing and
, distribution requirements, production and testing, and legal and regulatory
N XY N —=— N requirements. The design of all new services or any significant changes to current
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Applicability of 21 CFR 11 to regulated medical products and GxP systems are the responsibility of the customer, as
determined by the intended use of the system(s) or product(s). AWS has mapped some of these requirements based on
the AWS Shared Responsibility Model; however, customers are responsible for meeting their own regulatory obligations.

Below, we have identified each subpart of 21 CFR 11 and clarified areas where AWS services and operations and the
customer share responsibility in order to meet 21 CFR 11 requirements.

GxP Systems on AWS

21 CFR Subpart

AWS Responsibility

Customer Responsibility

11.10 Controls for closed systems. Persons
who use closed systems to create, modify,
maintain, or transmit electronic records
shall employ procedures and controls
designed to ensure the authenticity,
integrity, and, when appropriate, the
confidentiality of electronic records, and to
ensure that the signer cannot readily
repudiate the signed record as not genuine.
Such procedures and controls shall include
the following:

aws

57
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(1) TQualification Strategy for Life Science Organizations] Hh Sk
Some customers follow existing processes and still generate documentation which
is stored in their Enterprise Amazon Web Services GxP Systems on AWS 38
Document Management System. Other customers have fully adopted automation
and achieved ‘near zero documentation’ by validating their tool chain and relying
on the data stored in those tools as evidence.
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