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Areas for discussion

Overview Getltem / Putltem
Partitioning

Transactions

Global Tables

Autoscaling

Backup Restore
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Sample Policy

{
"WVersion": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"dynamodb:Getltem"
1,
"Resource": [
"arn:aws:dynamodb:us-west-2:1234567890:table/customer”

1,

"Condition": {
"ForAllValues:StringEquals": {
"dynamodb:LeadingKeys": [
"${www.amazon.com:user_id}"



Getltem (Step 2)
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DynamoDB evolved from Dynamo

Dynamo: Amazon’s Highly Available Key-value Store

Giuseppe DeCandia, Deniz Hastorun, Madan Jampani, Gunavardhan Kakulapati,

Avinash Lakshman, Alex Pilchin, Swaminathan Sivasubramanian, Peter Vosshall
and Werner Vogels

Amazon.com




Paxos

The Part-Time Parliament

Paxos Made Simple

Leslie Lamp ort

Leslie Lamport

01 Nov 2001

S{"l)t ember 1, 1989




Putltem
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Tables

145783
236294
333363

4451704
523422
643145
7123342

{ name:"Bob”, city:"London”, ...}

{ name:"Sara”, city:"Tampa”, ...}

{ name:"Betty”, city:"Madison”, ...}
{ name:"James”, city:"Miami”, ...}
{ name:"Alex", city:"London”, ...}

{ name:"“Val”, city:"Seattle”, ...}

{ name:"Jeft", city:"Toledo”, ...}




Hashing

Ox9531
Ox12A8
Ox6134
0x3391
OxF355
OxB082
OXEAS8A

145783
236294
333363
4451704
523422
643145
7123342

{ name:"Bob”, city:"London”, ...}
{ name:"Sara”, city:"Tampa”, ...}
{ name:"Betty”, city:"Madison”, ...}

{ name:"James”, city:"Miami”, ...}
{ name:"Alex", city:"London”, ...}
{ name:"“Val”, city:"Seattle”, ...}
{ name:"Jeft", city:"Toledo”, ...}




Partitioning

236294 { name:"“Sara”, city:"Tampa”, ...}
445104 { name:"James”, city:"Miami”, ...}
333363 { name:"Betty”, city:"Madison”, ...}

Hash CustiID Customer Information

Value 0x9531 145783 { name:"Bob”, city:"London”, ...}
0x9531 145783 { name:"Bob”, city:"London”, ...}

OxB082 643145 { name:"Val”, city:"Seattle”, ...}
Ox12A8 236294 { name:"Sara”, city:"Tampa”, ...}
Ox6134 333363 { name:"Betty”, city:"Madison”, ...}

0x3391 445104 {name:"James”, city:"Miami”, ...}

OxF355 523422 {name:"Alex”, city:"London”, ...} OXEA8A 723342 {name:"Jeff”, city:"Toledo”, ...}

OxB082 643145 |{ name:“Val”, city:"Seattle”, ...} OxF355 523422 { name:"Alex”, city:"London”, ...}
OXEA8A 723342 { name:"Jeff", city:"Toledo”, ...}



0x9531
OxB082

OxEA8SA
OxF355

236294
4451704
5333563

145783
643145

723342
523422

{ name:“Sara”, city:"Tampa”, ...}
{ name:“James”, city:"Miami”, ...}
{ name:"Betty”, city:"Madison”, ...}

{ name:"Bob”, city:"London”, ...}
{ name:"“Val”, city:"Seattle”, ...}

{ name:"Jeff", city:"Toledo”, ...}
{ name:"Alex", city:"London”, ...}
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Putltem

Ox12A8
0x3391
Ox6134

0x9531
OxB082

OxEA8SA
OxF355

236294
4451704
5333563

145783
643145

723342
523422

{ name:“Sara”, city:"Tampa”, ...}
{ name:“James”, city:"Miami”, ...}
{ name:"Betty”, city:"Madison”, ...}

{ name:"Bob”, city:"London”, ...}
{ name:"“Val”, city:"Seattle”, ...}

{ name:"Jeff", city:"Toledo”, ...}
{ name:"Alex", city:"London”, ...}
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DynamoDB Transactions Architecture Base Table

e
e

TransactWriteltems TransactWriteltems
» Request » lransaction
Router Coordinator
Base Tabl

—

27



DynamoDB Transactions Architecture Base Table

TransactWriteltems TransactWriteltems
» Request » lransaction
Router Coordinator
) 1 Check Base Tabl
[ -
-‘ 2 ==
I

28



. TransactWriteltems
>

Request
Router

TransactWriteltems

>

Transaction
Coordinator

T

Base Table




. TransactWriteltems
>

Request
Router

TransactWriteltems

>

Commit/Abort

Transaction
Coordinator

T

Base Table




DynamoDB Transactions Architecture Base Table

TransactWriteltems TransactWriteltems
» Request » lransaction
Router Coordinator




DynamoDB Transactions Architecture Base Table

TransactWriteltems TransactWriteltems
» Request » lransaction
Router Coordinator




DynamoDB Transactions Architecture Base Table

TransactWriteltems TransactWriteltems
. » Request , ITransaction
Router < Coordinator

Aborted/Completed

T




DynamoDB Transactions Architecture Base Table

TransactWriteltems TransactWriteltems

» Request » lransaction

. < Router <« Coordinator
Aborted/Completed Aborted/Completed

T




DynamoDB Transactions Architecture Base Table

TransactWriteltems TransactWriteltems

» Request » lransaction

. < Router <« Coordinator
Aborted/Completed Aborted/Completed

T

Remove
Transaction




DynamoDB Transactions Architecture with (=g
Fault Tolerance

e

A X

XSS

’\.\N‘.\‘e
2.

TransactWriteltems TransactWriteltems
» Request 201 y
< Router <« ar
Aborted/Completed Aborted/Completed 1. Check




DynamoDB Transactions Architecture with (=g
Fault Tolerance

TransactWriteltems TransactWriteltems
. » Request > T ¥
< Router < ar
Aborted/Completed Aborted/Completed —_ |- Check

Recovery
Manager




DynamoDB Transactions Architecture with (=g
Fault Tolerance

TransactWriteltems TransactWriteltems
» Request > Transaction
< Router <« Coordinator
Aborted/Completed Aborted/Completed

Recovery
Manager




Conflicting Transactions

TransactWriteltems TransactWriteltems

» Request > Transaction
< Router < Coordinator
Aborted/Completed Aborted/Completed
TransactWriteltems TransactWriteltems

» Request > Transaction
< Router <« Coordinator
Aborted/Completed Aborted/Completed

39
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High-Level Architecture

0

________________________________________________________________________________________________________________________________________________________




DynamoDB Streams

EHILY

« All table mutations (Put, Update, Delete)
* No duplicates

* In Order (By Key)
 New and Old Item Image Available




DynamoDB Streams

Shards
Kinesis Client Library
Records

Stream Checkpointing

Amazon
Kinesis

1N



Multi-master replication

o

________________________________________________________________________________________________________________________________________________________
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Multi-region
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Provisioning Example

300 Read Capacity Units (RCU)
Ignoring Writes



Provisioning

Ox12A8
0x3391
Ox6134

0x9531
OxB082

OXEASA
OxF355

236294
445104
5353363

145783
643145

7123342
523422

{ name:"“Sara”, city:"Tampa”, ...}

{ name:"James”, city:"Miami”, ...}
{ name:"Betty”, city:"Madison”, ...}

{ name:"Bob”, city:"London”, ...}
{ name:"Val", city:"Seattle”, ...}

{ name:"Jeft", city:"Toledo”, ...}
{ name:“Alex", city:"London”, ...}

44— 7100 RCUs

<4—— 100 RCUs




Token Bucket Algorithm

Emptied 1 Token per

j ‘ I Request*
e

Refilled at RCU rate *Tokens deducted

100 tokens/second depends on Item size



Token Bucket Capacity

— "

300 * RCUs

5 minutes



Full Token Bucket

000000 —
~——

30,000 Tokens

F



Partition Bursting

— "

300 * RCUs

5 minutes



Unbalanced Load

Ox12A8
0x3391
Ox6134

0x9531
OxB082

OXEASA
OxF355

236294
445104
5353363

145783
643145

7123342
523422

{ name:"“Sara”, city:"Tampa”, ...}

{ name:"James”, city:"Miami”, ...}
{ name:"Betty”, city:"Madison”, ...}

{ name:"Bob”, city:"London”, ...}
{ name:"Val", city:"Seattle”, ...}

{ name:"Jeft", city:"Toledo”, ...}
{ name:“Alex", city:"London”, ...}

25 RCU attempted

150 RCU attempted

50 RCU attempted



Unbalanced Load

Ox12A8
0x3391
Ox6134

0x9531
OxB082

OXEASA
OxF355

236294
445104
5353363

145783
643145

7123342
523422

{ name:"“Sara”, city:"Tampa”, ...}
{ name:"James”, city:"Miami”, ...}
{ name:"Betty”, city:"Madison”, ...}

{ name:"Bob”, city:"London”, ...}
{ name:"Val", city:"Seattle”, ...}

{ name:"Jeft", city:"Toledo”, ...}
{ name:“Alex", city:"London”, ...}

75 RCU unused

25 RCU admitted

100 RCU admitted

50 RCU admitted

OK

OK



Adaptive Capacity

———

Refilled at RCU rate

100-tokens/second
150 tokens/second



Adaptive Capacity

. Adaptive Capacity
I

Refilled at RCU rate Multiplier = 1.5
150 tokens/second



Adaptive Capacity Active

Ox12A8
0x3391
Ox6134

0x9531
OxB082

OXEASA
OxF355

236294
445104
5353363

145783
643145

7123342
523422

{ name:"“Sara”, city:"Tampa”, ...}

{ name:"James”, city:"Miami”, ...}
{ name:"Betty”, city:"Madison”, ...}

{ name:"Bob”, city:"London”, ...}
{ name:"Val", city:"Seattle”, ...}

{ name:"Jeft", city:"Toledo”, ...}
{ name:“Alex", city:"London”, ...}

75 RCU unused

25 RCU admitted

150 RCU admitted

50 RCU admitted

0]

0] ¢

OK



PID Controller

Plant; | V(t)
Process

https://commons.wikimedia.org/wiki/File:PID.svg



PID Controller

https://commons.wikimedia.org/wiki/File:PID.svg

PID inputs:

Consumed Capacity
Provisioned Capacity
Throttling Rate
Current Multiplier



PID Controller

https://commons.wikimedia.org/wiki/File:PID.svg

PID inputs: PID output:

Consumed Capacity New Multiplier
Provisioned Capacity

Throttling Rate

Current Multiplier



Too Much Allowed

Ox12A8
0x3391
Ox6134

0x9531
OxB082

OXEASA
OxF355

236294
445104
5353363

145783
643145

7123342
523422

{ name:"“Sara”, city:"Tampa”, ...}

{ name:"James”, city:"Miami”, ...}
{ name:"Betty”, city:"Madison”, ...}

{ name:"Bob”, city:"London”, ...}
{ name:"Val", city:"Seattle”, ...}

{ name:"Jeft", city:"Toledo”, ...}
{ name:“Alex", city:"London”, ...}

150 RCU admitted

150 RCU admitted

150 RCU admitted



Partition Bursting

] ‘ Adaptive CaPaCity
. liae = 1
Refilled at RCU rate Muttipter—3-5

100 tokens/second Multiplier = 1.0



Throttling

Ox12A8
0x3391
Ox6134

0x9531
OxB082

OXEASA
OxF355

236294
445104
5353363

145783
643145

7123342
523422

{ name:"“Sara”, city:"Tampa”, ...}

{ name:"James”, city:"Miami”, ...}
{ name:"Betty”, city:"Madison”, ...}

{ name:"Bob”, city:"London”, ...}
{ name:"Val", city:"Seattle”, ...}

{ name:"Jeft", city:"Toledo”, ...}
{ name:“Alex", city:"London”, ...}

100 RCU admitted

100 RCU admitted

100 RCU admitted



Auto scaling

customer Close

Overview ltems Metrics

¥ Scaling activities

Provisioned capacity

Table
name-index
Estimated cost

Auto Scaling

Target utilization

Minimum provisioned capacity

Maximum provisioned capacity

|.'I:I'| r'!'1 F':I 0 | =

Alarms = Capacity Global Tables = Backups

Head capacity units Write capacity units

300 5

300

$62 87 / month ( Capacity calculator )

Write capacity

300 units
600 units

Apply same settings to global
secondary indexes

| authorize DynamoDB to scale capacity using the following role:
DynamoDB AutoScaling Service Linked Role

Role Name” AWSServiceRoleForApplicationAutoScaling DynamoDE

Cancel

Triggers

Access control

Tag

S




Auto scaling

customer Close

Overview  Iltems  Metrics = Alarms = Capacity Global Tables = Backups

¥ Scaling activities

Provisioned capacity
Head capacity units Write capacity units
Table 300 5
name-index 300
Estimated cost $62.87 / month ( Capacity calculator )
Auto Scaling
Write capacity
Target utilization
Minimum provisioned capacity 300 units

Maximum provisioned capacity 600 units

oply same settings to global

autnornze UynamoDB to scale capacity using the following role:
DynamoDEB AutoScaling Service Linked Role

Role Name® AWSServiceRoleForApplicationAutoScaling DynamoDE

Cancel

Triggers

Access control

Tag

5




Auto scaling

Ox12A8
0x3391
Ox6134

0x9531
OxB082

OXEASA
OxF355

236294
445104
5353363

145783
643145

7123342
523422

{ name:"“Sara”, city:"Tampa”, ...}

{ name:"James”, city:"Miami”, ...}
{ name:"Betty”, city:"Madison”, ...}

{ name:"Bob”, city:"London”, ...}
{ name:"Val", city:"Seattle”, ...}

{ name:"Jeft", city:"Toledo”, ...}
{ name:“Alex", city:"London”, ...}

300 - 640 provisioned

150 RCU admitted

150 RCU admitted

150 RCU admitted

70% of 640 ~ 450



Auto scaling

Amazon
CloudWatch

@

UpdateTable ———— I (@
vV

DynamoDB

Table Application

Auto
Scaling




Auto scaling

Ox12A8
0x3391
Ox6134

0x9531
OxB082

OXEASA
OxF355

236294
445104
5353363

145783
643145

7123342
523422

{ name:"“Sara”, city:"Tampa”, ...}

{ name:"James”, city:"Miami”, ...}
{ name:"Betty”, city:"Madison”, ...}

{ name:"Bob”, city:"London”, ...}
{ name:"Val", city:"Seattle”, ...}

{ name:"Jeft", city:"Toledo”, ...}
{ name:“Alex", city:"London”, ...}

450 - 43 provisioned

10 RCU Consumed

10 RCU Consumed

10 RCU Consumed

70% of 43 ~ 30



Actual Auto Scaled Table
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Backup and Restore

e Pointin Time

* On-demand Backups



Replication Log to S3

(Put Put Put Delete Put ..

550 Lsso |50 | sso | sso L sso | sso | sso | sso.




Replication Log to S3

—

Time



"Snapshot” the B-tree to S3

(Put Put Put Delete Put ..

Amazon S3

550 Lsso |50 | sso | sso L sso | sso | sso | sso.



"Snapshot” the B-tree to S3

—

Time




Restore to a Point In Time

—

Time



Restore to a Point In Time

—

Time



Restore to a Point In Time

—

Time




Restore to a Point In Time

—

Time



Partition Splits
1 1 B B

—

Time




Restore to a Point In Time
I D D ) E——

* snapshot | =
D N e — — — I
snapshot
- L e ———

I

Time



On-demand Backups

Time



On-demand Backups




Write Logs to S5

Time



On-demand backup

aws Services ~ Resource Groups ~ % Ll jaso v Oregon v  Support v

"-\--._.---'II

DynamoDB
Create backup

Dashboard

Tables Q Filter by backup or table name X Time Range Last 30 Days Backup type All backups * O

Backups 1 to 1 of 1 Backups
Reserved capacity Backup name Status Table Creation time Size Backup type Expiration date « Backup ARN

Preferences SaturdayBackup Available customer MNovember 24, 2018 at 5:46:39 PM UTC-8 59.00 bytes User arn:aws:dynamodb:us-west-2:241781661306:table/cu
DAX

Dashboard

Clusters

Subnet groups

Parameter groups

Events




Without PITR enabled

—

Time




Without PITR enabled

—

Time




Without PITR enabled

—

Time




Without PITR enabled




With PITR enabled

Overview ltems Metrics Alarms Capacity Indexes Global Tables Backups Triggers Access control Tags

Point-in-time Recovery

DynamoDB maintains continuous backups of your table for the last 35 days. Learn more

Status ENABLED Disable
Earliest restore date November 24, 2018 at 5:59:04 PM UTC-3
Latest restore date November 24, 2018 at 6:07:08 PM UTC-8

Restore to point-in-time

On-Demand Backup and Restore

You can create and restore a complete backup of your DynamoDBE table data and its settings at any time. Learn more




With PITR enabled

—
Everything stored for at least 35 days
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Thank you!

James Christopher Sorenson Ill aka jas
jaso@amazon.com
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