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- Set up Governance
- Enable compliance
* Provision & orchestrate
* Monitor & observe
* Centralize operations

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved. 10



Management and Governance H—EX

Set up
governance

,‘>~\ O e
AWS AWS AWS Amazon
Control Tower Organizations Security Hub GuardDuty
AWS Control Tower AWS Security Hub
L1 P TERREEHFDAWST NI > MRS BHEH TF1UT 4 TS5— hO—THIRIRB &
- H—BRL—IUERE. 7HD> bEiTHEE. v a/R—K %%’Efi%ﬁb\\ a1V FvIO%ZE
AWS Organizations Amazon GuardDuty
AWS UY —XDIENIICENDE T, BRBEZ—lICEE L. #il A 2T U T > MIBRARL SRS
- ¥EPR®IfE]  Service Control Policy(SCP) E_52TTAWS DINT b~ -

_ . ) N o0— R T—5%=KE
- —fEEEK OV UFT—FTav REUZD

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved. 1 1



Management and Governance H—EX

Set up
governance

,9\ @ o020

3w 0 {0}

b R ;

AWS AWS AWS Amazon
Control Tower Organizations Security Hub GuardDuty

H—RL—=I)V x=n@asnocs>5—E- - -

U TIEWLWTRVRIEDEELL, GIRAETEDERZBHENICITS UK H
BBRIOCVAICEDIUBIEEDREBEIBDIDTIEI R, =) &E%HT DITHAZUZIVIAL LT
FIwvOIdLAEETDICEICED, EFa1VUFaETPSVUFTFEMILIDERS

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved. 12



Management and Governance H—EX

Enable
compliance

1<

B 182 :
—— | —]
fon ) 55

AWS AWS AWS Audit
CloudTrail Config Manager

AWS CloudTrail
THI RNFOF 4 EF 42O (C5E8R L. IREINICESE

AWS Config
AWS UV — X DIERKIBER SR TE Z RGN (CEZS U I B KU L. 5z BEIN (CEIT

AWS Audit Manager New!
AWS DIERIRR & iR (CEER U C. ERFE TITHN TUVZEEEINEFRE 2 Bl

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved. 13




INTRODUCING

AWS Config

AWS Y — A DERKIBEIR R EZ N (CEZSY YU I B LUEHRL. iz BERI(CET

- AWSUY — X DRk, EEEREZ ioix

- FBRRIBERZEHINICRFYv I3y hEUTREF

- B (ZIH OUAmMazon SNS (Simple Notification Service) Z{E> /@i E0JHEE
[Config Rules]

- WBRRIEHRZETIC, IRIEDS AT ARG DINEIRRE(CIR D TLDIMTHETE S

AWSUY—2ZD
HBAERE
SR/ RRORE

IBEDBRRIRR
{&FRIRODHEER
A>TSAT > XEEHL

AWS Config AWS Config
[CKBHUS Rules(C K 3 1# k¥ il

HEHIRRDOF T YD
BRUEEDRIT
SNSIC &K B@EH

© 2021, Amazon Web Services,

Inc. or its affiliates. All rights reserve

14



INTRODUCING

AWS Config il@5&/\w % (Conformance Pack)

SNEBEDIESDOHRBE IS T SATPAIL—LD—D

« 18810 Config Rules 21877 0> 3> 72K EHTHEICIHEUT)\WwEH—Ak
. BEB—AWSJ7H> . AWS Organizations O#BfEEik(Cxt U CEFTI e
« AZM% (immutable)

— AWSUY —X®D
e

#ﬁﬁ\ﬁ%ﬂ/ Eﬂfid)ﬁéﬁ
e T2TL— hEFRTDE. A
FedRAMP. HIPAA. PCI DSS /& &\ o OAVTSAT AR
%YVES_’E@/\%Z/\ I\jfﬁg/\ T A ADB KU
|BE(CEEGUEES/ WO T (L AWS Confi =
L fELNRHSND & BEE Ruleé\gj:g#gﬁgéw
. 202138 BEE TS50 LY > TIL EIRROF LY Y
5> L — MOFIHTIEE IBRIEEO=T

SNSIC KBl

BEINY D
A\ Y — A\} o "
Fﬂk%(c-h-f\ L/(;Cn&\“ nnml:(sibps, Inc. or its affiliates. All rights reser

ved.

15



INTRODUCING

. AVAILABLE

AWS Audit Manager

AWS DIEFRRRZ kI (CEEE U T, IERFEH TITHON TULV ST IRINEE VR % B

i
. AWS Audit M
udl a"age%mm) . AWSOIEFIRR M (CBEE T B &ICED
' XD 7T AA> SRR,
MRS ek e FEIAAS NEHMEDET _;%M_h KA RENDEYMES 2 PR —
— JL—ALD—0
AWSSecumyHu/ G \ - CIS AWS Foundations Benchmark¥>GDPR,
/ s | PCI DSSICDWCERIEE I L —LD— D%
4 s | BAE, AWS_EDESEEE A BB TUNE

[(BEFRDODAVU WY K]
- SR DOIREZ FEETITOFRIZEIR L. BEEMICDLN— NERFETERNRTED
[E”K)KODX Uw K]
- BEEFAEITDUNEZ FEZE T1T7 D FRIZHIR
- EEBAEFOEIF4EN Audit Manager (CEDIBRERENS
- U )L A LAWK TERHOIEIN ZEiS CT= D

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved. 16




[5-FE] Aws Config i&&/ (Y 27 +AWS Audit manager

SZihIE 4 AWS Config
2 3555 == B8 marxws
..o__
[ % femeElE @ v pc1 pss 2
rIUg—>3> = \/ HIPAA -_)3
FedRAMP AWS Audit M
VAN
§¥%§%§3> oo CMMC Levels 1-5 udrt Manager
& BN |_ 0o o e LR IREE L,
0 FRIEC EERIRER LR — MR
. S50 \/ Control Tower Detective Guardrails TEDLDICTD
@ FIUr—>3a> %:j@% NIST 800-53 ¢
NYDFS 23
Tt¥EoJO0714—I) APRA CPG 234 —
E’ﬁ*%%ﬁﬂﬁ;un*i CIs TOp 20 -
IL>v bh—RigiRzEERDIRS i (CB40RELA F = HE

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved. 17




© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved. 18



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved. 19



[5-FE] Aws Config i&&/ (Y 27 +AWS Audit manager

Zihani
PIUr—<3>
fEFRETR
FIUr—<3>
N E Rl L]
77U —<3>

[

:I:7 4P
7IUo—>3>

lﬁ.__ﬁ-l AWS Config

-—O— ‘ o
0 S I = AR
| o——

@ v/ pci bss
m 4 HIPAA

FedRAMP
gg CMMC Levels 1-5
> I_ oo FFIEC
. \/ Control Tower Detective Guardrails
5 R

s NIST 800-53

AWS Config Rules (JL—JL)

AWSODERIEH S

BRI\YV D
BiBICEEID Config Rules &EE 7S 3> I\ —I{EUT. FELHTHEATEBDLSIC
AWS Audit Manager

Config Rules FTUNEUZIBHZTIC. EBL/R— MDFERZYR—

o)

>3

AWS Audit Manager

| ssmciHuEIREL,

BEE OlRETR L 7TR— NZVERK
TEDLDICTD

EUEIL-IICESULTWSHIESHZ T1RH] I S1LiEd

Fg3B—EX

20



Management and Governance H—EX

F§ Provision &
a orchestrate

= & il
AWS AWS AWS AWS
CloudFormation Service Catalog Marketplace Proton
AWS CloudFormation AWS Proton NEw!
Infrastructure as Code T AWS KU H— R/){—F 4 D _ \/7_'7_3:5%:0\?:} \—LR7TIT—23>ma0n
SRFATOETa— InE#lt 7TV —=23257T0/89—-EX

AWS Service Catalog
AWSH—EXDAHZOT ZERB LUERL. MHTHRTERILDCTSD

RECENT RELEASE
AWS CloudFormation Modules

AWS Marketplace Amazon CloudFoErmation(CBL\'CE%IJﬁHEJﬁETgEBﬁ'J%E
e | it Tﬁ-‘ — \ 7w
8,000 #BZ 3H— R)\—F4—7TUH—>3>DFET Module& UCEER L. BIIRAMZESHDIZENTED

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

21



Management and Governance H—EX

o

Amazon
CloudWatch

Amazon CloudWatch

AWS EAZTLZX(THITD )
EZHVT/ATH-)NEUF 1 B—EX

AWS X-Ray
DETT U —2 3 > OB IV

=t Monitor &
= observe

RECENT RELEASE

Amazon CloudWatch Lambda Insights

Lambda Function®/\J A —<Y > XEEHPO NS T)L> 01— b,
RL'ﬂﬁ%__[ (L?%%

Function(CB89 23 A KU OXXZBENI(CHY vV 1h— RICE
NEEDH, AFTUU—TOPH/\—>3 >0 TO17ICLDHE
REZ b ZRIfRILTED

AWS CloudWatch@E> 1751 X5&{t

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

22



Working with the
open source
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AVAILABLE
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LEARN MORE AWS re:Invent 2020 session OPN301 - Open-source observability at AWS

https://aws-otel.github.io/
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Amazon Managed Service for Prometheus (AMP)
AT FRBEITOEZSYIU T ETS—F 4 2 TDIYR—T R —EX

- PromQLEFIAHAULUT. />S5 BHEIT DI ERRL
AWSEZIZA>TL OO FTFIJ—200— RZERTES

- J—20— ROILKEINISC TEFSNIC RS- >
AZ=FElzWzZL TV —2 3> sHR— b

- IAMIC KB 7701 &R HIER®. PrivateLink(C K3 tZF1 77713
7Ot X Zigt, APIEON U (S CloudTrail Cieig =N d.

- H—EX&RH - X ~UJwOUNE(CAWS Distro for OpenTelemetry
MFIFB]EE, &E/=. Amazon Managed Service for Grafana
EDEEEC KDY Y FRT—FAIRIEE

LEARN MORE AWS re:Invent 2020 session EMB046 - Introducing Amazon Managed Service for Prometheus
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Amazon Managed Service for Grafana (AMG)
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LEARN MORE AWS re:Invent 2020 session MGT401 - Automate anything with AWS Systems Manager
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LEARN MORE AWS re:Invent 2020 session MGT401 - Automate anything with AWS Systems Manager
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