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Automotive innovation pioneer

Benz Patent-Motorwagen (1885)

Bertha Benz — Auto Pioneer (1870)
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Cloud-enabled connected use cases

Feature updates Electrification

/ \ ‘ Subscription services

> ' Map and trip solutions

Customer experiences

Data gathering & insights ‘ >

aWws
e

Internal insights Innovations & apps Customers Ecosystem
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Reasons customers choose AWS for Connected Vehicle

&)
& & =
Scalability Multi-Region Reliability &
security
Cost savings Data efficiency
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AWS loT Core for Connected Vehicle platforms

@ 270M+ connections

Unique devices connecting
AWS loT Core to AWS loT per day

Millions of vehicles

Using AWS loT services
for Connected Vehicle platforms

aws
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Connected Vehicle platform architecture

APPLICATIONS & USE CASES

Use cases, differentiation, ecosystem partners, internal applications, etc

Monitoring, customer support

DATA ABSTRACTION LAYER I
CYBERSECURITY Containers, CI/CD Model, select, collect
protection & lifecycle
management
: COMMUNICATIONS (TRANSPORT) LAYER
E Secure connection from vehicle to cloud (MQTT)
i DEVICE LAYER
! Hardware abstraction, OS, secure onboarding and management
aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Connected Vehicle: Build vs. Buy
Build & Evolve Buy & Integrate (hybrid)

Complete platforms

MWirelessCar motive
AWS loT and Connected Vehicle
related services reference architectures OEMs Fleet operators
(CVRAS)

Hybrid integrations

Visteon

&3

Elektrobit
- OTA CAEdge for SDV
Partner Connected Mobility App store AV/ADAS
Community Solution (CMS) Subscription management

Camera streaming
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Innovate and enhance your existing
Connected Vehicle platforms with AWS loT

| # it #3

ég‘;r;‘rsltcreuni Vehicle W Vehicle Data Vehicle Video
Communication Platform Platform
(MQTT)

‘P =

. f b

ﬁz\r/\f‘ic'i AWS loT Core AWS loT FleetWise Amazon Kinesis Video
Streams




Connected Vehicle architecture with AWS loT

: Remote Subscription Vehicle Health Silent Test Vehicle Security Vehicle 3D
: Vehicle management Monitoring Mode for Mode View
; Commands AV/ADAS (live stream)
E = m E&:] 1 A !&%
: (== "ot e S, .
USE CASES & APPLICATIONS Offboard
A
i
VEHICLE VEHICLE DATA VEHICLE VIDEO i
VEHICLE COMMUNICATION PLATFORM PLATFORM ]
PLATFORM H
SECURITY v
! AWS loT Core AWS |loT FleetWise Kinesis Video Streams
; VEHICLE HARDWARE, EMBEDDED SOFTWARE, NETWORKS
' Hardware abstraction, OS, secure onboarding and management
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Infrastructure enhancement #1:
AWS loT Core for managed MQTT

AWS loT Core

===
) &
—
—

EER
o\

Managed MQTT for
vehicle communication
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MQTT is the de facto standard protocol
for vehicle-to-cloud communica

AWS loT Core auto scales to support
millions of vehicles deplo:
worldwide

Easily build and deploy new use cases

(vehicle shadow, subscription management, location services)



Remote Vehicle Commands with AWS loT Core

Use case featur
AWS Cloud

- Remote vehicle start/stop

— ) =il . Remote lock/unlock
1 l H,D “gle emote lock/unloc

AWS 10T Core Amazon AP| o - (Cabin preconditioning (AC/Heat)

Gateway

- Enable/disable anti-theft system

AWS Lambda « Many others...

g B

Amazon DynamoDB Amazon DynamoDB
vehicleStatus vehicleCommands
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Infrastructure enhancement #2:
AWS loT FleetWise for data collection & management

AWS loT FleetWise

@ Vehicle
Edge Agent for AWS loT
FleetWise '

Central Gateway

Vehicle network
(Ethernet, CAN, LIN, etc)

ECUs

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

"

Improve data relevance by sending only
the data you need to the cloud

Standardize data from a fleet of
vehicles by modeling vehicles and
Sensors

Build a range of data-driven use cases
(vehicle data telemetry for health monitoring, vision system data
for ADAS silent testing)



| Vehicle Health Monitoring with AWS loT FleetWise

o AWS Cloud
(=) Use case featul
(B4
T= 1= < ﬂ%%%l] “— %%  Vehicle owners have access to
i D API vehicle status, maintenance
i Gat A Amazon Managed
Mobile & Web ateway S alerts, and many other

attributes

« QOEMs can inform internal teams
of vehicle health, predictive

Data Visualizations ]

FleetWise Edge Agent Il issues, and product usage (e.qg.,
B s
L L i
——— AHBIOTTEEEE Amazonss _Amazon - Drive statistics can be easily
Timestream

tracked for trip data use cases
and new customer experiences

Data Destinations
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Infrastructure enhancement #3;
Kinesis Video Streams for vehicle camera use cases

Zul

Kinesis Video
Streams

Video streaming from vehicle cameras

O —LO= (in-cabin or external) to cloud and de
% L] ‘ Quickly & easily scale to millions of vehicles
[ECES 5 g and media streams global

m Enables innovative new customer use
vf@\ r\ (vehicle security mode, 3D view, real-time video streaming)
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Vehicle Security Mode with Kinesis Video Streams

i e ] AWS loT Core I
] & = [ E i N
' KVS  loT | —>

. client  Client | AWS Lambda

___________________

with WebRTC

1

CloudFront

@1@(—

Amazon Cognito

— Hz;;D )

o~ |

Kinesis Video Streams Amazon API
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Use case feature

Build an innovative,
differentiating feature using
Kinesis Video Streams to live-
stream video from any vehicle
camera

Customers use a mobile client to
select and view a camera
stream, while vehicle is in
motion or stationary

Can be used to offer Vehicle
Security Mode, for event alerts
and video storage or streaming
to check and monitor vehicle
status



Reference Architecture: Modernizing Connected Vehicle with AWS

E\WSl  AWS Cloud
SN—-"
M -
u —H -
A Q 2 N ya N
— Request;T izl .H @ &—— Amazon APl Gateway 7 N ’&
Companion Vehicle
AWS Amazon DynamoDB  L—— A\ application owner
5 - Lambda &S
esponse loT topic AWS Amplify f A 3
= Data ingest with shared subscriptions . 2R .
% D Shared . %LW % % . > [t({) i Amazon :
Vehicle sypscription 1 CloudFront!
telemetry Amazon ECS Containers Amazon AWS Amazon API ! ;
TTIT topic Timestream  Lambda Gateway
= Connected car : = ;
S B A
— @ N Amazon AWS |
E[ D . P i 7 | Cognito  Amplify |
N — ,ﬂl“w Amazon Timestream
[_cm mTLS . Specialized 7 U e
loT topic ontainers
Vehicle gateway .AWSA AWS loT header pi SN
PrivateLink
VPC endpoint | O™ A s3
MQTT and OpenSSL A AUELel
libraries - - - :
Improved device control with session and message expiry
™M
88— -
Commar_1d loT  Amazon AWS Lambda Amazon API
topic DynamoDB Gateway E]
| — )
Communicate critical messages with retained messages .
) Vehicle
S management
B —N—8 . h
Critical command ~ AWS Lambda Amazon DynamoDB
loT topic
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Customers using AWS loT for Connected Vehicle

‘ @& HYUNDAI

’
Visteon: M WirelessCar (ontinental
;
% Motive VV(/’x | TELEMATICS @ | G
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Modernizing the Vehicle Data Platform









T
AWS helps accelerate development

Accelerate software
development
and time-to-market

il @

Use vehicle data to
make improvements
over time

Deliver enhanced
user experiences

Release higher quality
code, reduce updates
and recalls
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Connected Moblllty Solutlo M\§) on AWS \\

Managed A Ready-to- A 200+ partners
foundational comprehensive, deploy catalog comprehensive bring solutions
infrastructure to extensible, of use cases data strategy that support
deploy CM secure, and developed that accelerates automotive
platform flexible in-house or value realization workloads
CM architecture sourced from
partners
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Accelerate development
with fully managed AWS services

AWS loT FleetWise

Purpose-built for the automotive

industry to collect vehicle data
more efficiently

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Vision system data from AWS loT FleetWise
New Preview

« Collect and organize data from vehicle vision
systems that include cameras, radars, and
lidars

ot
 Gain a full picture view of structured and . -4
unstructured vision system data, metadata, T
and telemetry data and keep it automatically

synchronized in the cloud | - il

« Take advantage of the AWS loT FleetWise g yis. p— |
features and interfaces you already use to : i
collect telemetry data | 1

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 28
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(ontinental %

“Continental has collaborated closely with AWS on developing
technologies that accelerate automotive software development in
the cloud. With vision system data from AWS loT FleetWise, we will
be able to easily collect camera and motion-planning data to
improve automated parking assistance and enable fleet-wide
monitoring and reporting.”

Yann Baudouin

Head of Data Solutions - Engineering Platform and Ecosystem,
Continental AG
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Customer Journey:
American Honda Motor
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The Power of Drea

JM}“ HﬁV =

W
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HondalLink .
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...
Implementing MQTT on real production vehicles

Agenda

How connected vehicles worked before MQTT
Challenges with the legacy approach

How MQTT helped resolve legacy issues
Overcoming obstacles migrating to AWS loT

New vehicle features enabled by MQTT



How connected vehicles worked before MQTT

((( )>) Text Message Request Remote Request

Deliver < D E—— H(/)D < o=
Text

Cellular

Message Network
etwor Amazon AP| Gateway
38 oF
..... —
H > </> ’ ’ - Mobile client
API Call Result Result

Push Server

Wake up Amazon AP| Gateway Amazon Elastic Compute
Cloud (Amazon EC2)

Used SMS (text messages) to wake up loT devices
Legacy connected vehicles also used this method
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Challenges with the legacy approach

. High latency / throttling using SMS

API Call N API Call r SMS
_ @ >{"}¢ Scalable /\ Throttling
 ——_—
L - — () =—
_’> .
(o= /
— @ cellular
Internet Internet Cellular
Network
aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Challenges with the legacy approach

« Timeout base architecture in low signal area

iohed Bl

cellular
30 - 60 sec
|
& R U U R LU U U U U R R |
— Timeou t
Failed



AWS loT launches managed MQTT support

« AWS announced the managed MQTT endpoint in 2015
« Easy to start/test on AWS

Proof of concept

+— —

AWS loT Core
Dummy Dummy

App Vehicle

Always keep an eye out for new technology

aWS} © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved



Modernizing the legacy platform with MQTT

« Maximize legacy assets
« Minimize new technology risk

(<< )

Remote Request
Cellular Keep alive X
iy Agtis oy Cole Amazon AP| Gateway

----- — {
H > </> g > o Mobile client
API Call Result Result
_ Push Server
Wake up Amazon API Gateway Amazon Elastic Compute

Cloud (Amazon EC2)



Modernizing the legacy platform with MQTT

« Low latency for waking up the vehicle

« Be scalable during spikes

« Long-lived connections to a fully managed service
« Can observe offline before posting command

/\mazon CloudWatch

((( )>> @ Remote Request
MQTT Oéﬂfbo ‘ T H‘/ ’D )

Cellular Keep alive

N(?.t\.,Y.Ork AWS loT Core Amazon AP| Gateway

188

H > /> — —
API Call Result Result

Push Server

Wake up Amazon API| Gateway Amazon Elastic Compute
Cloud (Amazon EC2)

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Overcoming obstacles migrating to AWS loT

AWS Single Region

« Isolate Production from Non-Production

______________________________

‘ N
4
] ‘.
0 m=- 1
! </> :
HTTP Production URL 7 e ]
! ' 3
i Amazon AP| Gateway Amazon EC2 | @
: |
1 10
AN — i ! 8
</> < MQTT Production : ﬂf i g
I 1 [+
o : NP \ :
J 1
: 1
N I

Production
N

loT certificate I'TTTI
loT Device MQTT Non-Production

loT certificate;

Non-Production
Topic

HTTP Non-Production URL

Amazon EC2 ,
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Overcoming obstacles migrating to AWS loT

» Use one AWS loT Account AWS Single Region
« Differentiate Non-Prod using MQTT Topic

HTTP Production URL

. // I,
</>
. T .
LLLLI _ I
Production \ I
& Prod-Topic .

9 MQTT Production .
loT certificate rrri /

N 1

loT Device <+ :

|

|

1

o~
Non-Production
Non-Prod-Topic

HTTP Non-Production URL
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New features for ACCORD using MQTT

2024

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



New features for ACCORD using MQTT 0O

« Remote door lock / unlock (improved response)
« Remote engine start with climate (improved response)

AWS loT
Core

!!!!!!!

Unlock




All new ACCORDs have these features

EX-L Hybrid Sport-L Hybrid

« Remote door lock / unlock
« Remote Start & Stop

« Geofence Alert

« Speed Alert

« Security Alarm Alert

- - —_—
Q

Sport Hybrid

Touring Hybrid

B

« Vehicle Locator



...
Benefit summary of managed MQTT from AWS loT

« Best way to provide long-lived connections to a fully managed service
« Can scale automatically

« Available now for production vehicles

« Easy to develop a PoC using AWS loT tools

« HTTP can be used for large data transactions

Closing Thought: Keep an open mind for new technology



Takeaways &
related loT sessions



|

akeaways

1. Use AWS loT services to enrich, modernize, and add innovations to
your Connected Vehicle platform

2. Include AWS in your journey — we love to collaborate and help
builders build

3. Work with your AWS team to schedule follow-up meetings

Related IoT sessions @ re:Inver
loT 210 | Managing big data workloads from connected vehicles with AWS loT
loT 311 | Build architectural patterns for loT data ingestion and visualization

loT 309 | Innovate your applications using AWS loT Core with MQTT 5

loT 305 | Detecting EV battery anomalies across a fleet using AWS loT

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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I ha n k ou ' [zawen)y  Please complete the s
y [ _Di]@ survey in the mobile

J. Lowry Show Andrea Ketzer Yozo Takehara
Linkedin: LinkedIn: LinkedIn:
@jlowrysnow @andrea-ketzer-b5636112 @yozo-takehara-68688738
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