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• Incident response tools

• Live incident response

• Summary and Q&A

Agenda
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Architecture and incident 
response tools
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Amazon Security Lake basics
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Amazon Security Lake setup
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Amazon Security Lake: Provisioned 
Amazon S3 buckets
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Amazon Security Lake: AWS Glue tables
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Amazon Security Lake: Amazon Athena queries
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Jupyter Notebooks

Open source web application for sharing 
live code and analysis

• Benefits

• Standardize techniques

• Reduce silos

• Team collaboration

• Functions

• IR notebook

• Code execution

• Impact: Enhanced incident response
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Incident response lifecycle

Source: NIST 800-61 Incident Response Lifecycle
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Live incident response
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Session details

Incident response requires teamwork!

The most popular vote will be chosen as the action. 
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Game time
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Summary and Q&A



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Complete scenario
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Enhanced incident response lifecycle

Source: NIST 800-61 Incident Response Lifecycle
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Lessons learned
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Additional resources
AWS Security incident Response Guide

https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-

incident-response-guide.html

Logging strategies for security incident response

https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/

Incident Response with Jupyter Workshop

https://catalog.workshops.aws/incident-response-jupyter/en-US

New AWS CIRT workshops

https://aws.amazon.com/blogs/security/aws-cirt-announces-the-release-of-five-publicly-available-

workshops/

AWS Customer Playbook Framework

https://github.com/aws-samples/aws-customer-playbook-framework

Amazon Security Lake Machine Learning Solution

https://github.com/aws-samples/amazon-security-lake-machine-learning

https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://catalog.workshops.aws/incident-response-jupyter/en-US
https://aws.amazon.com/blogs/security/aws-cirt-announces-the-release-of-five-publicly-available-workshops/
https://aws.amazon.com/blogs/security/aws-cirt-announces-the-release-of-five-publicly-available-workshops/
https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/amazon-security-lake-machine-learning
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Related sessions

• TDR333 | Chalk talk | Gaining insights from Amazon Security Lake

• TDR432 | Chalk talk | Deep dive into exposed credentials and how to 
investigate them

• TDR221 | Lightning talk | Streamline security operations and improve 
threat detection with OCSF
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Thank you!
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Please complete 
the session survey 
in the mobile app

Anna McAbee

annaaws@amazon.com 

Shannon Brazil

awslady@amazon.com

@amcabee13

linkedin.com/in/anna-mcabee

@4n6lady

linkedin.com/in/shannonbrazil


	Layouts
	Slide 1
	Slide 2: Investigating incidents with Amazon Security Lake & Jupyter notebooks
	Slide 3: Agenda
	Slide 4: Architecture and incident response tools
	Slide 5: Analysis architecture
	Slide 6: Amazon Security Lake basics
	Slide 7: Amazon Security Lake setup
	Slide 8: Amazon Security Lake: Provisioned Amazon S3 buckets
	Slide 9: Amazon Security Lake: AWS Glue tables
	Slide 10: Amazon Security Lake: Amazon Athena queries
	Slide 11: Jupyter Notebooks
	Slide 12: Incident response lifecycle

	Scenario
	Slide 13: Live incident response
	Slide 14: Session details
	Slide 15: Game time

	Close out
	Slide 16: Summary and Q&A
	Slide 17: Complete scenario
	Slide 18: Enhanced incident response lifecycle
	Slide 19: Lessons learned
	Slide 20: Additional resources
	Slide 21: Related sessions
	Slide 22


