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1 Audience

This document is intended for technical staff and Value Added Resellers (VAR) with installation
and operational responsibilities. This configuration guide provides steps for configuring SIP trunks
using Avaya Aura Communication Manager (Avaya Aura CM), Avaya Aura Session Manager
(Avaya Aura SM) with Avaya Session Border Controller for Enterprise (Avaya SBCE) to
connect to Amazon Chime Voice Connector for inbound and/or outbound telephony
capabilities.

The information in this document is for informational purposes only. AWS does not guarantee
the accuracy of this document and AWS has no responsibility or liability for errors or omissions
related to this document. The document is subject to change without notice and should not be
construed as a commitment by AWS.

1.1 Amazon Chime Voice Connector

Amazon Chime Voice Connector is a pay-as-you-go service that enables companies to make or
receive secure phone calls over the internet or AWS Direct Connect using their existing

telephone system or session border controller (SBC). The service has no upfront fees, elastically
scales based on demand, supports calling both landline and mobile phone numbers in over 100
countries, and gives customers the option to enable inbound calling, outbound calling, or both.

Amazon Chime Voice Connector uses the industry-standard Session Initiation Protocol (SIP).
Amazon Chime Voice Connector does not require dedicated data circuits. A company can use
their existing Internet connection or AWS Direct Connect public virtual interface for SIP
connectivity to AWS. Voice connectors can be configured in minutes using the AWS
Management Console or Amazon Chime API. Amazon Chime Voice Connector offers cost-
effective rates for inbound and outbound calls. Calls into Amazon Chime meetings, as well as
calls to other Amazon Chime Voice Connector customers are at no additional cost. With Amazon
Chime Voice Connector, companies can reduce their voice calling costs without having to
replace their on-premises phone system.
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2 SIP Trunking Network Components

The network for the SIP trunk reference configuration is illustrated below and is representative
of Avaya Aura CM and Avaya Aura SM with Avaya SBCE configuration.

IP PBX-2 is used as a secondary PBX in the topology to perform call failover and call distribution

10.70.4.204 i “"T‘i‘u‘);'ﬂ
Avaya Aura CM ""““*1 . ‘;“‘ Amazon Chime
104 DID:9XX2ZXHR2IK DID:OXNINK ZHKK Voice Connector
PBX useri PBX user2
@ @ Pt

SIPUDP
IP PBX 1 10.70.4.213

SIP/UDPTLS
192.65..%

SIPIUDR/TLS

Amazon Chime
Voice Connector

Avaya SBCE
. | ;
SIPIUDP

IPPBX 2

.

Figure 1 Network Topology
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2.1 Hardware Components

e UCS-C240 VMWare server running ESXi 6.0 or later used for the following virtual
machines
o Avaya Aura
= Communication Manager
= Session Manager
e Avaya SBCE running on UCS-C240-Virtual Machine
e Avaya one-X IP Phone(s)- 9630G

2.2 Software Requirements

e Avaya Aura
o Communication Manager: 10.1
o Session Manager: 10.1
o System Manager: 10.1
e Avaya Session Border Controller for Enterprise : 10.1.0.0-32-21432
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3 Features
3.1 Features Supported

e Calls to and from non-Toll Free number

e (Calls to Toll Free number

e (Calls to Premium Telephone number

e (Calling Party Number Presentation

e (Calling Party Number Restriction

e Inbound Calls to an IVR

e International Calls

e Call Authentication

¢ Anonymous call

e Secure Inbound and Outbound calls with Media Encryption
o DTMF-RFC 2833

e Long duration calls

e (Calls to conference scheduled by Amazon Chime user
e (Calls to Amazon Chime Business number

e (Call Distribution

e Call Failover
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3.2 Features Not Supported

e The following are not supported by Amazon Chime Voice Connector,
e Keep Alive — SIP OPTIONS
e Keep Alive — Double CRLF

3.3 Features Not Tested

e None
3.4 Caveats and Limitations

e Amazon Chime Voice Connector,
e does not support SIP NOTIFY or SIP INFO for DTMF
e does not send SIP session refresher for long duration calls
e  When the WAN link is down and a call is in progress, the PSTN call leg is not disconnected
automatically after a period of inactivity. The call has to be cleared manually.
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4 Configuration

The specific values listed in this guide are used in the lab configuration described in this
document and are for illustrative purposes only. You must obtain and use the appropriate values
for your deployment. Encryption is always recommended if supported.

4.1 Configuration Checklist

In this section we present an overview of the steps that are required to configure Avaya Aura
CM, Avaya Aura SM and Avaya SBCE for SIP Trunking with Amazon Chime Voice Connector.

Steps Description Reference
Step 1 Avaya Aura CM Configuration Section 4.3
Step 2 Avaya Aura SM Configuration Section 4.4
Step 3 Avaya SBCE Configuration Section 4.5

Table T - PBX Configuration Steps

4.2 Avaya Aura CM Configuration

This section with screen shots taken from Avaya Aura CM used for the interoperability testing
gives a general overview of the PBX configuration.

4.2.1 Avaya Aura CM Login

e Avaya Aura CM configuration is done via SAT simulator through PuTTY.
e Log in using an appropriate User ID and Password.
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i 10.70.4.204 - PuTTY

44:41 MDT

Xterm,

Figure 2: Avaya Aura CM login
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422 I[P Node Name

Use the Change node-names ip command to verify that node names are defined for Avaya
Aura CM (procr) and Session Manager (AASM10). The node names are needed for

configuring the Signaling Group.

&P 10.70.4.204 - PuTTY - O “

2 |

change node-names ip Page 1 of

Figure 3 IP Node Name
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4.2.1 |IP Codec Set

e Use change ip-codec-set 2 to define list of codecs for calls between Avaya Aura CM and
SM.

change ip—codec—set 2 Page 1. of 2

IP MEDTA PR

Figure 4 IP Codec Set
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4.2.2 IP Network Region

e Use change ip-network-region 2 to define the network region
e Authoritative Domain: Domain name lab. XXXXXXXX.com

e Codec Set: Enter codec set 2 created in Section 4.3.1

e Intra-region IP-IP Direct Audio: yes

e Intra-region IP-IP Direct Audio: yes

Page 1l of 20

change ip-network-region 2

Fl=Cancel FZ=Refresh F3=5Submit F4=Clr Fld FS=Help F&=Update FT7=Nxt Pg FB=Prv Pg

Figure 5 IP Network Region
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4.2.3 Signaling Group

e Command add signaling group 1 was used to create Signaling Group. Use change
signaling group 1 to modify existing signaling group.

e Set Group Type: sip

e Set Transport Method: tcp

e Set Peer Detection Enable: y

e Set Near-end Node Name: procr

e Set Near-end Listen Port: 5060

e Set Far-end Node Name: AASM10

e Set Far-end Listen Port: 5060

e Set Far-end Network Region: 2

e Set Far-end Domain: lab.xxxxxxxx.com

e Set DTMF over IP: rtp-payload

e Set Direct IP-IP Audio Connections: n

e Leave other fields to default value

change signaling—group 1 Page 1. of 2

n2"™ Must demand maintenance busy the signaling group first

Figure 6 Signaling Group
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4.24 Trunk Groups

e Trunk group 5 is used for trunk to Avaya SM. Command add trunk group 1 was used to
create Trunk Group. Use change trunk group 1 to modify existing trunk group.

e Set Group Type: sip

o Set Group Name: AmazonAvaya

e Set TAC: #001

e Set Direction: two-way

e Set Service Type: public-ntwrk

e Set Member Assignment Method: auto

e Set Signaling Group: 1 (created in section 4.3.3)

e Set Number of Members: 10

change trunk-group 1 Page 1 of 4

Figure 7 Trunk Group
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e Set Preferred Minimum Session Refresh Internal (sec): 900

change trunk-gro

up 1 Page 2 of 4
up =

sip

K. PARAMET

Figure 8 Trunk Group Continuation
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e Set Numbering Format: Public
e Set Replace Restricted Numbers: yes

change trunk-group 1 Page 3 of 4

ow ANSWERED BY

Figure 9 Trunk Group Continuation
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e Set Telephone Event payload Type: 101
e Set Identity for calling Party Display: From
e Leave all other fields to default values

change trunk-group 1 Page 4 of 4

I=RI=} o] I=Ri=Ris

L LIl

Figure 10 Trunk Group Continuation
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425 Route Pattern

e Use change-route-pattern x command to specify the routing preference. Route pattern
1 is used for SIP trunk to Avaya SM.

e Set Pattern Name: AVAASM10

e Set Grp No: 1 (created in Section 4.3.4)

e SetFRL:0

e Set Numbering Format: unk-unk

e Leave all other fields to default values

change route—-pattern 1 Page 1. of 4

b L RAf

()]

4
5

(e}

Figure 11 Route Pattern
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4.2.6 Outbound Call Routing

e For outbound call to PSTN through Amazon Chime Voice Connector SIP trunking,
Automatic Route Selection (ARS) is used. Use command change ars analysis x to
configure the routing table.

e Set Dialed String: 214242

e SetMin: 10

e Set Max: 12

e Set Route Pattern: 1 (created in section 4.3.5)

e Set Call Type: natl

change ars analysis 2 Page 1 of 2

IBISIBIBIBIBIBIBIsIBIBIsIsIsIs

Figure 12 Outbound Call Routing
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4.2.7 Outbound Caller ID

¢ Amazon Chime Voice Connector SIP Trunk requires E164 Caller ID for outbound calls.
Command change public-unknown-number x is used to configure the outbound caller
ID for Extensions.

o SetEXTLlen:4

e Set EXT Code: 2923

e Set Trk Grp: 1 (created in section 4.3.4)

e Set CPN Prefix: 9TXXXXXXXX. (Replace XXXXXXXX with the numbers to be prefixed)

e Set Total CPN Len: 10

change public-unknown-numbering 1 Page 1 of 2

NIIMRFRTNC

UrltiAal

Figure 13 Outbound Caller ID
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4.2.8 Inbound Call Routing
e For Inbound call to Avaya PBX from PSTN through Amazon Chime Voice Connector SIP

trunking, inc-call-handling-trmt-trunk-group is used. Use command change inc-call-
handling-trmt trunk-group x to configure the routing table.

e Set Number Len: 10

e Set Number Digits:9TIXXXXXXXX

e SetDel: 10

change inc-call-handling-trmt trunk-group Page 1 of 3

Y

o]

Figure 14 Inbound call routing
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4.3 Avaya Aura Session Manager Configuration

4.3.1 Avaya Aura SM login

e Avaya Aura Session Manager Configuration is accomplished through the Avaya Aura
System Manager

e Access Avaya Aura System Manager Web login screen via https://<IP Address/FQDN >

e Enter the login credentials

e C(lick Log On

&« G @ © & htips://10.70.4.203/netwarl B ¢ Q Search * @ © =

Recommended access to System Manager is via FQDN.

Go to central login for Single Sign-On User ID: [admin\ l
If IP address access is your only option, then note that authentication will 2 g 5
fail in the following cases: Password: essssssssssssse
» First time login with "admin” account
« Expired/Reset passwords Log On Cancel
Use the "Change Password” hyperlink on this page to change the password Change Password

manually, and then login.

Also note that single sign-on between servers in the same security domain

is not supported when accessing via IP address. @ supported Browsers: Firefox (minimum version 93.0), Chrome (minimum
version 91.0) er Edge (minimum version 93.0).

Figure 15 Avaya Aura SM login
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43.2 Domain

e Navigate to Elements > Routing

AVAYA & Users v | /# Elements ~ | & Services v Widgets ~

Aura® System Manager 10.1

Disk Space Utilization » Notifications (2)
60 Communication Manager
. = G Rnd e 2= o Your last successful login was on a8t September
23 15, 2022 1:41 PM from 1T216.29.120. More
- Communication Server 1
- Mo Session Manager emergency Dial Pattern
15 routes are administered. More
o - T — = | T
& A b'é‘@ &2 6521@
& P
9
Il Critical Warning
Alarms ¥ || Information "
Elernents Count Sync Status
M 1 @
ging
Session Manager 1 ®
Presence - Systern Manager 1 E
BT 8 o
Routing
1 Manager

Figure 16 Routing

¢ Navigate to Routing > Domains
e C(lick New

AVAYA & Users v~ Elements v Services v Widgets v  Shortcuts «

Aura® System Manager 10.1

Domain Management

Domains [

| Edit |l Delete || Buplicate | More Actions ~ |

!
Locations |

Figure 17 Add Domain
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Set Name: Enter the domain name of Avaya Aura PBX, lab. XXXXXXX.com

e Set Type: sip
e C(Click Commit

AVAyA & Users v /# Elements v & Services v Widgets v  Shortcuts v

Aura® System Manager 10.1

Home Routing >

Routing

Domain Management

Domains [
New More Actions ~

Locations
1Item

Conditions [ |name Type Notes
I [ lab. .ComI sip tekvizion lab

Adaptations

Select : All, None

Figure 18 Domain

4.3.3 Locations

e Navigate to Routing > Locations
e Select New

AVAYA d Users v/ Elements v & Services v Widgets v Shortcuts v

Aura® Systern Manager 10.1

Routing =

Routing
Location
Domains —
“New Edit| |Delets uplicate || More Actions - |
Locations [
|11tem &

Figure 19 Locations
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e Set Name: Plano

AVAYA & Users v/ Elements v & Services v | Widgets ~ Shortcuts «

term Manager 10.1

Home Routing

Location Details |commit||cancel|
Domains

General
Locations I* T :plénc I
Conditions Notes:

Figure 20 Locations continuation

e Under Location Pattern, select Add to add IP Address Patterns for different networks
that communicates within the location

e Set IP Address Pattern: 10.70.4.x

e Leave all other fields to default values

¢ C(Click Commit

Location Pattern
|| Addl |Remove |
9 Items 7 Filter: Enable
O | IP Address Pattern - Notes
O +[1o1s0.35= : '
0O ~l1o.64."
0O ~[10.64.5.
LI *lie704= Il
O +[wo7=
0O =*[10.89.17.*
0 =[10.83.26.%
O =[10.89.33.%
0 ~[192.168.~
ISeIect »All, None
e

Figure 21 Locations continuation
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434

Adaptations

Amazon Chime Voice Connector uses E164 numbering format for SIP Trunking Service.
Adaptation was created at the Session Manager to manipulate the digits sent to Amazon
network via Avaya Session Border Controller for Enterprise (Avaya SBCE).

Navigate to Routing > Adaptations. Click New

Set Adaptation Name: Adapter_For_sbc

Set Module Name: DigitConversionAdapter

Set Module Parameter Type: Name-Value Parameter is selected from the drop down,
Click Add

Set Name/Value: fromto/true

Set Name/Value: odstd/10.70.4.213 (Avaya SBCE LAN IP is entered)

Set Name/Value: osrcd/10.70.4.207 (Avaya Aura SM IP is entered)

Under Digit Conversion for Incoming Calls to SM, click Add

Matching Min/Max Delete Digits Address to Modify

Pattern

+191929 11/36 5 — Deletes Destination — Modifies digits in
+1919 from TO header and sends it to
+191929 Avaya CM
patterns

Figure 22 Digit Conversion to Avaya CM

Under Digit Conversion for Outgoing Calls from SM, click Add

Matching Min/Max Delete Digits Insert Digits Address to
Pattern Modify
214242 10/36 0 +1—Insert +1 | Destination -
in front of Modifies the
214242 digits in TO
patterns header and
sends it to
Amazon
+91929 11/36 1-Deletes + | +1 —Inserts Origination —
from +91929 | +1infrontof | Modifies digits
patterns 91929 patterns | in FROM header
and sends it to
Amazon

Figure 23 Digit Conversion to Amazon

Leave all other fields at default values
Click Commit
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Help ?

Adaptation Details If:ancef_l
General
Locations * Adaptation Name: !Adapter for SBC |
Conditions Notes: |DigitConversionAdapter |
* Module Name: |DigitConversionAdapter v |
Type: digit
Adaptations State: [enabled |
dule F Type: !Name—\falue Parameter v |
Regular Exp i T B
) ) |E\ [Remave|
Device Mappings —iithe—
a |Name - |\.’a|ue
SIP Entities true
[ [fremte |
Entity Link: A
10.70.4.207
O lodred |
Time Ranges L ,@
10.70.4.213
Routing Policies [0 [odstd |
A
Select : All, None
Digit Conversion for Incoming Calls to SM
|Add| |Remove|
1Item o2 Filter: Enable
i
[[] | Matching Pattern + [ Min Max Phone Context g;:;;ﬂ Insert Digits ::Ji:?:s 1 Adaptation
[O =l+io192 | *fi2 | *fse ] | | *5 ] | | [destination v | |
< >
Select : All, None
Digit Conversion for Outgoing Calls from SM
[add| |Remove|
7 Items Y Filter: Enable
. . Phone Delete - Address to .
D Matching Pattern &« | Min Max Context D e Insert Digits iy . Adaptation Da
O *[+o1920 1 =[] =*[ ] [ 1 =+ | [+ | |origination ~ || |
O +=[is | *[1z | =*[3s | | | =0 | [+ | [destination v || |
O *=|z14z42 | =[10 | =*[36 | | | =0 | [+ | | destination w || |
O *[zz2s | =[o ] =[B3 | | | *lo | |+ | |destination || |
O =*[zeo | =*[10 | =*[3s | | | *o | |+91 | | destination w || |
O == | =[o ] =[B | | | = | [+ | [destination v || |
[C]  *=|9725980 | ez 1 =3 | | | *lo | |+ | |destination ~ || |
< )

Select ; All, None

Commit| Cancel|

Figure 24 Adaptation for Amazon

4.3.5 SIP Entities and Entity Links
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SIP Entity for Avaya Aura Session Manager

¢ Navigate to: Routing > SIP Entities. Click New

e Set Name: Enter name of the host, AASM10

e Set FQDN or IP Address: Enter the SIP address of the Session Manager

e Set Type: Session Manager is selected from the drop down

e Set Location: Select the location (created in Section 4.4.3)

e Under Listen Port:

e Set TCP/TLS Failover Port: 5060/5061

e Click Add to assign Domain lab.xxxxxxxx.com for the following Ports and Protocols

Amazon Web Services



e Port 5060 and Protocol TCP/UDP
e Port 5061 and Protocol TLS
e C(Click Commit

AVAYA & Users v J Elements v & Services v Widgets Shortcuts v ‘
Aura® System Manager 10.1
Home Routing
SIP Entity Details  Commit |Cancell
Domains General
; * Name: AASM10
Locations
* IP Address: |10.70.4.207
Conditions T
Randon SIP FQDN: |
Type: | Session Manager ™
Notes: |
S|P Entities '
Entity Liriks Location: | plano v
Outbound Proxy: | |
Himehangss Time Zone: | America/Chicago v

Routing Policies Minimum TLS Version:

Credential name: |

[Use Global Setting v |

Entity Links i
Failover Ports

TCP Failover port: 5060
TLS Failover port: 5061

Time Ranges

Routing Polici :
e Listen Ports

Add| |Remove
3Items Filter: Enable
Regular Expressions
[7] |Listen Ports Protocol | Default Domain Endpoint Notes
Defaults [0 |[soe0 TCP v lab. .com v 0O
[J [sos0 UDP v lab. .com v 0O
[ [soe1 TS v |lab. .com v (]
Select : All, None
SIP Responses to an OPTIONS Request
Add| |Remove
0 Items Filter: Enable
Mark
Resp Code & R Phrase Entity Notes
Up/Down

Figure 25 SIP Entity for Avaya SM
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SIP Entity and Entity Links for Avaya Aura Communication Manager

e Set Name: AACM10

e Set FQDN or IP Address: Enter the IP address of Avaya Aura Communication Manager
o Set Type: CM

¢ C(lick Commit

‘AVAVA & Users v K Elements v @ Services v | Widgets v  Shortcuts v

Aura® Systermn Manager 10.1

Home Routing

SIP Entity Details [Commit|[Cancel|

Domains General

: * Name: |AACM10
Locations L

* FQDN or IP Address: [10,70.4.204

Conditions Type: |CM v
Motes:
SIP Entities Adaptation: | v|

Location: |plano v
Erbsiy ks s

Time Zone: |America/Chicago v

Figure 26 SIP Entity and Entity Links for Avaya CM

e Under Entity Links, Click New

A.VAVA & Users v F Elements v & Services v Widgets v~  Shortcuts v ‘ — | S

Aura® Systern Manager 10.1

Home Routing *
?
Routing Help
Entity Links
Domains = |
| More Actions = | |
Locations | |
2 Items o Filter; Enable |
Conditions 5 Deny 1
O |name SIP Entity 1 Protocol | Port !SIP Entity 2 Borl (Lot onncctinnl i Sol e
Override Policy |
| | Service |
a SM10 M SIP AASM10 TCP 5060 AACMiO 5060 O trusted ]
Trunk
SIP Entities
= (m] ;g’gmw@ AASM10 uopP 5060 AmazonVC_AvayaSBC 5060 O trusted O
Entity Links Select : All, None

Figure 27 SIP Entity and Entity Links for Avaya CM continuation
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e Set Name: SM10_CM _SIP Trunk

e Set SIP Entity 1: Select the SIP entity AASM10
e Set SIP Entity 2: AACM10

e Set Protocol: TCP

e Set Ports: 5060

e Set Connection Policy: trusted

e Leave all other fields to default values

¢ C(Click Commit

|Ent|tx L|f'|k5|

Override Port & Transport with DNS SRV: [

|add| |Remove|

1Item 2 Filter: Enable
D Name - | SIP Entity 1 Protocol |Port | SIP Entity 2 | Port

< il | | 1 _| {4 15 i
[ |* |sMi0_CM_SIP Trunk [ AASMI1D | |Tep w * |5060 WAACMI0 | *=|s060 |

< >

Select : All, None

Figure 28 SIP Entity and Entity Link for Avaya CM continuation

SIP Entity and Entity Links for Avaya SBCE

o Set Name: AmazonVC_AvayaSBC

e Set FQDN or IP Address: Enter the IP address of Avaya SBCE interface facing Avaya Aura
SM

e Set Adaptation: Select the Adaptation for Avaya SBCE configured in Section 4.4.4

e Set Location: Select the location created in Section 4.4.3

e Click Commit

AVAYA & Users v /# Elements v £ Services v | Widgets v Shortcuts « ‘

Aura® Systern Manager 10.1

Home Routing

Routing

SIP Entity Details [Commit| cancel

Domains General

) * Name: |Amazo nVC_AvayaSBC
Locations :

* FQDN or IP Address: [10.70.4.213

Conditions T ¥
ndition Type: | Other il
Notes:
5IP Entities Adaptation: -'_Ada_pt'er for SBC v |

Location: 'pI ano v

Entity Links

Time Zone: | 'Ar_1'_1e__r_i;§_,|’Fo rtaleza w |

Figure 29 SIP Entity and Entity Link for Avaya SBCE
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e Under Entity Links, Click New

AmyA & Users v F Elements v & Services v Widgets v~  Shortcuts v ‘ — | S

Aura® Systern Manager 10.1

Home Routing
Routing Help ?
Entity Links
Domains [ =
INEV{. Ed Dale Duphcat :I\_ﬂore Actions '_i |
Lacations :
2 ltems & Filter: Enable
Conditions | | | DNS .C,onnection Bany |
Ij Name SIP Entity 1 Protocol | Port | SIP Entity 2 Port | override Policy - NEI:U INutes
I | ervice i
0 %}ﬁ—w—ﬂ AASMIOD TCP 5060 AACMLO 5060 O trusted O
S|P Eniticy O ;g’émwa@ AASM1D upp 5060 AmazonVC_AvayaSBEC 5060 O trusted O
Entity Links Select : All, None
Figure 30 SIP Entity and Entity Link for Avaya SBCE continuation
e Set Name: ToAmazonVCAvayaSBC
e Set SIP Entity 1: Select the SIP Entity AASM10
e Set SIP Entity 2: AmazonVC_AvayaSBC
e Set Protocol: UDP
e Set Ports: Set both Ports to 5060
e Set Connection Policy: trusted
e Leave all other fields to default values
¢ C(lick Commit
Help
i 1Item ¥ Filter: Enable
‘ I:I Name SIP Entity 1 : Protocol | Port SIP Entity 2
i O [ Teamazonvcavaya sBc,_* [OAASMIO TUDP v| _* 15060 | [O.AmazonVC_AvayaSBEC ] |
|< >
iSele-::t : All, None

Figure 31 SIP Entity and Entity Link for Avaya SBCE continuation
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4.3.6 Routing Policies

Routing policy to Avaya Aura CM

¢ Navigate to: Routing > Routing Policies. Click New
e Set Name: SM to CM
e Click Select under SIP Entity as Destination and the SIP Entities window is displayed

Help ?
Routing Policy Details Commit| Cancel
General
| * Name: SM to cM |
Disabled: []
* Retries: |0 '
Notes: |

SIP Entity as Destination
‘iSelecti

e Check the radio button beside AACM10 as destination SIP Entity (configured in Section
4.4.5)

e Click Select and return back to Routing Policy Details page

Figure 32 Routing Policy for Avaya CM

Help ?
SIP Entities
|New || Edit || Delete | | Duplicate || More Actions ~
3 Items Filter: Enable
D Name | FQDN or IP Address Type Notes
IC]  Aacmio 10.70.4.204 cM |
D AASMIO0 10.70.4.207 Seszion Manager
]  AmazonVC AvayaSBC 10.70.4.213 Other
Select ; all, None

Figure 33 Routing Policy for Avaya CM continuation
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Leave all other fields at default values

e Click Commit

Help ?
Routing Policy Details [[commit| cancel
General
* Name: |;5h-7|_t0_E3M
Disabled: [ ]
* Retries: I_U
Notes: |
SIP Entity as Destination
‘Select |
Name | FQDN or IP Address | Type ! Notes
| AACMio 10.70.4.204 cMm |
Figure 34 Routing Policy for Avaya CM continuation
Routing policy to Avaya SBCE
e Set Name: AmazonVCAvayaSBC
e Click Select under SIP Entity as Destination and SIP Entities window is displayed.
Help ?

Routing Policy Details

General

|Commit|| Cancel|

I* Name: |AmazonVCAvayaSBC

Disabled: []

* Retries: D i

Notes: |

SIP Entity as Destination

Figure 35 Routing Policy for Avaya SBCE
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e Check the radio button beside AmazonVC_AvayaSBC as destination SIP Entity

(configured in Section 4.4.5)

e Click Select and return back to Routing Policy Details page

Help ?
SIP Entities
|_New| Edit pelete || Duplicats | |'More Actions |
3ltems Filter: Enable
D Name ‘ FQDN or IP Address ‘ Notes
[ aacmio 10.70.4.204
|:| AASMIO0 10.70.4.207 Session Manager
| [J AmazonvC AvayaSBC 10.70.4.213 |
Select : All, None

Figure 36 Routing Policy for Avaya SBCE continuation

e Leave all other fields to default values
e (Click Commit

Routing Policy Details

General

* Name: |AmazonVCAvayaSBC

Disabled: [ ]

* Retries: | 0 |

Help ?
|:Comm'rt'|| Cancel]

Notes: |
SIP Entity as Destination
|Select|
Name | FQDN or IP Address Type | Notes
AmazonVC_AwvayaSBC 10.70.4.213 Cther I

Figure 37 Routing Policy for Avaya SBCE continuation
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4.3.7

Dial Patterns

Dial Pattern for Avaya Aura CM

Navigate to: Routing > Dial Patterns. Click New

Set Pattern: 919

Set Min: 10
Set Max: 12

Under Originating Locations and Routing Policies, Click Add, at the new window
Originating Location: Select Plano (created in Section 4.4.3)
Routing Policies: Select SM to CM under Routing Policies

Click Select to return to Dial Pattern Details page

Leave all other fields to default values.

Click Commit

General

Dial Pattern Details

[commit|| Cancel|

* pattern: |919
* Min: '4

* Max: i'12

Emergency Call: []
SIP Domain: —ALL—

Notes: |

Originating Locations and Routing Policies

Help ?

|Add| iRemove|
1Item &%
1 e z - S = Z . B 3 Routing | : 2 1 = g
Originating Location | Originating Location | Routing Policy o Routing Policy Routing Policy
O Rank Policy st
Name Notes Name = Destination Notes
Disabled
[l plano SM ta CM AACM10

Select ; All, None

Figure 38 Dial Pattern to Avaya CM
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Dial Pattern to Amazon Chime Voice Connector via Avaya SBCE

¢ Navigate to: Routing > Dial Patterns. Click New

e Set Pattern: 214242

e SetMin: 10

e Set Max: 12

e Under Originating Locations and Routing Policies, Click Add, at the new window
e Originating Location: Select Plano (created in Section 4.4.3)

e Routing Policies: Select AmazonVCAvayaSBC under Routing Policies

e Click Select to return to Dial Pattern Details page

e Leave all other fields to default values.

e C(Click Commit

Home Routing >
Routing Help ?
Dial Pattern Details |Cancell
Domains
General
Locations * Pattern: |214242
* Min-
Conditions Min: 10
* Max: |12
Adaptations
Emergency Call: []
SIP Entities SIP Domain: |-ALL- v
Notes:
Entity Links
Originating Locations and Routing Policies
Time Ranges e e = =
| | Remove | I
Routing Policies o - 1
g 1ltem & |
Dial Patterns v ‘ O Originating | originating | Routing Policy iank R:‘::ing | Routing Policy | Routing |
Location Name Location Motes |Name Disah‘i:d Destination Policy Notes
Dial Patterns ] plano AmazonVCAvayaSBC o AmazonVC_AvayaSBC
Select : all, None

Figure 39 Dial Pattern to Amazon via Avaya SBCE
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4.4 Avaya SBCE Configuration

4.4.1 Avaya SBCE login

e Log into Avaya Session Border Controller for Enterprise (SBCE) web interface by typing
"https://X.X.X.X/sbc".

e Enter the Username and Password

e C(lick LogIn

Q v o Q Log In
Username: ucsec

Password: [sseessses]

(LogIn|

Session Border Controller WELCOME T AVNA SHC
for Enterprise Unauthorized access to this machine is prohibited. This system is for the

use authorized users only. Usage of this system may be monitored and
recorded by system perzonnel.

Anyoene using this system expressly consents to such monitoring and is
advized that if such menitoring reveals possible evidence of criminal
activity, system personnel may provide the evidence from such
monitoring to law enforcement officials.

©® 2011 - 2020 Avaya Inc. All rights reserved.

Figure 40 Avaya SBCE Login
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e Under Device, select ASBCE10 from drop down to expand the configuration for Avaya
SBCE.

Device: ASBCE10v Alarms Incidents Statusv Logsv Diagnostics Users Settings v Help ¥ Log Out

EMS

ASBCE10 er Controller for Enterprise

EMS Dashboard Device Management
Software Management

Device Management
Backup/Restore Hesiors H Upsial |_| Lieors _ﬂ.H liey Bundi |_| pizeosefompliance

&} System Parameters

Device Management

»| Configuration Profiles Name P i

v| Services ASBCE10 10.70.59.200 10.1.0.0-32-21432 Commissioned Reboot Shutdown Restart Application View Edit Uninstall
| Domain Policies

< >

| TLS Management

ol Network & Flows

& DMZ Services

& Maonitoring & Logging

Figure 41 Selection of Avaya SBCE Device

44.2 Server Interworking

Server Interworking for Avaya SM

¢ Navigate to: Configuration Profiles > Server Interworking

e Select the predefined Interworking Profile avaya-ru, click Clone
e Set Clone Name: AASM10.1

e Click Finish

Clone Profile

Profile Name avaya-ru

| Finish |

Figure 42 Server Interworking profile for Avaya SM
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Interworking Profiles: AASM.10.1

|Add |
Interworking
Profiles
cs2100

avaya-ru

AmazonVC

AASM.10.1

Click here to add a description.

(Rename | | Clone | [ Dell

General U Timers I_l Privacy I_I URI Manipulation H Header Manipulation “ Advanced I

General

Hold Support
180 Handling
181 Handling
182 Handling
183 Handling
Refer Handling
URI Group
Send Hold
Delayed Offer
3xx Handling
Diversion Header Support
Delayed SDP Handling
Re-Invite Handling
Prack Handling
Allow 18X SDP
T.38 Support
URI Scheme
Via Header Format
SIPS Required

Mediasec

None
None
None
None
None
No
None
No
Yes
No
No
No
No
No
No
No
SIP
RFC3261
No
No

Figure 43 Server Interworking profile for Avaya SM continuation
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Server Interworking for Amazon Chime Voice Connector

Repeat the same procedure to create the Interworking Profile to Amazon Chime Voice
Connector

Clone Profile
Profile Mame avaya-ru

Clone Name AmazonVd

| Finish |

Figure 44 Server Interworking profile for Amazon

443 SIP Servers

SIP Server for Avaya SM

Navigate to Services > SIP Servers
Click Add

Set Profile Name: Avaya_SM

Click Next

Add Server Configuration Profile

Profile Name Avaya_SM|

Next |

Figure 45 SIP Server for Avaya SM
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Set Server Type: Select Call Server from the drop down

e Set IP Address/FODN: Enter the Avaya Aura Session Manager SIP IP Address
e Set Port: 5060

o Set Transport: UDP

e C(lick Finish

Edit SIP Server Profile - General X

Server Type can not be changed while this SIP Server Profile is associated to a Senver Flow.

Server Type Call Server W
SIP Domain I

DONS Query Type MONE/A ~

TLS Client Profile Mone e

IP Address / FQDN Transport

10.70.4.207 | |s060 | | uop v | Delete

| Finish |

Figure 46 SIP Server for Avaya SM Continuation
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¢ Navigate to Advanced tab

e Set Enable Grooming: Checked

e Set Interworking Profile: Select Lab126ASM (created in section 4.5.2)
e Click Finish

Edit SIP Server Profile - Advanced X

Enable DoS Protection O

Enable Grooming

Interwarking Profile |m|
Signaling Manipulation Script | Mone v |
Securable O

Enable FGDN O

TCP Failover Port

TLS Failover Port

Tolerant O
URI Group | None ~
NG911 Support O

| Finish |

Figure 47 SIP Server for Avaya SM Continuation
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SIP Server for Amazon Chime Voice Connector

e Navigate to Services > SIP Servers

e Click Add
e Set Profile Name: AmazonVC
e Click Next

Add Server Configuration Profile

Profile Name

Clone Name

Figure 48 SIP Server for Amazon

Set Server Type: Select Trunk Server from the drop down
e Set IP Address/FQDN: Enter the Amazon Chime voice Connector Outbound Host
Name
e Set Port: 5060
e Set Transport. UDP
e (lick Finish

Edit SIP Server Profile - General X
Beneti | Trunk Server v
SIP Domain
DNS Grery Type [NONE/A ¥
TLS Client Profile | None v

IP Address [ FQDN Transport

EnterAmazonOutboundHostName | 5060 | [UDP v| | Delete

| Finish |

Figure 49 SIP Server for Amazon continuation

Amazon Web Services



Navigate to Advanced tab

e Set Interworking Profile: Select To_AmazonVC (created in section 4.5.2)
e Click Finish

Edit SIP Server Profile - Advanced X

Enable DoS Protection O

Enable Grooming

Interworking Profile | AmazonvC v |
Signaling Manipulation Script | Hone v |
Securable O

Enable FGDN O

TCP Failover Port

TLS Failover Port

Tolerant O
URI Group | None v
NG311 Support O

Figure 50 SIP Server for Amazon continuation
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444 Topology Hiding
Topology hiding profile for Avaya SM

e Topology Hiding profiles are added for Avaya SM to overwrite and hide certain headers
¢ Navigate to: Configuration Profiles > Topology Hiding

e Select the Profile default. Click Clone

e Set Clone Name: Avaya_SM

e Click Finish

Clone Profile

Profile Name default

[ Finish |

Figure 57 Topology Hiding Profile for Avaya SM

e Select the newly created profile Avaya_SM and Click Edit
e Set Header: Request-Line, To, From are selected
e Set Replace Action: Overwrite
e Set Overwrite Value: lab.xxxxxxxx.com
e Click Finish
Topology Hiding Profiles: AVAYA_SM

| Add | [Rename | | Clone | | Delete

Topology Hiding Click here to add a description.
Profiles
default Topology Hiding

cisco_th_profile Header Criteria Replace Action Overwrite Value
Mutare Record-Route IP/Domain Auto —
PSTNGW SDP IP/Domain Auto —
Refer-To IP/Domain Auto —
AmazonVC Via IP/Domain Auto —
From IP/Domain Overwrite lab. com
Request-Line IP/Domain Overwrite lab. .com
Referred-By IP/Domain Auto -
To IP/Domain Overwrite lab. com

Figure 52 Topology Hiding Profile for Avaya SM continuation
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Topology hiding profile for Amazon Chime Voice Connector

e Repeat the same procedure to create the profile for AmazonVC
e Overwrite Value: Replace the To header and Request-Line header with Amazon Chime

Voice Connector Outbound Host Name
e Click Finish

Edit Topology Hiding Profile

Add Header |

Header Replace Action Overwrite Value

v| [IPiDomain  v| | Gvenwrite v | [EnterAmazonHostNan|

v| [IPiDomain v | |Auto v] |

| [ 5_‘_"3'_"":’[@?9 v |E nterAmazonHostNan| | Delste

|Request-Line

| Finich |

Figure 53 Topology Hiding Profile for Amazon
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44.5 Routing

Routing for Avaya SM
¢ Navigate to: Configuration Profiles > Routing
e Click Add
e Set Profile Name: Avaya_SM
e Click Next

Routing Profile

Profile Name Avaya_SM|

Next

Figure 54 Routing for Avaya SM

Amazon Web Services



e At Routing Profile Window, Click Add

e Set Priority/Weight: 1

e Set Server Configuration: Avaya_SM (configured in section 4.5.3)

e The Server IP, Port and Transport Protocol populates automatically
e C(lick Finish

Profile : AVAYA SM - Edit Rule X

URI Group = v Time of Day [defautt v |
Load Balancing | Priority v | NAPTR

Transport Hone v LDAP Routing (]

LDAP Server Profile None « LDAP Base DN (Search) None v
Matched Attribute Priority Alternate Routing

Next Hop Priority O Next Hop In-Dialog (]

Ignore Route Header (]

EMUM O ENUM Suffix

Priority
*  LDAP Search LDAP Search LDAP Search SIP Server
{ \ 0 pag
J\."-,’c-iq}'ut Attribute Regex Pattern Regex Result Profile R LEEL
1 | Avaya_sm v | |10.70.4.207:5060 (UDF~ | | HNone v | Delete
[ Finish |

Figure 55 Routing for Avaya SM continuation

Routing Profiles: AVAYA_SM

|. Add | | Rename | | Clone | | Delete !

Routing Profiles

Click here ta add a description.

default
Routing Profile

i

PSTN_ROUTE
| Update Priority | | Add |
Mutare Inbound — E——
URI Time of Load

Mutare Outbound Priority Goup Doy Buancing Next Hop Address Transport
AVAYA_SM |1 | 3 default Priority 10.70.4.207:5060 UDP Edit Delete
AmazonVC

Figure 56 Routing for Avaya SM continuation
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Routing for Amazon

e Repeat the same steps to create the Routing Profile AmazonVC for Amazon
e Next Hop Address: Enter Amazon Chime Voice Connector Outbound Host Name

Profile : AmazonVC - Edit Rule

Profity | pAP Search LDAP Search LDAP Search SIP Server
J\u'\fr-iqh t Attribute Regex Pattern Regex Result Profile

URI Group = ¥ Time of Day

Load Balancing |[m&’£m.f—V| MNAPTR

Transport Hone LDAP Routing

LDAP Server Profile Hone v LDAP Base DN (Search)
Matched Attribute Priority Alternate Routing

MNext Hop Prionty Mext Hop In-Dialog
Ignore Route Header O

ENUM O ENUM Suffix

Next Hop Address

| default v

MNone

Transport

[AmazonVC v | | hydpglléqdiye6dowdnhi ~ | None v | Delste

| Finish |

Figure 57 Routing for Amazon

4.4.6 Signaling Rules

¢ Navigate to: Domain Policies > Signaling Rules
e Select default under Signaling Rules, Click Clone
o Set Name: Avaya_SM

o Click Finish

Clone Rule

Rule Name

Clone Name mi

| Finish |

Figure 58 Signaling Rules for Avaya SM
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e Select the newly cloned Signaling Rule Avaya_SM, under tab Request Headers, Click
Add In Header Control

e Set Proprietary Request Header: Checked

e Set Header Name: AV-Global-Session-1D

e Set Method Name: Select ALL from the drop down

e Set Header Criteria: Forbidden

e Set Presence Action: Remove header is selected from the drop down

e Click Finish

Edit Header Control X

Proprietary Request Header v
Header Name AV-Global-Session-ID
Method Name ALL v
® Forbidden
Header Criteria Mandatory

Optional

Remove header v
Presence Action
486 Busy Here

Finish

Figure 59 Signaling Rules for Avaya SM continuation
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e Repeat the same steps for all other required headers

Signaling Rules: Avaya SM

[ Add

Signaling Rules

Click here to add'a description.

Rename “ Clone ]l Delete |

default

Mo-Cantent-Typ...

Request Headers

l Response HeadersJ l Signaling QoS ‘

%’FJ |Feguests || Responses |

Avaya SM

Row

Header Name

Alert-Info

Reason

AV-Global-
Session-ID

Endpoint-View

P-AV-Message-id

P-Charging-Vector

P-Location

Method
Name

AlLL

ALL

ALL

AlLL

ALL

ALL

IAdd In Header Control || Add Out Header Control |

':',E:Ed'.?'r Action
Criteria
: Remove
Forbidden Header
Forbidden ~ ~emove
Header
: Remove
Forbidden Heador
Forbidden oMoV
Header
: Remove
Forbidden Fisis
Forbidden ~ ~cmove
Header
Forbidden ~ ~emove
Header

Proprietary

Yes

Yes

Yes

Yes

Direction

IM Edit Delete
IN Edit Delete
IN Edit Delete
I Edit Delete
IM Edit Delete
IN Edit Delete
IN Edit Delete

Figure 60 Signaling Rules for Avaya SM continuation

e Repeat the same steps for Response Headers

Signaling Rules: Avaya SM

| Rename || Clone || Delete |

Signaling Rules Click here to add a description.

default

General” Request:

i

| B

MNe-Content-Type-Chacks

Comcast

Crestron

Avaya_SM 1

test 2
3
4
5
6
E
8

Row Header Name

P-Location
Endpoint-View
P-Location
AV-Global-Session-ID
AV-Global-Session-ID
P-AV-Message-Id
P-AV-Meszage-Id

Endpoint-View

[

Respanse Method Name Header Criteria
Code

1XX ALL Forbidden
1XX ALL Forbidden
2XX ALL Forbidden
1XX ALL Forbidden
20K ALL Forbidden
1XX ALL Forbidden
2XX ALL Forbidden
20K ALL Forbidden

d || Response Headers I| Signaling QoS || ucip |

| Add In Header Control | [Add Out Header Control |

Acfion

Remaove Headar
Remove Headar
Remove Header
Remove Headar
Remaove Headar
Remove Header
Remaove Headar

Remaove Headar

Proprietary  Direction

Yes IN
Yes IN
Yes IN
Yes IN
Yes IN
Yes IN
Yes IN
Yes IN

Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit

Delete
Delete
Delete
Delete
Delete
Delete
Delete

Delete

Figure 61 Signaling Rules for Avaya SM continuation
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End Point Policy Groups

End Point Policy Group for Avaya SM

e A new End Point Policy Group is created for Avaya Aura Session Manager.

e The default-low policy group is used for the Amazon Chime Voice Connector.
¢ Navigate to: Domain Policies > End Point Policy Groups

e Select default-low under Policy Groups

e C(lick Clone

e Set Clone Name: Avaya_SM

e Click Finish

Clone Group

Group Name default-low

Clone Name mi

| Finish |

Figure 62 End Point Policy Group for Avaya SM

Amazon Web Services



e Select the newly cleated Group Avaya_SM, Click Edit
e Set Signaling Rule: Avaya_SM
e C(lick Finish

Edit Policy Set X

Application Rule | default v
Border Rule default T
Media Rule default-low-med v
Security Rule default-low

Signaling Rule ﬁva*_,_ra__Sf'ﬂ b
Charging Rule None ¥

RTCP Monitoring Report Generation Off v

Figure 63 End Point Policy Group for Avaya SM Continuation
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End Point Policy Group for Amazon Chime Voice Connector

Repeat the same steps to create End Policy Group for Amazon Chime Voice Connector

Policy Groups: AmazonVC

| Add |

default-low
default-low-enc
default-med
default-med-enc
default-high
default-high-enc
avaya-def-low-enc
avaya-def-high-...
avaya-def-high-...

Avaya SM

PSTNGW

|_ Rename | | Clone | | Delete |

Click here to add a d

Click here to add & row description.

Polici GrouE l

|.Sumrn.ar3.r |
Order Application  Border Media Securnty Signaling Charging RICP
B B o i e 2 > i Mon Gen
Amazaon- default- :
1 default default e e default Mone Off Edit

Figure 64 End Point Policy Group for Amazon
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447 Media Interface

¢ Navigate to: Network & Flows > Media Interface. Click Add

e Set Name: Mi_LAN is given here

e Set IP Address: Select SBC_LAN from the drop down and the IP address populates
automatically. The IP address for Interface facing Avaya Aura SM is 10.70.4.213

e Set Port Range: 35000-40000

e Click Finish

Edit Media Interface

[ML_Lan |

| Lam (a1, vian D) v |
IP Address

[10.70.4.213 v |

Port Range 35000 |-[40000 |

| Einish |

Figure 65 Media Interface facing Avaya SM

e Repeat the same steps to create a Media Interface facing Amazon Chime Voice

Connector
Name [ML_waN |
| WAN (B1, VLAN 0) v |
IP Address : : '
| 192.65 v |
Port Range 135000 |- 40000 |
| Finish |

Figure 66 Media Interface facing Amazon
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4.4.8 Signaling Interface

Signaling Interface for Avaya SM

¢ Navigate to: Network & Flows > Signaling Interface. Click Add, new Add Signaling
Interface window appears

e Set Name: SI_LAN is given for the interface facing Avaya Aura SM

e Set IP Address: Select LAN-A1

e Set UDP Port: 5060

e C(lick Finish

Edit Signaling Interface

[stLan
[Lan (a1, vian ) v |
IP Address S
[10.70.4.213 v |
TCP Fort
Leave blank to disable | 5060 |
UDP Port =
Leave blank to disable | 5060 |
TLS Port | —|
Leave blank to disable
TLS Profile None s
Enable Shared Control
Shared Control Port
[ Finish |

Figure 67 Signaling Interface facing Avaya SM
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Signaling Interface for Amazon Chime Voice Connector

e Repeat the same steps to create the Signaling Interface facing Amazon. UDP is used
between Avaya SBCE and Amazon Chime Voice Connector.

Edit Signaling Interface

[SLwAN |

(wan (81, viAN 0) v |

IP Address

(192.65 v

TCP Port i

Leave blank to disable

UDP Port |5050|

Leave blank to disable

TLS Port ‘

Leave blank to disable

TLS Profile

Enable Shared Control

Shared Control Port

Figure 68 Signaling Interface facing Amazon

¢ Navigate to: Network & Flows > End Point Flows > Server Flows. Click Add
e Set Flow Name: Avaya SM

e Set SIP Server Profile: Avaya_SM created in section 4.5.3 is selected

e Set Transport: UDP

e Set Received Interface: S| WAN (created in section 4.5.10)

e Set Signaling Interface: SI_LAN (section 4.5.10)

e Set Media Interface: Mi_LAN (section 4.5.9)

e Set End Point Policy Group: Avaya_SM (section 4.5.8)

e Set Routing Profile: AmazonVC (section 4.5.6)

Amazon Web Services



e Set Topology Hiding Profile: Avaya_SM (section 4.5.4)

e Click Finish

Edit Flow: Avaya SM X

Topology Hiding Profile

| AVAYA_SM v |

Flow Mame |Fwa1,ra SM |
SIP Server Profile | Avaya_SM ~

URI Group [* ~
Transport |F—v

Remote Subnet |*

Received Interface |@|

Signaling Interface | SLLAN ~ |

Media Interface | MI_LAN  w |

Secondary Media Interface | Hone v |

End Point Policy Group | Avaya SM ~
Routing Profile | AmazonV/C v |

Signaling Manipulation Script
Remote Branch Office

Link Monitoring from Peer
FQDN Support

FQDM

| Hone v |

|_ Any v |
O
O

Figure 69 Server Flow for Avaya SM

Amazon Web Services



e Repeat the same steps to create a Server Flow for Amazon Chime Voice Connector.

Edit Flow: AmazonV/C X

Flow Mame

SIP Server Profile

| AmazonVC

|_ AmazonVC |

URI Group | * v
Transport |E
Remote Subnet |*
Received Interface |5I_LHT|
Signaling Interface |_SI_WT|
Media Interface |W|
Secondary Media Interface |N+:rne—v|
End Point Policy Group | AmazonVC
Routing Profile | AVAYA_SM v
Topology Hiding Profile | AmazonVC v |
Signaling Manipulation Script | None v |
Remote Branch Office |E|
Link Monitoring from Peer O
FQDN Support O
FQDN

Finish

Figure 70 Server Flow for Amazon

Amazon Web Services



449 TLS Configuration

The following are necessary steps to modify the configuration from protocol UDP to TLS
between Avaya SBCE and Amazon Chime Voice Connector

Amazon Chime Voice Connector Root Certificate can be downloaded from Amazon Chime Voice
Connector account

¢ Navigate to: TLS management > Certificates. Click Install

e Set Type: Select CA Certificate

e Set Name: AmazonRootCA

e Set Allow weak Certificate/Key: Checked

e Set Certificate File: Click Choose File to select Amazon Root CA
e Click Upload

Install Certificate

Certificate
| Type ® CA Certificate |
Certificate Revocation List

[Name |AmazonRootCA |

Ovenwrite Existing

Allow Weak Certificate/Key v

Certificate File Choose file | amazon.pem
Upload

Figure 71 Upload Amazon Root CA
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Client Profile for Amazon Chime Voice Connector

¢ Navigate to: TLS management > Client Profiles. Click Add

e Set Profile Name: SBCWAN is given for interface facing Amazon Chime Voice Connector

e Set Certificate: select server certificate asbce10.crt for Avaya SBCE interface facing
Amazon Chime Voice Connector

e Set Peer Certificate Authorities: Select amazon.pem which is uploaded in previous step
e Set Verification Depth: 5
e C(lick Next

WARNING: Due to the way OpenSSL handles cipher checking, Cipher. Suite validation will
pass even if one or more of the ciphers are invalid as long as at least one cipher is valid. Make
sure to carefully check your entry as invalid or incorrectly entered Cipher Suite custom values
may cause catastrophic problems.

Changing the certificate in a TLS Profile which has SNI enabled may cause existing Reverse
Proxy entries which utilize this TLS Profile to become invalid.

TLS Profile

Profile Name ISBCWAM I

Certificate [ asbcel0.crt v ]
SNI [7] Enabled

Certificate Verification

Peer Verification Required
AmazonRootCA.pem £
AA
Peer Certificate Authorities [
ave pem
ent er v

Peer Certificate Revocation Lists

Verification Depth 5

Extended Hostname Verification O

Server Hostname

Figure 72 Client Profile facing Amazon
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e Set Version: Select all 3 TLS versions
e Click Finish

Edit Profile X

Renegotiation Time [D ] seconds
Renegotiation Byte Count 0
Handshake Options
Version Y TLS12 ¥ TLS11 ¥ TLS1.0
Ciphers ® Default FIPS Custom
s HIGH:IDH:IADH:IMD5:1aNULL:leNULL:@STRENGT!
 Back | Finish |

Figure 73 Client Profile facing Amazon Continuation
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Server Profile for Amazon Chime Voice Connector

¢ Navigate to: TLS management > Server Profiles. Click Add

e Set Profile Name: SBCWAN is given for interface facing Amazon Chime Voice Connector

e Set Certificate: Select server certificate asbce10.crt for Avaya SBCE interface facing
Amazon Chime Voice Connector

e Set Peer Verification: None

e C(lick Next

Edit Profile X

WARNING: Due to the way OpenSSL handles cipher checking, Cipher Suite validation will
pass even if one or more of the ciphers are invalid as long as at least one cipher is valid. Make
sure to carefully check your entry as invalid or incorrectly entered Cipher Suite custom values
may cause catastrophic problems.

Changing the certificate in a TLS Profile which has SNI enabled may cause existing Reverse
Proxy entries which utilize this TLS Profile to become invalid.

TLS Profile
Profile Name [sBcwan J
Certificate [ asbce10.crt N
SNI Options (None v |
SNI Group None v

Certificate Verification

Peer Verification (None v |

AmazonRootCA.pem £
Peer Certificate Authorities
Peer Certificate Revocation Lists

Verification Depth 0

Figure 74 Server Profile facing Amazon
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e Set Version: Check all 3 TLS versions
e Click Finish

Edit Profile
Renegotiation Time [D ] seconds
Renegotiation Byte Count 0

Handshake Options

Version 4 TLS12 @ TLS11 @ TLS1.0
Ciphers ® Default FIPS Custom
L e HIGH:IDH:IADH:IMD5:1aNULL 1eNULL-@STRENGT!
. Back | Finish |

Figure 75 Server Profile facing Amazon Continuation
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Edit SIP Server

e Navigate to: Services > SIP Servers

e Select Server Profile AmazonVC

e Under General tab, Click Edit

e Set Transport: Select TLS from Dropdown

e Set Port: 5061

e Set TLS Client Profile: Select Client Profile SBCWAN
e Click Finish

Edit SIP Server Profile - General

Server Type can not be changed while this SIP Server Profile s iated to a Server Flow:

Server Type Trunk Server ~
SIP Domain | |
DMS Query Type |W|

TLS Client Profile | SBCWAN v |

Transport

EnterAmazonOutboundHosthame| | |5061 | |:TLS V| Delete

| Finish |

Figure 76 SIP Server Profile — Amazon
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Configure SRTP

¢ Navigate to: Domain Policies > Media Rules
e Select Media Rule default-high-enc, Click Clone
e Set Clone Name: Amazon-enc

e Click Finish

Rule Name

Clone Rule

default-high-enc

Clone Name

| Finish

Figure 77 Media Rule — Amazon
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Select newly created Media Rule Amazon-enc, Click Edit
Set Preferred Format #1: SRTP_AES CM_128 HMAC _SHA1 32
Set Interworking under Audio Encryption: Unchecked

Click Finish

|

Audic Encryption

Media Encryption

Preferred Format #1

| SRTP_AES_CM_128_HMAC_SHA1 32 v

Video Encryption

Preferred Format #1
Preferred Format #2
Preferred Farmat #3

Encrypted RTCP

Lifetime
Interworking
Symmetric Context Reset

Key Change in New Offer

Leave blank to match any valus.

Preferred Format #2 | NONE ~
Preferred Format #3 MONE v
Encrypted RTCP O

MKl O

tief::fan;ink to match any value, 2 l:'

Interworking a

Symmetric Context Reset

Key Change in New Offer O

| SRTP_AES_CM_128 HMAC_SHAL 80 v |

| NONE v |

MONE s

Figure 78 Media Rule — Amazon Continuation
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Edit End Point Policy Groups

¢ Navigate to: Domain Policies > End Point Policy Groups
e Select AmazonVC under Policy Groups
e Click Edit

Policy Groups Click here to add a description. &
fault-l
e Click here to add a row description.

default-low-enc

Policy Grou
default-med . ¥

default-med-enc Summary

RTCP Mon

default-high Order Application Border Signaling Charging o

default-high-enc -
: 1 default default default-low

: ned default-low default None off
avaya-def-low-enc

avaya-def-high-subscri...

avaya-def-high-server
Avaya_SM

Vodafone

Comcast

IPC

I AmazonCVC I

Figure 79 Edit End Point policy Group — Amazon
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e Set Media Rule: Select Amazon-enc
e Click Finish

Edit Policy Set X

Application Rule default v
Border Rule default v
Media Rule ' Amazon-enc v |
Security Rule default-low v
Signaling Rule default v
Charging Rule None v
RTCP Monitoring Report Generation Off v

Finish

Figure 80 Edit End Point policy Group — Amazon Continuation

Edit Signaling Interface

¢ Navigate to: Network & Flows > Signaling Interface
e Select interface SI. WAN
e Click Edit

EMS Dashboard Signaling Interface
Software Management

Device Management

Backup/Restore Signaling Interface

i System Parameters

> Configuration Profiles .
. Services g TCPPoit UDPPot TLSPot TLS Profle

MNetwork

» Domain Policies SI_PSTN bl S 5060 5060 = None Edit Delste
> TLS Management

4+ INetwork & Flows S|_LAN b 5060 5060 2 None Edit Delete

Nework N SI_WAN 192.65 = = 5061 SECWAN Edit Delete
Media Interface WAN (B1, VLAN 0}
ISignaIing Interface I

Figure 81 Edit Signaling Interface — Amazon
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e Set TLS Port: 5061

e Set TLS Profile: Select SBCWAN
e Set TCP/UDP Port: Delete the values as only TLS is used.

e Click Finish

Edit Signaling Interface X

Name [sTwan| ]
| WAN (B1, VLAN0) v |
IP Address : , '
| 192.65 v |
TCP Port ‘ ‘
Leave blank to disable
UDP Port ‘ ‘
Leave blank to disable
TLS Port
Leave blank to disable ‘ 5061 ‘
TLS Profile ( SBCWAN v |
Enable Shared Control O
Shared Control Port
' Finish |

Figure 82 Edit Signaling Interface — Amazon continuation
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Edit Server Flows

¢ Navigate to: Network & Flows > End Point Flows > Server Flows
e Select Server Flow AmazonVC, Click Edit

EMS Dashboard

Software Management

Device Management

Backup/Restore

I+ System Parameters

I~ Configuration Profiles

I Services

¢+ Domain Policies

= TLS Management

.
MNetwork Management
Media Interface
Signaling Interface
Session Flows
Advanced Options

> DMZ Services

& Monitoring & Logging

End Point Flows

Subscriber Flows I Server Flows I

Maodifications made to a Server Flow will only take effect on new

re to add a row description.

r SIP Server: AmazonVC

Signaling

Flow Name Interface

Priority Group

1] [Amezonvc] -

SI_WAN

AmazonVC

Clone Delete

AVAYA SM View

r SIP Server: Avaya_SM

URI Received
Group  Interface

Signaling

Flow Name Hitaacs

Priority

|1 | Avayasm - SI_WAN SI_LAN

End Point
Policy
Group

Avaya SM

Routing
Profile

AmazonVC  View Clone Edit Delete

Figure 83 Edit Server Flow — Amazon
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Set Transport: TLS

Set End Point Policy Group: Select AmazonVC

Click Finish

Edit Flow: AmazonV'C X

Flow MName

SIP Server Profile

|Amazun‘l.FC

|_ AmazonVC w

URI Group [
Transport |E]
Remote Subnet |*
Received Interface |m_\r|
Signaling Interface |SI_"|.|'I.FT|
Media Interface |W|
Secondary Media Interface |-£crne—v|
End Puoint Policy Group | AmazonVC
Routing Profile | AVAYA_SM v |
Topology Hiding Profile | AmazonVC w |
Signaling Manipulation Script | Mone v |
Remote Branch Office |E|
Link Maonitaring from Peer (M|
FQDN Support O
FQDM

(Fmsh|

Figure 84 Edit Server Flow — Amazon continuation
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4410 SIP Authentication

¢ Navigate to: Services > SIP Servers

e S/P Server: Select AmazonVC, Click Edit

¢ Navigate to Authentication. Click Edit

e Enable Authentication: Checked

e Username: Enter Username configured in Amazon Chime Voice Connector
e Password: Enter Password configured in Amazon Chime Voice Connector
e Click Finish

Edit SIP Server Profile - Authentication

Enable Authentication
User Name \:’
E::JT blank to detect from server | |
Password |—
Confirm Password |—|

| Finish |

Figure 85 SIP Authentication — Amazon
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