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Foreword 

The Sysdig Secure DevOps Platform, featuring CloudVision, allows you to manage your security posture on 

AWS cloud. With CloudVision, you can keep track of cloud events, configurations, roles, threats, and 

compliance to reduce risk. The purpose of this Implementation Guide is to enable AWS users to deploy, 

configure, and activate the Sysdig CloudVision component in an AWS cloud environment to take full 

advantage of the resources and capabilities of AWS Control Tower.  With this solution, you can leverage 

Sysdig cloud security capabilities for multiple organizations following AWS best practices. 
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Solution overview and features 

Sysdig Secure integration with AWS Control Tower enables customers to automatically protect existing and 

newly enrolled AWS accounts through ingestion of AWS CloudTrail logs. Through a series of automation 

steps, this solution leverages existing AWS Control Tower infrastructure to:  

● Discover the centralized AWS CloudTrail logging bucket in the Log Archive account. 

● Discover the centralized AWS SNS topic for CloudTrail in the Audit account. 

● Deploy Sysdig Cloud Connector in the Log Archive account. 

● Discover and optionally add permission for Sysdig Cloud Connector to decrypt AWS CloudTrail with 

the existing AWS KMS key. 

● Automatically integrate AWS accounts in the Sysdig Secure portal, including a future account created 

by AWS Control Tower. 

Sysdig Secure detects anomalous activity across AWS workloads with out-of-the-box policies based on Falco. 

Sysdig Secure extends the open-source Falco detection engine to provide comprehensive security across 

AWS workloads.  

Sysdig Secure allows you to: 

● Block threats by extending Falco’s detection capabilities with prevention and automated responses 

that don’t impact performance. 

● Ease the burden of creating and updating runtime Falco rules with ML-based profiling, a flexible 

Policy Editor to customize rules, and an extensive curated Rules Library. 

● Reduce false positives by tuning Falco-based policies for your own environment. 

● Embed security across the DevOps process with image scanning, security monitoring, forensics, 

incident response, and audit. 

● Validate compliance using out-of-the-box checks and runtime policies that map to compliance 

standards like NIST and PCI. 

● Continuously detect cloud threats using AWS CloudTrail (e.g., suspicious logins, file access, etc.) 

 

https://aws.amazon.com/controltower
https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://aws.amazon.com/kms/
https://sysdig.com/opensource/falco/
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Architecture diagram 

Sysdig Secure ingests AWS CloudTrail using the Sysdig Cloud Connector, which runs AWS CloudTrail ingestors 

using an AWS ECS Fargate task with a combination of AWS SQS and AWS SNS to receive AWS CloudTrail logs. 

By leveraging AWS CloudTrail and Sysdig Secure policies, users are able to detect unexpected and unwanted 

behavior in their AWS accounts. 

 

Figure 1 – Sysdig Secure AWS Control Tower Integration Architecture Diagram 

This solution leverages AWS Control Tower centralized CloudTrail infrastructure and automates AWS 

CloudTrail ingestion. Customers can deploy the solution using AWS CloudFormation stack in the 

management account, which then orchestrates the following: 

● Deploys the Sysdig Cloud Connector Fargate infrastructure in the Log Archive account, including: 

o Dedicated VPC, ECS cluster, ECS service, ECS task and role for CloudTrail ingestion. 

o SQS queue to subscribe to CloudTrail SNS topic. 

o AWS SSM Parameter store for token and endpoint information. 

o Amazon S3 bucket for Sysdig Cloud Connector config and logs. 

● Adds the SNS topic policy to aws-controltower-AllConfigNotification SNS topic located in the Audit 

account. 

● Subscribes the SQS queue to aws-controltower-AllConfigNotification SNS topic. 

● Adds permissions to the Sysdig Cloud Connector Fargate task to decrypt the KMS key used for AWS 

CloudTrail encryption. 

https://sysdiglabs.github.io/cloud-connector/
https://aws.amazon.com/fargate/
https://aws.amazon.com/sqs/
https://aws.amazon.com/sns
https://cloudsec.sysdig.com/aws/policies
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://aws.amazon.com/s3/
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Pre-requisites  

The following prerequisites are required to implement the Sysdig Secure integration with AWS Control 

Tower: 

● Fully deployed AWS Control Tower. For information about setting up an AWS Control Tower landing 

zone, see Getting Started with AWS Control Tower. You also need administrator privileges in the 

AWS Control Tower management account. 

● An active Sysdig Secure or Sysdig Platform account. You can sign up for a free trial from AWS 

Marketplace. 

This solution guide assumes working knowledge with AWS management console and AWS CloudFormation. 

If you are new to AWS, see Getting Started with AWS . For additional information about AWS Marketplace, 

see AWS Marketplace Overview 

Deployment and Configuration Steps 

Step 1.1: Subscribe to Sysdig Secure on AWS Marketplace. 

Optional: Skip to step 2 if you already have an active Sysdig Secure account. 

Locate Sysdig Secure in the AWS Marketplace 

 

Click on the Continue to Subscribe button. 

Step 1.2: Guidance on Contract Duration and Renewal  

In the new screen, you can configure your contract. You can select the Contract Duration and set the 

Renewal Settings. 

Step 1.3: Select Contract Options 

https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
https://aws.amazon.com/marketplace/pp/prodview-yt7552sdqpyt6?ref_=srh_res_product_title
https://aws.amazon.com/marketplace/pp/prodview-yt7552sdqpyt6?ref_=srh_res_product_title
https://aws.amazon.com/getting-started/
https://aws.amazon.com/mp/marketplace-service/overview/
https://aws.amazon.com/marketplace/pp/prodview-yt7552sdqpyt6?ref_=srh_res_product_title
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Select the Contract Options to be activated with your contract. 

Step 1.4: Create the Contract and Pay 

Once you have configured your contract, you can click on the Create contract button. 

You will be prompted to confirm the contract. If you agree to the pricing, select the Pay Now button. 

Step 1.5: Set up Account 

To complete registration, choose Setup your account and follow the remaining instructions. 

 

Sysdig Secure Configuration 

Step 2.1: Log into the Sysdig Secure 

Using the provided link and your user-name credentials, login to the Sysdig Secure portal. 
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Step 2.2: Sysdig Secure API and Endpoint 

From the navigation side-bar, select Get Started and choose Connect your Cloud account. 

 

  

Copy the Sysdig Secure API Token and Sysdig Secure Endpoint URL. 
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Step 2.3: Enable Runtime Policies 

Returning back to the main menu, from the side-bar navigation, select Policies and then select Runtime 

Policies. 

 

Search for Sysdig AWS Best Practices and select the toggle to enable the runtime policies. 

 

Deploying Integration 

Step 3.1: Solution repository 

The complete solution (Cloud Formation templates and Lambda functions) can be found in the following 

GitHub repository. The deployment steps below use direct reference from the Sysdig owned S3 bucket 

originated from this repository. 

Step 3.2: AWS Control Tower Parameters 

Login into the Management account in AWS Control Tower as Admin role. Navigate to AWS Control Tower 

console and select Accounts from the side navigation bar. Ensure you are selecting the home region where 

your AWS Control Tower is deployed. 

https://github.com/sysdiglabs/aws-control-tower-integration
https://console.aws.amazon.com/controltower/home/accounts
https://console.aws.amazon.com/controltower/home/accounts
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Locate the Audit account and Log Archive account from the list and take note of both account IDs. 

  

Step 3.3: Launch AWS CloudFormation Template 

From the AWS Control Tower management account, launch the CloudFormation template using the 

following Quick-Create link. 

Enter the required parameters and leave the default parameters value as is. 

● Sysdig Secure Endpoint = use value from step 2.2 

● Sysdig Secure API Token = use value from step 2.2 

● AWS Control Tower Audit Account id = use value from step 3.2 

● AWS Control Tower Log Archive Account id = use value from step 3.2 

● StackSet name = required, change this only if you have any other StackSet with the same name. 

● Stack name = required, change this if you have Stack with the same name. 

Select the checkbox “I acknowledge that AWS CloudFormation might create IAM resources” and select 

Create Stack. 

Wait until the stack creation is complete. This deployment will asynchronously deploy the Sysdig StackSet. 

Navigate to AWS CloudFormation StackSet console, and search for the Sysdig StackSet according to the 

parameter you entered earlier. Select Operations and wait until the operation is completed. The operation 

will take 5-10 minutes to complete. 

https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?templateUrl=https%3A%2F%2Fcf-templates-cloudvision-controltower.s3.amazonaws.com%2Fsysdig%2Ftemplates%2Fsysdig_ct_onboarding.yaml&stackName=Sysdig-CT-Integration&param_AuditAccount=&param_LogArchiveAccount=&param_QSS3BucketName=cf-templates-cloudvision-controltower&param_QSS3KeyPrefix=sysdig%2F&param_StackSetName=Sysdig-Secure-CT&param_StackSetUrl=https%3A%2F%2Fcf-templates-cloudvision-controltower.s3.amazonaws.com%2Fsysdig%2Ftemplates%2Fsysdig_ct_stackset.yaml&param_SysdigSecureEndpoint=https%3A%2F%2Fsecure.sysdig.com
https://console.aws.amazon.com/cloudformation/home#/stacksets
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Verifying Integration 

Step 4.1: Data Source Cloud Account Validation 

Navigate back to Sysdig Secure console. From the side-bar navigation, select your username and choose Data 

Sources. 
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The Log Archive account id should be automatically registered in the list as the data source. Other AWS account 

ids will automatically be listed here once the CloudTrail logs are ingested, and events are triggered. 

 

Step 4.2: Testing Runtime Policies  

The following steps are optional but are intended to test and validate the integration by simulating 

suspicious activity that will trigger Sysdig Secure Runtime Policies. 

Login to one of the AWS Control Tower managed accounts using a role with Admin privileges. Navigate to S3 

console and create a new S3 bucket with default Server-side encryption enabled. 

 

After the S3 bucket has been created, select the bucket, and select the Properties. Locate the Default 

encryption section and select Edit. 

https://s3.console.aws.amazon.com/s3/home
https://s3.console.aws.amazon.com/s3/home
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Modify the Server-side encryption to Disable and select Save changes. 

 

CloudTrail typically delivers logs within an average of about 15 minutes of an API call. For more details check 

AWS documentation on how CloudTrail works. To verify the effectiveness of the rule, wait for 10-15 minutes 

before proceeding to the next step. 

 

In the Sysdig Secure console, from the side-bar navigation, select Insight and then select Cloud User Activity. 

 

https://docs.aws.amazon.com/awscloudtrail/latest/userguide/how-cloudtrail-works.html
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Locate the recently generated events and find the event with label Delete Bucket Encryption. 

  

Select the event tab to dive deeper and review the details. 
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Best Practices 

● Visit the Sysdig documentation portal to learn more about Sysdig Secure installation, administrative 

and features. 

● Visit Sysdig blog page for collection of best practice and recommended settings. 

● Visit Sysdig learn portal for guided training materials. 

 

Solution Estimated Pricing  

Please visit sysdig.com/pricing for an updated price list and to calculate costs using the Sysdig SaaS price 

calculator. Alternatively, you can evaluate the solution by registering the free tier with no costs and upgrade 

to other plans in the future. 

 

FAQs 

I need to add a new AWS account using AWS Control Tower, are there additional steps to integrate with 

Sysdig? 

This solution will automatically integrate the Sysdig Secure Cloud Connector to ingest CloudTrail logs from 

existing and newly added AWS accounts.  

I want to integrate other Sysdig Secure capabilities such as ECR Image Registry scanning and Fargate Image 

scanning. 

To deploy additional Sysdig Secure and Sysdig Monitor features, follow the instructions from the Sysdig 

support page. When selecting modules to deploy, ensure to select No for CloudTrail ingestion. 

 

  

https://docs.sysdig.com/
https://sysdig.com/blog/?s=best+practice&sd-tax-filter-environment%5B%5D=aws
https://learn.sysdig.com/
http://sysdig.com/pricing
https://sysdig.com/support/
https://sysdig.com/support/
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Why is my AWS Control Tower linked account not visible in the Sysdig portal data source? 

This solution integrates and centralizes the AWS CloudTrail log collection into the AWS Control Tower Log 

Archive account.  The Log Archive account id will be registered first in the list as the data source. Other AWS 

account ids will automatically be listed once the CloudTrail logs are ingested, and events are triggered. 

I still have more questions, where can I get help? 

Visit the Sysdig support page for additional help. You can also open issues on the GitHub repository for a 

specific problem with the integration with AWS Control Tower. 

Additional resources  

● Sysdig Secure product page 

● Continuous Cloud Security Posture Management with Sysdig 

● Cloud Workload Protection with Sysdig 

Partner contact information 

For further information about this solution, Contact Sysdig. 

 

https://sysdig.com/support/
https://github.com/sysdiglabs/aws-control-tower-integration
https://sysdig.com/products/secure/
https://sysdig.com/products/secure/cspm-cloud-security-posture-management/
https://sysdig.com/products/secure/cwpp-cloud-workload-protection-platform/
https://sysdig.com/company/contact-us/

