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http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_details.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_details.html
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| Create Network Interface Detach Actions v o &

Q, | search : 172.16.0.63 J ] 1to1of1

@ Name ~  Network interf, + Subnet ID ~ VPCID ~ Zone ~ | Security groups -~ Description ~ InstancelD

ld eni-68b53313 subnet-27acc642  vpc-3910825¢ us-west-2a d-926739d5dc_work...  Created By Am...
Network Interface: eni-68053313 _N_}+

Details Flow Logs | Tags

Network interface ID  eni-68b53313 SubnetID subnet-27accB42
VPCID vpc-3910825¢ Availability Zone  us-west-2a
MAC address  02:54:00:12:28:15 Description  Created By Amazon Workspaces for

AWS Account 1D ——
Security groups  d-926739d5dc_workspacesMembers, Owner ID _
WindowsRemoteAccess-SG . view
rules

Status  in-use Primary private IP  172.16.0.63
Private DNS - Public IPs |
Secondary private IPs - Source/dest. check  trug
Attachment ID  eni-attach-f7bb4c00 Instance ID -
Attachment owner 180699916525 Device index 1
Attachment status  aftached Delete on termination  false
OwnerID 180699916525 AllocationID -
AssocationID -

A 12: HHEZEHKE

A Y B Amazon WorkSpace #ACE | — MREHE (C: Ikah#s) FM—"MH A&
(D: J3h4%) - WorkSpaces I D ik R X — A Bl E AN G AT D&

B2 R Ry 252
FrASAAE B . B RIRER /O KN 2561 5 B PR IR AR 2 4 %

I AT
ﬁsfh?'f}i'zﬂ (%) WorkSpace i ANH 52 IN% . WorkSpaces %5 H BE1E 5 s 0

BEhE, BB ITERESERMERS. K 13 B8 T A sh#H i WorkSpace I H
Tlﬁi‘%ﬂﬂ”‘ [¥) Amazon WorkSpaces 2| & T

Launch WorkSpaces

Step 1: Select Directory Encryption

Step 2: Identify Users You can choese te optionally encrypt the storage velumes in your WorkSpaces. To configure volume encryption you need to use KMS keys in
your account. You may use the |AM console to create additional KMS keys. To learn more about encryption on WorkSpaces, please see our

Step 3: Select Bundles documentation here.

Step 4: WorkSpaces Configuration o

Step 5: Review
Username ~ Root Volume (C: Drive) Encryption User Volume (D: Drive) Encryption Encryption Key

[}

Admin allas/aws/workspaces
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H I WorkSpace A& Ui il fr) 2

& " LA Amazon WorkSpaces #% fil & B0 AWS CLI i # “Encrypted
WorkSpaces” %3, DK7E S 5h#H ) WorkSpace Fff# il Amazon WorkSpaces API
TEFEINE

Amazon WorkSpaces 1 H>k H AWS Key Management Service (KMS) [ £ %
£ (CMK) K& 4. {EHEAXIE XG53 WorkSpace B 20 @ EINKT AWS
KMS CMK (CMK HA X mRMHT) « En LLaIE k% 7 BB R CMK LUH TN
%] WorkSpaces. CMK F T INE %4, /538 % Amazon WorkSpaces 45 H
i (k= X FifF, Amazon Elastic Block Store (Amazon EBS) k55 11 i
NEHFATINE) - &1 CMK 7] Hk A £ 1A 30 1> WorkSpaces 1% 8HiH T 0%

BEE YA L F M2 R WorkSpace 8% H € X% ah, T
e A Eh A T AR %S ) WorkSpaces, A G B LA — AN/ N
B [H) 4 R 58 BGEC B

H X WorkSpaces MMM EAM UL, 15Z R MEH AWS KMS i#47 Amazon
WorkSpaces M. I AWS KMS & 7 EZAMEFHEEANELELE, ES
%] AWS Key Management Service #f 5.
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http://docs.aws.amazon.com/kms/latest/developerguide/services-workspaces.html#services-workspaces-overview
http://docs.aws.amazon.com/kms/latest/developerguide/services-workspaces.html#services-workspaces-overview
http://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
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K Amazon CloudWatch 347 W5 ¥ 8id 5%

=+

TAR
ANERMEE . RS IIEE H &, WA R AT AT E R B it A v] Bk ) — . FE
Amazon WorkSpaces E’J%F‘ i B s AR, Rl &1 WorkSpaces [].5 41z
FTIRALERIR S

A X WorkSpaces [f] CloudWatch 5 5 & 7E fff & B 01 5 3% A\ # 1 fF & 4>
WorkSpaces F i {43 17 R I FIE BER S ”ﬂuéﬁi/\ WorkSpace Hfii#r,
WA LI EE % E Hx (AD Connector, Zh 7)) PEANERANIE
WorkSpaces FIV S FEhr

5 CloudWatch $atx—F¢, &0 PLE AWS ’“*EEE?EJA (W13 #&FE. HEid
CloudWatch API vjj n] A i@t CloudWatch 245 F1 58 =77 T, H S #21X S5 45 5 o

Title: ConnectionAttempt (Count), ConnectionFailure (C =~ Sum v 5 Minutes ~ I

1

[=T0 T N -
(ST N R ]

7/08 7/08 7/08 7/08 7/08 7/09
19:00 20:00 21:00 22:00 23:.00 00:00
Left axis units: Count Right axis units: Count

[ ConnectionAtternpt [B] ConnectionFailure [ ConnectionSuccess

A 14: CloudWatch #8#5 - ConnectionAttempt/ConnectionFailure
RNEN T, R HIREELUT febr AN EHD -

e Available: ZiEtrGtit I NORA K 2 ) WorkSpaces )£

e Unbhealthy: iZ$5t5501H A0 R E —JCR A K 2 ) WorkSpaces % .
e ConnectionAttempt: 1% WorkSpace /X%

e ConnectionSuccess: Zi{ER IR EL

e ConnectionFailure: {822 EL.

amazon
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e SessionLaunchTime: WorkSpaces % /™ il (1) & A2 216 Fr e 2 (I

e InSessionLatency: 7% /7 i |l & Jf ik % ) WorkSpaces % J7 it 5
WorkSpaces 2 [8] {113 IR B 1]

e SessionDisconnect: /A IHEK AN SEREE.
Ak, REAT LB EAR, ik 15 Fios.

Create Alarm X

1. Select Metric 2. Define Alarm

Alarm Threshold Alarm Preview
Provice the details and thresheld fer your alarm, Use the graph on the right 1o help set This alamm will trigger when the blue line goes up
the appropriate threshold, 10 of above the red ine for a duration of 15
rinules
Name: WS- Connection-Fall-Alarm-d-926731
ConnectionFalse >a 1
Description: | Connection failure when signing into V 125
Whenever: ConnectionFailure s
0s
8 | sm &1 025
]
for |3 consecutive periodis) o 708 £
200 200 3
Actions Namespace: AWSWorkSpaces
Define what actions are taken when your alarm changes state. Dirsctoridt  4.926731b5cS
Notification Dalee Metric Name: | ConnectionFailure

‘Whenever this alarm:  State is ALARM

i Period: 5 Minut .
Send netification 19 | Select a notification list 3 | Newlst Eviorist @ =

Statistic: sum

+ Motification + AutoScaling Action

e e

B 15: &N WorkSpaces E##iZE]E CloudWatch &4

amazon
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BY, gf- 4473 A

SEME AR

A O WL A2 P ) A, a0 “IRE B R I A RIE S Your device is not
able to connect to the WorkSpaces Registration service’ 5% ‘Can't connect to a

WorkSpace with an interactive logon banner’” , 5%t Amazon WorkSpaces &°

PR R )RS 7 s RS B AR XE AR 25 DUIH]

AfE AD Connector REWSIERLEHIAH H 3, SASH X 2% (B Kk B% 0420\ VPC H
FIPAN T M CIDR FFURE € B 1 (352 % AD Connector) o Eix 2L 4414
RERRNL, BHHATLL PR,

IR &R
1. fE VPC #H/33—4 Windows 343 i RDP E#e. & VPC L BT
TR IE,
2. FN#IFMEYE DirectoryServicePortTest Mt N FHFEF . Hrb A 4 EACHS &
Visual Studio Tt H 3, & 0] DURHE 75 B oz il ol B R T
3. f£ Windows @ &42/~FF T, {1/ LA iELiiz1T DirectoryServicePortTest i
N L7

DirectoryServicePortTest.exe -d <domain name> -ip <server IP address> -tcp
"53,88,135,139,389,445,464,636,49152" -udp "53,88,123,137,138,389,445,464"

<domain name>

<domain_name>
SEAR e, TR IR g 0. W AR Em A4, WANRIIEEL 0 .
<server_IP_address>

A A f A B TP hke REEExE iz TP bk ok m . WERANRE TP M
fik, AN T
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http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/admin_troubleshooting.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/prep_connect.html
http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/connect_verification.html
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X AHfE N VPC B s )0 B L2 4T T . Bedh, 2Bl A IR B e/ 1
MR HEL] -

2015 4 10 A, Amazon WorkSpaces #EH [ IEHISATIRGUET AT WAl o 12 X3l BT R
WK A RE TS 3R A WorkSpaces BT 7 B A% . AN, BEIE A X IEAT
WorkSpaces HJfA~ AWS X THERER S, FFE R P Husn iR~ AWS XI5
R

B

w4, FFRHELD L FREEEEH G RiEME. FBir Ry B Ar %8s -8B i THRTt
TAEREWTTE, ERXFENE ST, ARG LM P ok 5 AU 7 & A e 3
o nitEHOLWMTFZMBRFEEH THRAHAITE. @ MHH Amazon
WorkSpaces ¥ £ HERE R AWS =, HZnTisEat 38 hn N FoRdal ok, @ik %
PEAF A B 25 LAAM AL BEOR IR 22 IR0, FF AT bt THe it Rets e £ i 25 bl
I il b AT U 18] (448 8% 2SR TR

Amazon WorkSpaces i AT EEREIILA R IT REHMGEFEF, A K HBig

TSRBLX — H R i Se . R BRI 1 B A5 T A HE N BEAT 0, ol — S RESK
DB AE AWS S ERIEAHH t o 10 7) il 88 ol 55— 29 R H L 25 e R = S 1

EETTIN
RSB\ L

e Justin Bradley (Amazon Web Services fif it 77 228 i)
e Mahdi Sajjadpour (AWS MV AR 55 = 25 i ] D

e Mauricio Munoz (Amazon Web Services f& i 7 ZZEHIT)
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https://clients.amazonworkspaces.com/Health.html
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AWS Directory Service & H n] S £

Amazon WorkSpaces & F |n] S HE A

Amazon WorkSpaces 2% /7 i 0] i &

Amazon WorkSpaces 4 #1115 5

Amazon WorkSpaces 1 /& A 7 {5
SCREIF S AT A

Amazon WorkSpaces 1 {# f AWS KMS

AWS CLI x4 2% - workspaces
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http://docs.aws.amazon.com/directoryservice/latest/admin-guide/admin_troubleshooting.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_troubleshooting.html
http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/client_troubleshooting.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_details.html
http://docs.aws.amazon.com/workspaces/latest/devguide/
http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/client_help.html#client_list
http://docs.aws.amazon.com/kms/latest/developerguide/services-workspaces.html
http://docs.aws.amazon.com/cli/latest/reference/workspaces/index.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/monitoring.html

