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YBeaoMneHus

ATOT JOKYMEHT IPeI0CTaBAeTCA NCKIIOUNTETIbHO B UHPOPMALIMOHHBIX LIeJIAX.
B mem npezcraBiieHbl TEKYIINE IPE/JIOKEHNA IPOAYKTOB U MPakKTUKU AWS,
aKTyaJIbHbIE Ha JaTy IyOInKaIui, KOTOpble MOTYT MEHATHCS Oe3
IIpe/IBapUTEIHLHOTO yBeJloMieHUs. KitneHTaMm HeoOX0IUMO IPOBECTH
COOCTBEHHYIO HE3aBUCUMYIO OI[€HKY IIPE/ICTABJIEHHOH B JIOKYMEHTE
“HOpMaANNU ¥ BO3MOXKHOCTH UCIOJIb30BAHUSA MPOYKTOB U YeayT AWS s1r06b1M
criocoboM. YkazaHHble HH(pOPMAIHs, TPOIYKTHI U YCIYTH IPEOCTABIISIOTC
«KaK ecTb», 0e3 KaKoi-71100 ABHOU WU MoApa3yMeBaeMou rapaHTuu. JJaHHbIN
JIOKYMEHT He CO3/1aeT HUKAKUX rapaHTHH, KOHTPAKTHBIX 003aTeJIbCTB U MHBIX
00513aTeJIbCTB, YCJIOBUH MJIN 3aBepeHUM 0T AWS, ee 1ouepHUX OpraHU3aIiui,
MIOCTABIIVKOB WIH JIUIeH3UATOB. OOA3aHHOCTH U (PUHAHCOBBIE 0OA3aTETHCTBA
AWS B OTHOLIIEHUHU KJIMEHTOB KOMIIAHUY PETYJIUPYIOTCA coryiameHnamu AWS.
JlaHHBIN JJOKyMEHT He ABJIsIeTCA TAKUM COTJIAllleHUEeM, a TaKXKe He BHOCUT
M3MeHeHUs B Kakue-JIu0o corialieHus, 3aKII0UeHHble MexXy KoMnanueiit AWS
U ee KJINEHTaMU.
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Pe3ome

ITO TEXHUUECKOE OIMMCAHUE COAEPIKUT P/l PeKOMEHIAIUI IO pa3BEePTHIBAHUIO
Amazon WorkSpaces. B aTom oKyMeHTe paccMaTpUBaIOTCSA BOIIPOCHI,
CBsA3aHHBIE C CeThI0, CIIy:KOAMU KaTaJoroB, ayTeHTudUKaIuell osb3oBaresen,
6e301acHOCTHI0, MOHUTOPUHTOM U BeZIeHHEM KypPHAJIOB.

JI71s1 TOTO YTOOBI HYKHYI0 HH(POPMAITHUIO OBLIIO IIPOIIle HAUTH, JOKYMEHT
paszesieH Ha 4 yacTu. TexHuUeckoe OnUCcaHue IpeIHa3HaueHO /111 UHKEHEePOB
TI0 CETSAM, KaTajioraM 1 0e30I1acHOCTH.

BBegeHue

Amazon WorkSpaces — 3To BBIYHCIUTEIBHBIN CEPBUC IO IIPEI0CTABIEHUIO
pabouunx crosioB B o6ake. Amazon WorkSpaces nzbasisieT oT He0OXOAUMOCTH
puoOpeTeHNs U pa3BePThIBAaHUA 000PY0BAHUS UJIU YCTAHOBKHU CJIOKHOTO
IIPOTPaMMHOT0 obeclieueHUs 1 T03BOJISET UCI0Ib30BATh KIUEHT ¢ QYHKIUAMU
HacTtosibHOTO 11K Bcero B HeCKOJIBKO IeJTYKOB HAa KOHCOIU yrpaBiaeHus AWS,
yepe3 uHTepdeiic komanaHou crpoku AWS wiu API. biaarogapss Amazon
WorkSpaces BbI cMOKeTe BCero 3a HECKOJIbKO MUHYT 3aIyCTUTh PAOOYUH CTOJI,
OBICTPO, HAZIE?KHO U 6€30TaCHO MOJIKJIIOYUTHCA K HacTobHOMY 110 u3
JIOKAJIHOU CHCTEMBI WJIX BHEIITHEHN CETH U MPUCTYIUTD K paboTe ¢ HUM. Bbl
MOKeTe:

e IICIIOJIb30BATh CYIIECTBYIOIIYIO JIOKAIbHYIO CIyk0y Microsoft Active
Directory (AD) uepe3 AWS Directory Service: AD Connector;

e PpACIIMPUTH CBOIO CIYKOY KaTaJioroB pecypcamu obsiaka AWS;

e CO371aTh yIIpaBJIsseMbIli KaTayior B ceppuce AWS Directory Service
(Microsoft AD wiu Simple AD) a1t ypaByieHUs IOJIb30BATEISIMHU
u cepsucoM WorkSpaces;

Kpome Toro, Bbl MOKeTe UCIIOJIb30BaTh CBOU JIOKAJIbHBIM WX Pa3MelleHHbIN
B obstake cepuc RADIUS ¢ AD Connector /1151 BBIIOJTHEHUA MHOTO(PaKTOPHOMH
ayrentudukaruu (MFA) B cepBuce WorkSpaces.
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C momorpio nHTEpP(deEiica kKomanaHOU cTpoku wiu API MmoxxHO
aBTOMATH3UPOBATh MOATOTOBKY Amazon WorkSpaces, uarerpupys Amazon
WorkSpaces B cymectBytomue pabouune mnporeccsl moarotosku I10.

B nensax 6e30macHOCTU B IONOJTHEHNE K UHTETPUPOBAHHOMY CETEBOMY
G PpOBAHUIO, KOTOPOE BHITIOJIHAETCS cepBrcoM WorkSpaces, MOKHO BKITIOUUTD
1t WorkSpaces mudpoBaHue TaHHBIX B COCTOSTHUY MTOKOS (CM. TI0/Ipas/iet

Tudpoanue nanubix WorkSpaces B pasjiesie «be3omnacHOCTh»).

PasBeptbsiBaTh npuioxkeHus B WorkSpaces MOXKHO C UCITOJTb30BaHUEM
CYIIECTBYIOIIIUX JIOKAJbHBIX HHCTPYMEHTOB (Hanmpumep, naucrnerdepa Microsoft
System Center Configuration Manager (SCCM)) wiu Amazon WorkSpaces
Application Manager (Amazon WAM).

B ciiepyromux pasaesax IpuBOAATCA MOAPOOHBIE cBeZleHHsT 00 Amazon
WorkSpaces, npuHnumax paboTsl cepBrca, TpeOOBaHHUAX K 3aIyCKy CEPBHCA
Y JIOCTYITHBIX ITapaMeTpax U KOMIIOHEHTaX.

TpeboBaHna WorkSpaces

Jlns ycnenrHoro pasBeptbiBaHus ceppuca Amazon WorkSpaces TpebyeTcst Tpu
KOMIIOHEHTA.

e Kimenrckoe npuiaoxkenue WorkSpaces. KireHTckoe ycTpoiicTBo
c nmoanep:kkoii Amazon WorkSpaces. ITo/THBIN CITHCOK JIOCTYIIEH 3/1€Ch:
IToanep:xuBaeMble 11aTHOPMBI ¥ VCTPOHCTBA.

Kpowme Toro, ny1a noakioueHuss kK WorkSpaces M03KHO BOCIIOJIB30BaThCS
HysieBbIMU KineHTaMu PColP. Crimcok IOCTYIMHBIX YCTPOUCTB CM.
B paznesie Hysnesbie kanenTsl PColP nis Amazon WorkSpaces.

e Ciay:x0a KaTaJoroB i ayTeHTU(PHUKAINA MMOJIb30BaTeIen
¥ IIPpEeAoCTaBIeHuA JocTya K cepsucy WorkSpace. Amazon
WorkSpaces B HacTosiiiee Bpemsi paboraet ¢ AWS Directory Service
u Active Directory. UToObI HCIIOJIB30BATH CYIIIECTBYIOIINE KOPIIOPATHBHBIE
JTaHHBIE 77T IOCTYTIa mosb3oBaTeseil B WorkSpaces, Mo3kHO
BOCIIOJIb30BAThCSA JIOKATbHBIM cepBepoM Active Directory ¢ ceppucom AWS
Directory Service.
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e (Oo0saxo Amazon Virtual Private Cloud (Amazon VPC),
B KOTOpPOM 3amyckaercss Amazon WorkSpaces. /151 pa3BepThIBaHUSA
WorkSpaces norpebyercst He MeHee JIBYX IOZICETEH, TOCKOIbKY KaXKast
koHcTpykIust AWS Directory Service TpebyeT IByX IojiceTei
B pa3BepPThIBAHUU C HECKOJIBKUMU 30HAMU JIOCTYITHOCTH.

Heckonbko cnoB 0 ceTax

Kaxxxzap1it cepsuc WorkSpace cBsi3aH ¢ orpe/ieJIeHHBIMU KOHCTPYKIIUAMU Amazon
VPC u AWS Directory Service, HCTI0JTb30BaBITUMUCS JIJISI CO37JAHUS 3TOTO
cepBuca. Jly1a pabotsl J1ir000# KoHCTpyKImu AWS Directory Service (Simple AD,
AD Connector u Microsoft AD) TpeGyeTcsi ABe IOICETH, PACIIOJIOKEHHBIX

B Pa3HBIX 30HAX JIOCTYITHOCTHU. I10/IceTH TECHO CBA3aHBI C KOHCTPYKIIUAMUI
Directory Service, nx HeBO3MOKHO U3MEHUTH Tocie co3aanusa AWS Directory
Service. CiieroBaTeIbHO, Ba3KHO IIPABIJILHO OIPEZIETUTD Pa3Mep MOJICETH,
IIpeK/ie YeM co3/1aBaTh KOHCTPYKIHIo Directory Services. IIpex/ie uem cosiaBath
MIO/ICeTH, BHUMATEJIBHO OTBETHTE HA CJIEYIOIINE BOIIPOCHI:

e Ckosbko cepBucoB WorkSpaces Bam notpebyeTcs B faTbHENUIIIEM ?
KakoBbl mporaosupyemsble TEMIIBI pocTa?

e IloTpebHOCTH KaKUX THIIOB MOJIb30BaTEJIEN BaM OyZeT HEOOX0ITMO
YZOBJIETBOPUTH?

e Ckoustbko foMeHOB Active Directory OyzeT moJIKII0UeHO K cucreme?

e I'e pacrnoJsio:keHbl KOPIIOPATUBHbBIE AKKAYHTHI IIOJIb30BaTEJIEN B Balllel
cucremMme?

Amazon peKOMeH/IyeT OIpPeAesIsATh TPYIIIbI IT0JIb30BaTe el (Tak Ha3bIBaeMbIe
«TIEPCOHBI») B IIpoliecce IVIAHUPOBAHUA € YIETOM THUIIA JOCTyNa U TpebyemMoit
ayTeHTHU(UKAIINHU I10JIb30BaTeIeH. ITH OTBETHI OKAXKYTCS ITOJIEBHBIMU, €CITH
TpeOyeTcss OTPaHUYHTD OCTYII K ONPEAEIEHHBIM ITPUJIOKEHUSAM HUJIN PECYPCaM.
ITocJte omnpesesieHUs TPYIIN MOJIb30BaTeIEl MOXKHO ¢ ToMoItnsio AWS Directory
Service, ceTeBBIX CITMCKOB KOHTPOJIS IOCTYIIA, TAOJIUIT MapIIPYTU3AIINN U TPYIII
6eszomacHocTu VPC cerMeHTUPOBATh U OTPAHUYUBATH JIOCTYII K CUCTEME.

B xaxxmoit kouerpykiuu AWS Directory Service ncmosib3yeTcsi B€ IOJICETH,

1 OTHH U Te JKe HaCTPOUKU JEeUCTBYIOT JIJIs Bcex cepBucoB WorkSpaces,
3aIycKaeMbIX U3 9TOU KOHCTPYKIU. Harmpumep, MOXKHO HCITOJIH30BaTh TPYTIITY
0e30I1acHOCTH, KOTOpas MPUMeHsETCSA KO BceM cepBrcam WorkSpaces,
noakrodeHHbIX K AD Connector, 4ToObI yKa3aTh, Hy>KHA JIM ayTEHTUDUKAIHAS
MFA 1 MOKeT JI KOHEYHBIH IT0JIb30BaTeIb UMETD JIOKAJIBHBIHN IOCTYI K CBOEMY
cepBucy WorkSpace c mpaBamMu af/MHUHHCTPATOpPA.
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IIpumeuvanue. Kaxnprit AD Connector mok/IiouaeTcs K OJTHON
opraHuzaroHHou eguHuIe Microsoft Active Directory.
HeobxomuMo cripoeKTHpoBaTh cepBuc Directory Service Tak, 4ToObI
HICIIOJIB30BaTh 3Ty (GYHKITUIO C YIETOM 0COOEHHOCTEMN

U MIpeJINOYTEHUH IM0JIb30BaTeEN.

B sTOM pasjiesie mpuBOAATCA PEKOMEH/IAIIUU 110 O peZieJIeHNI0 ONTUMAaJIbHOTO
pasmepa VPC u nojiceteii, ympaBjieHUIO IOTOKOM TpaduKa ¥ MPOEKTUPOBAHUH
CJIy?K0 KaTaJIoTOB C yYeTOM BBIOpAHHBIX 3HAUEHUH.

ITpu npoextupoBanuu VPC, nosicereii, rpynn 6e30nacHOCTH, TOJTUTUK
MapIIPYTA3AIUH U CETEBBIX CITUCKOB KOHTPOJIA JIOCTYIIA JJIs cepBrca Amazon
WorkSpaces He0OX0IUMO YUUTHIBATh HECKOJIBKO aCIEKTOB, UTOOBI
nosyauBiasicsa cpenpa WorkSpaces 6pu1a Macmrrabupyemoit, 6e30macHoM

¥ IIPOCTOMU B yIIPaBJIEHUH.

e VPC. PekomeHyeTCA UCNOIB30BaTh OT/Ie/IbHOE VPC crienuasibHoO 1A
pasBeptheiBanusa WorkSpaces. [Tpu Hasmuuu otaeabHoro VPC MokHO
3a/1aTh JINAIIa30HbI JIOMMYCTUMBIX 3HAUE€HUH ITapaMeTPOB yIIPaBIeHU
u O6e3omacHocTH Jiuist cepBuca WorkSpace u obecrieunTs pasiesieHre
Tpaduka.

e Cepsucsl Directory Services. /i1 Kaxa0i KOHCTPYKITUH AWS
Directory Service TpeOyeTcs mapa mojceTel, 00ecIeunBaIOIIuX
pasjiesieHre CIy>KObl KaTaJI0rOB BBICOKOU JIOCTYITHOCTH MEKAY 30HAMH
JIOCTYITHOCTU Amazon.

e Paszmep moaceru. PazsepreiBanus WorkSpaces cBs3aHbI
C KOHCTPYKITMEN KaTajiora U pacIloJio;KeHHbI B TeX ke mojceTsax VPC,
uyTO U BeIOpaHHBIN cepBruc AWS Directory Service. HeckoyibKo BaXKHBIX
MOMEHTOB:

— Pasmep nozceTH siBJIsIETCS TIOCTOSHHBIM, H3MEHHUTD €I0 HEBO3MOXKHO,
ITI03TOMY HEOOX0MMO 00€eCIIEYNTH IOCTATOUHBIH 3a11ac JJ1si OyAyIero
pocra.
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— Mo2kHO ykasaTh rpymniy 6e30IacHOCTH 110 YMOJTUYAHUIO JIJIs1 BHIOPAHHOTO
cepBuca AWS Directory Service; ata rpynna 6e3onacHocTu Oyzer
JIeiCTBOBATh B OTHOIIIEHHNH Bcex cepBrcoB WorkSpaces, cBsI3aHHBIX
¢ KOHKpeTHOU KOoHCTpykIueit AWS Directory Service.

— Heckosnpko cepBucoB AWS Directory Services MOTYT UCIIOJIb30BATh OJHY
U Ty K€ MO/ICETh.

[Ipoextupys obsako VPC, 006s13aTeTbHO IPUHUMaNTE BO BHUMaHUE IJIaHBI
pasBuTHs KoMaHuu. Hampumep, MOKeT moTpedoBaThesA I00aBUTh KOMIIOHEHTHI
yIIpaBJIeHUs, HAIpUMEDP aHTUBUPYCHBIN CEPBEP, CEPBEP yIIPaBIECHU
rcrnpaBiaeHusIMU win cepBep Active Directory mim RADIUS MFA. YUTo6b1
YIOBJIETBOPUTH STH TPEOOBAHUS, 11€1eCO000paA3HO 3aIUIAHUPOBATh HAJTUUHE

B VPC nomnosiHuTEeNIbHBIX OCTynHBIX [P-afgpecos.

[TogpobHbIe onKcaHUA U MOIIAroBble MHCTPYKIINU 10 TpoeKTupoBanuio VPC
U OIIpeZieJIEHUIO pa3Mepa IO/ICETH CM. B IIpe3eHTanuu re:Invent oz
Ha3zBaHueM llepexon Amazon.com k Amazon WorkSpaces.

CeTeBble NHTEpdENCHI

Kaxnpiii ceppuc WorkSpace nmeer Ba 3y1acTUUHBIX ceTeBbIX nHTEp(detica (ENI),
ceTeBol nHTEperic yrnpapiaeHnus (etho) u ocHoBHOU ceTeBou uHTEpdetic (ethi).
AWS wucnosib3yeT ceTeBoi mHTEepdec ynpaBieHus A ynpasienuss WorkSpace;
3TO UHTep(elic, /e pa3beINHAIOTCA Ballll KJIMEHTCKUeE NMOAKIIYeHusa. AWS
HCIIOJIB3YET JIJIs1 3TOTO UHTepdelica quamna3oH yacTHeIX IP-agpecos. Henb3s
HICIIOJIH30BaTh 3TO YAaCTHOE ITPOCTPAHCTBO aJ[PECOB B JIDOOU CETH, U3 KOTOPOU
MO>KHO 0OMeHHMBAaThCs JaHHBIMH ¢ BamuM obstakoMm VPC B WorkSpaces. Tosibko
TaK MOXXHO 00€eCIIeUnTh TPAaBUJIbHYIO CETEBYIO MaPIIPYTU3ALIHIO.

Cnucok mana3oHoB YacTHBIX [P-azipecoB, MCNOIb3yeMbIX HAMU B KQK/I0M
peruoHe, cM. B pazzesne Ceenenns 06 Amazon WorkSpaces.
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IIpumeuanme. Amazon WorkSpaces 11 COOTBETCTBYIOIIIHIE CETEBBIE
rHTepdEeNChI YIIPaBIeHHUA He PACIIONIOKeHbI B BamieM VPC,

Y IIPOCMOTPETD ceTeBoU nHTepdelic yrpasienus wiu 1M/l nacranca
Amazon Elastic Compute Cloud (Amazon EC2) Ha KoHCOJIH
ynpasieHuss AWS HeBo3MOKHO (cM. PrucyHok 4, PrucyHok 5

1 Pucynok 6). OmHako Ha KOHCOJH yITpaByieHuss AWS MOXKHO
IIPOCMaTPHUBATh U U3MEHSITh HACTPOUKHU IPYTIIIHI 6€3011aCHOCTH
OCHOBHOTO ceTeBoro uurepdetica (eth1). Kpome Toro, ocHoBHbIE
cereBble MHTEPdeErich cepBrcoB WorkSpace He BIUAIOT HA JIUMUT
pecypcoB ENI Amazon EC2. B xpynHbix pa3BepreiBanusax WorkSpaces
1oTpebyeTcst C IOMOIIBIO KOHCOJIH yIipaBiieHuss AWS oTIpaBUTh

B CJTY?KOY ITO//IEP?KKY 3asIBKY Ha yBesImueHue TUMuToB ENI.

Tpacduk Amazon WorkSpaces MO>KHO pa3/ieJINTh Ha /IBa OCHOBHBIX KOMIIOHEHTA:

e TpaduK MEXKAY KINEHTCKUM YCTPOUCTBOM U cepBrcoM Amazon WorkSpace

e Tpaduk Mexay cepsucoM Amazon WorkSpace u ceThio KJIeHTa

B cjaeayroiueMm pa3jgeiie Mbl paCCMOTPHUM 00a 5TuX KOMIIOHEeHTa OoJjiee HOZIpO6HO.

MoakntoyeHne knueHTckoro yctponctea kK WorkSpace

YeTporicTBO, Ha KOTOPOM BHITIOJNHAETCs KireHT Amazon WorkSpaces,
WCIIOJTB3YET I MOAKIIOUeHus K cepBucy WorkSpaces Te ke iBa mopta
HE3aBHUCHMO OT PacIoyIoKeHus (JIOKaJIbHOE WIH yaaieHHoe). KimeHT
ucnosb3yet npotokos HTTPS B nopty 443 Ay1a nepegauu Bceil mHGoOpMaIuu oo
ayTeHTUUKAIUY U ceaHcax, a mopT 4172 (PCoIP) ¢ TCP u UDP — n1s1 MOTOKOBOM
nepeziauy nuKcesel 3amanaomy cepsucy WorkSpace 1 mpoBepok
pabotocniocobHocTu cetu. Tpaduk B 060ux noprax 3amudpoBaH. Tpaduk

B IIOPTY 443 UCIIOJIb3yeTCs 114 Nepeayu nHopManuu o6 ayreHTUPUKAITUT

U ceaHcax, a ;i mudpoBaHusa Tpaduka ucnoabsyerca npotokos TLS. s
oOMeHa JITaHHBIMH MeK/Ty KINeHTOM U uHTepdeiicom etho cepsuca WorkSpace
HCIIOJIb3yeTcs 256-0uTHOe mudpoBanue AES moTokoBoro Tpadrka nmukcese,
a TpaduK nepeaeTcs yepes3 MOTOKOBBIU MLTI03. J|OTIOTHUTEIPHBIE CBEIEHUS
ZIOCTYIIHBI B pasziesie besonacHOCTE faee.
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Mp1 my6sinKyeM guana3onsl [P-agpecoB HaMIUX NOTOKOBBIX ITLTI030B PCoIP

u URL cepBepa 77151 TpoBepKU pabOTOCIIOCOOHOCTHU CETH IS KOHKPETHBIX
peruoHoB. UTOOBI OTPAaHUYUTH UCXOAIINHN TPaUK B IOPTY 4172,
1epe/laBaeMbIi U3 Balllell KOPIIOPATUBHOM CETH B MOTOKOBBIH ITUTI03 AWS 1 Ha
URL cepBepa npoBepku paboTOCIIOCOOHOCTH CETH, HY:KHO Pa3pPEIUTh OTIIPABKY
rcxo/isAero Tpaduka B opTy 4172 TOJIBKO B ONpeZiesieHHbIe pernoHbl AWS,
r7le BbI Hcnosib3yere cepBuc Amazon WorkSpaces. /luanazonst IP-agpecos

1 URL cepBepa mpoBepku paboTOCIIOCOOHOCTH CeTH YKa3aHbI B pasziesie
Huanaszonsl IP-anpecos 3o PColP nisg Amazon WorkSpaces.

B kimente Amazon WorkSpaces nmeercss BCTpOEHHBIA MEXaHU3M IIPOBEPKU
COCTOSIHUA CeTU. ITa CIyKeOHas mporpaMMa IoKasbIBaeT, BO3MOXKHO JIU TO WU
MHOE COeINHEHNE B CETH I10JIb30BaTesisA, 0TOOpakas MHAUKATOP COCTOSIHUA

B HIDKHEM IIPABOM YTJIy NpUiIo:KeHusA. YToObI OIydUuTh O0siee moIpoOHyI0
MHOOPMAIINIO O COCTOSHUM CeTH, BbibepuTe CeTh B HIXKHEM IIPABOM YTJIY
KJINEHTA, U OTKPOETCA OKHO, IOKa3aHHOE Ha PUCYHKE 1.

&0
amazon
O Network Connection @
o Internet Connection @
O Registration semice @
O WorkSpaces semvice @
@ TCPPort 4172 @
@ UDP Port 4172 )
@ Round Trip Time (155 ms) ®

Pucynok 1. Kinent WorkSpaces — mpoBepka COCTOAHHUSA CETU
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ITosib30BaTE b MHUITMUPYET MTOAKIIOUEeHNE U3 KIHeHTa K cepBucy WorkSpaces,
yKas3bIBasi CBOU JJaHHbIE JJIs1 BX0/1a B KAaTAJIOT, UCIIOJIb3YEMbIA B KOHCTPYKITUHU
Directory Service (kak mpaBuIo, peub HAET O KOPIIOPATHUBHOM KaTaJiore).
Cepnenusd 71 BXoZ1a OTHpaBIATCA 110 npotokosy HTTPS B nutro3s1
ayreHTuduKanuu Amazon WorkSpaces B pervoHe, rjie pacIoJio’KeH CepBUC.
3ateM 1UTI03 ayTeHTHGUKAIUN cepBrca Amazon WorkSpaces nmepeHarpasisieT
TpadUK B OIIpeJieIEHHYI0 KOHCTPYKITHIo cepBruca AWS Directory Service,
cBsI3aHHYIO ¢ BamuM cepBucoM WorkSpace. Hampumep, ecit UCIIOJIb3yeTCS
AD Connector, oH epeHarpaBJseT 3alpoc ayTeHTU(PUKAITUN HETTOCPEICTBEHHO
B BaIry ciry:k0y Active Directory, koTopas MOKeT paciojaraTbCs JIOKaJIbHO
niu B obsake VPC AWS (cm. pazgen Cuenapuu pasBeptbiBanus AD DS).

AD Connector He XpaHUT HUKAaKHe CBeJeHUA 00 ayTeHTUDUKAIUI

1 QYHKIIMOHUPYET B KauecTBe MPOKCH-cepBepa, He GUKCUPYIOIIETO JIAaHHbIE

o 3ampocax. CiefoBaTesIbHO, O4eHb Ba?KHO 00ecIieunTh BO3MOXKHOCTD
noakrodeHuss AD Connector k cepBepy Active Directory. AD Connector
ompegiensieT cepBep Active Directory, K KOTOpOMY BBITIOJTHSIETCS TTOAKIIOUEHHE,
rcrosb3ys cepBepbl DNS, KoTopble BBl onpesiesiseTe U CO3JaHNU
coenuHuTesigs AD Connector.

Ecsm ucnonb3syercs coeguamutesb AD Connector u B kaTasiore BkitoueHa MFA,
tTokeH MFA OyzieT mpoBepeH rnepen ayTeHTUUKAIHEN B CIIyKOe KaTaJIoTOB.
Ecsm mpoBepka Tokena MFA 3aBepiutcs omubkon, nHGOpManus
II0JIb30BaTeIA JJIA BX0/a He Oy/ieT nepeHanpasiieHa B cepBuc AWS Directory
Service.

ITocne ayreHTH(UKaU 10JI30BaTE IS HAUNHAETCSA IOTOKOBAs Iepefaua
tpaduka cepsucy WorkSpace ¢ ucrosbzoBanuem nopra 4172 (PColP) uepes
ITOTOKOBBIH MUTI03 AWS. OOMEH CBeJIEHUSAMHU O CEaHCE Ha IIPOTS?KEHUH CeaHca
IO-TIPEXHEMY OocylecTBisAercsa yepe3 nporokos HTTPS. Jlna nepenauu
IIOTOKOBOT'O TpadMKa UCIOIb3yeTCA MEPBBIN AJIACTUYHBIN ceTeBOU MHTEpdeiic
WorkSpace (etho 8 WorkSpace), koTophbIii He TOAK/IIOUEH K BamieMmy o6s1aky VPC.
YupasiieHUe ceTeBbIM HNOAKIIOUEHUEM MeK/IY IIOTOKOBBIM IIJTI030M

¥ 3JIaCTUYHBIM CeTeBBIM HHTepdeiicom ocyectsisier AWS. B ciryuae coos
MIOAK/TIOUEHUS IOTOKOBBIX IIUTI030B K 3JIACTUYHOMY CeTeBOMY HHTepdeicy
moTokoBou nepenaun WorkSpaces coszzaercst coosrtie CloudWatch (cm. pazgen
MOHUTODUHT U BeJIeHHE KYypHaJIa ¢ ucnoab3oBanneM Amazon CloudWatch
3TOTO TEXHUYECKOTO OTIMCAHUS).
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O0beM TaHHBIX, KOTOPBIMU 00MeHHBarOTCs cepBrc Amazon WorkSpaces

Y KJINEHT, 3aBUCUT OT YPOBHS aKTUBHOCTH ITUKcesied. YToObI 0OecrieunThb
II0JIb30BATEIAM MaKCUMAIbHOE Y/IOOCTBO, PEKOMEH/IYeTCs] YCTAHOBUTD BpEMSI
npuema-niepeaauu (RTT) ganasix Mmexxay kiauenTroM WorkSpaces u peruoHom
AWS, rne Haxomutes Bai cepsuc WorkSpaces, MmeHee 100 mc. Kak nmpaBuiio, 3To
o3HayvaerT, yTo KimeHT WorkSpaces HaxoauTcss MeHee, 4eM B 3200 KM OT
peruoHa, rjae pasmelieH ceppuc WorkSpace. Ha crpanuiie [IpoBepka cOCTOSIHUSA
MOAKJIIOYEHUS MOKHO ONPEAETUTh ONTUMATbHBIN pernoH AWS 1uis
MIOAKTIOUEHUs Ipu pabore ¢ cepprucom Amazon WorkSpaces.

MogkntoyeHune cepBuca Amazon WorkSpaces k VPC

[Tocsie ycnenHoM ayTeHTH(GUKAIINY TOIKTI0UeHNs KineHTa kK WorkSpace

Y 3aIyCcKa MOTOKOBOTO Tpaduka B kineHte WorkSpaces oto6pasurces pabouwnit
cros Windows (Bam WorkSpace), noaxiiouennsiii kK VPC, a ceTh JIoJKHA
II0Ka3aTh, YTO MOAKII0UEeHNE YcTaHOBIeHO. OcHOBHOMY nHTepdeticy ENI
cepsuca WorkSpace, o6o3naueHHOMY Kak ethi, ciry:x60it DHCP Oyzner HazHaueH
IP-agpec. Ciy»k0a nmpegocrasiisercsa ooaakom VPC, Kak MpaBUJIO, U3 TEX KE
moziceTel, uto u cepsuc AWS Directory Service. Haznauenusiii WorkSpace
IP-agpec coxpaHsaeTca Ha IPOTAKEHUU BCEro CPOKaA SKCIUIyaTalluy cepBuUca.
Nurepderic ENI B obs1ake VPC umeer goctyi k irobomy pecypey VPC u k j1ro60it
CeTH, MO/IKJII0UEHHOU K BalieMy o0J1aKy (uepe3 oJiHopaHToBbIe coefuHeHus VPC,
noakaoueHrne AWS Direct Connect uiu VPN).

Hoctyn ENI k Bamum ceTeBbIM pecypcaM peryupyeTcs IPyHnoni 6e301nacHOCTH
10 yMOT4aHUIo (cM. 60s1ee TOAPOOHbIE CBEJIEHNU O TPyMIIax 0€30IaCHOCTU
3/1ech), KOTOpas HacTpauBaetrcs ceppucoM AWS Directory Service 71 Kask10ro
WorkSpace, u 1100bIMH PYTUMU TPyIIIaMu 0€30TaCHOCTH, Ha3HaueHHbIMHU ENT.
ITpu HEOOXOAUMOCTH MOKHO 100aBUTh I'PyHIlbl 6e30macHoCTH B uHTepdeiic ENI,
obpareHHbIH K BameMmy VPC, ¢ moMmorpio KoHcou ynpasienus AWS miu
nHTepderica KoMaHIHOU cTpOoKU. [loMuMo rpymn 6e301acHOCTH JJIs
OTPaHUUYEHUS CEeTEBOTO JIOCTYIIA K pecypcaM obsiaka VPC B KOHKPETHOM CepBUCe
WorkSpace Mo2kHO HCIIOJIB30BaTh CEPBEPHBIN OpaHAMAy3p IO BallleMy BhIOODY.

PucyHnox 4 B pazzene Cuenapum passeprbiBanus AD DS fanee B aTom
TEXHUYECKOM OIHMCAHUU OTOOPaKaeT MOTOK TpaduKa, ONMUCAHHBIN BBIIIIE.

amazon
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PaccmoTpuMm ciieHapuii, B KOTOPOM UMeeTcCs [iBa TUIIA HoJIb30BaTesiel, a AWS
Directory Service ncnoyib3yerT /Is1 ayTeEHTH(DUKAIINY 10 Ib30BaTEIEH
I[eHTPaJIn30BaHHYIO CiIy:K0y Active Directory.

e CoTpyZHHUKH, KOTOPHIM TPEOyeTCA MOTHBIH ITOBCEMECTHBIH
JOCTyI (HampuMep, MITaTHBIN IePCOHAIT). DTUM I10JIb30BaTEJIAM OyAeT
IIpeIOCTaBJIeH MOJTHBIN JOCTYI K IHTEpHETY U BHYTPEHHEH CETH, U Yepes
OpanaMaysp oHU OyayT nmomnazath u3 VPC B JIOKIBHYIO CETh.

e CoOTpyIHUKH, KOTOPbIE JO/I2KHBI HMETh OTPAHUYEHHbBIN TOCTYII
M3 KOPIOPAaTUBHOMU ceTH (Harpumep, MOAPATINKA U KOHCYJIbTAHTHI).
dtuM nosb3oBatesisiM B VPC GyzeT npeocTaBjieH OTpaHUYeHHBIN OCTYIT
Kk lHTepHETY uepe3 MpoKcH-cepBep (K ONpeieIeHHBIM BeO-caliTaM), OHU
OyZlyT ©UMeTh OTPAaHUYEHHBIN ceTeBoi 1oty B VPC U K JIOKITbHOM CeTH.

[Testecoobpa3HO MPeAOCTABUTH IIITATHOMY IIEPCOHATY BO3MOKHOCTH JIOCTYIIA

K cBouM cepBucam WorkSpace ¢ mpaBamMu JIOKaJIBHOTO aIMIHUCTPATOPA JJIS
yCTaHOBKH IIPOTPaMMHOT0 obectieueHusi. Kpome Toro, He06X0AMMO peayin30BaTh
IIPUHYAUTETHHYIO JIByX(paKTOPHYIO ayTEHTU(UKAIIHIIO C UCII0JIb30BAHUEM
mexaHu3MoB MFA. Kpome Toro, Heo0xouMo 0b6ecieYuTh HETPEPHIBHBIH T0CTYTI
k NutepHety n3 WorkSpace 15 mratHOTro nmepcoHaa.

JIJ1s1 TOAPSTYNKOB, HAITPOTUB, UMEET CMBICIT OJIOKMPOBATD IOCTYII C IIPaBaMH
JIOKQJIBHOTO aIMUHHUCTPATOP, YTOOBI OHH MOTJIH IMMOJTb30BAThCS TOJIHKO
oIpeJieJIEHHBIMU IIPeIyCTaHOBJIEHHBIMH HpuiokeHusMu. K atum WorkSpaces
HY>KHO IIPUMEHSATH BECbMa KECTKHE MEeXaHU3Mbl KOHTPOJISI CETEBOTO JIOCTYTIa

C MCIIOJIb30BaHUEM IpyIn Oe3omacHocTr. Heo6X04umMo OTKPHITh MOPTHI 8O U 443
TOJIBKO JIJIsI KOHKPETHBIX BHYTPEHHHUX BeO-CaliTOB U 3a0JI0OKUPOBATh OCTYII

B IHTepHeT.

B sTOM citeHapUM MBI IMeEEM JIeJI0 C JIByMs COBEPIIIEHHO Pa3HBIMU IPyIIIIaMHU
II0JIb30BATeJIEN C COBEPIIIEHHO PAa3HBIMH TPeOOBAHUSAMU IOCTYIIA K CETEBBIM
pecypcaM U HaCTOJIbHBIM NIPUJIOKEeHUAM. PekoMeH/1yeTcss HacTpauBaTh TaKue
WorkSpaces u yrpaBiasaTs UMU 10 OT/IEJIBHOCTH. [IJ1s1 3TOTO HEOOXOAMMO CO3/1aTh
nBa coenuauTesss AD Connector — mo oHOMY /1 KQKOW TPYIIIIBI
nonb3oBaresneit. Kaxxmomy AD Connector TpebyeTcs ABe IOICETH, B KOTOPBIX
JIOJI?KHO OBITH ZTocTaTOUHO [P-asipecoB, 4TOOBI CIIPABUTHCS C POCTOM
ucrosb3oBanus WorkSpaces.
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IIpumeuanue. Kaxxnasa nogcets o61aka VPC AWS ucrnosnb3yer
saTh [P-azipecoB (d4eThIpe mepBhIX U nocaeauuii IP-agpec) ais
ynpasiieHus, a Kaxxapiii AD Connector ucrosibp3yeT 110 0JTHOMY
IP-azmpecy B KaX/101 MOZCETH, T€ OH CYyIIIECTBYET.

Kpome Toro, B 3TOM CIieHapuH HEOOXOIMO YIUTHIBATh CJIEAYIOIIEE.

e IToxceru ob61akoB VPC B AWS 0JIKHBI TPECTABIISTH COOOM YacTHBIE
MoZiceTH, UTOOBI TpaduK (HarpuMep, AOCTyI K IHTepHETY) MOKHO OBLIO
KOHTPOJIUPOBATh ¢ momolbio 1utto3a NAT miu npokcu-cepepa NAT
B oOJsiake jinb60 HAPaBJIATh Tpaduk 00paTHO Uepes JIOKATBHYIO CUCTEMY
yIipaBjeHUA TpapUuKOM.

e DbpaHamaysp A0/KeH UCIIOJIb30BaThCA /1A Beero Tpaduka VPC, KoTopblil
IepemMelaercs Mo JIOKaJIbHOU CeTH.

e Cepsepnl Microsoft Active Directory u MFA RADIUS fo/2KHBI OBITH JITH0O
snokanpHBIME (cM. paszgesn Crienapuii 1. Mcnionb3oBanue AD Connector jiis
MIPOKCUPOBAHUSA ayTeHTU(DHUKAIIUY B JIOKATbHYIO ci1y:k0y AD DS), 1160
SIBJIATHCS YaCThIO peaym3arnuu obsraka AWS (cM. crieHapuu 2 U 3 B pasziesie
Cuenapun passeptbeiBanus AD DS).

YuutsiBas, uto BceM WorkSpaces B Toli mii nHOH ¢opMme OyzeT peocTaBieH
ZocTytl kK IHTepHeTY 1 uTO OHU OyAyT pa3MelleHbl B YaCTHOM MOZceTH, TpebyeTcs
TaKKe CO37[aTh ITyOJIMYHBIE TIO/ICETH, KOTOPBIE MOTYT OCYIIIECTBJIATH IOCTYII

k VlHTepHeTY uepe3 UHTEPHET-IIUTIO3. [[JIs IIITaTHBIX COTPYAHUKOB IOTpedyeTcs
1103 NAT, M03BOJIAIONINI OCYIIECTBIATH AOCTYII K IHTEPHETY, a i1
KOHCYJITAaHTOB U OZIPATYUKOB — MTPOKCcU-cepBep NAT, obecrieunBaromnuia
OrpaHUYEHHBIH JOCTYII K OIIPe/IeJIEHHBIM BHYTPEHHUM BebO-caiitaM. UToObI
CIUIAaHUPOBATh OTPAOOTKY 0TKa3a, 00eCIeYnTh BBICOKYIO JIOCTYITHOCTb U CBECTH

K MUHHAMYMY pacxo/ibl Ha TpaUK MeX/1y 30HaMU JOCTYITHOCTH, ABa IUT03a NAT

u cepBepbl NAT nin IIpoKcu-cepBepsl JOKHBI PACIOJIAraThCA B IByX PA3HBIX
IIO/ICETAX B CpeJie ¢ HECKOJIBKUMHU 30HaMU JIOCTYITHOCTH. /IBe 30HBI IOCTYIIHOCTH,
BBHIOpAHHBIE BAMH B KaUeCTBe MyOJIMUHBIX MOJICETEH, Oy/Ty COOTBETCTBOBATH JIBYM
30HAM JIOCTYITHOCTH, UCTIOJIb3yeMbIM Jiuis moficeTeit WorkSpaces B pernonax, rje
YHCJIO 30H JIOCTYITHOCTH IpeBbIIIaeT 2. Bech Tpaduk 13 Kaxk/101 30HBI JJOCTYITHOCTH
WorkSpaces MOXKHO HaIIpaBJISITh B COOTBETCTBYIOIIIYIO ITyOJTMYHYIO TIO/ICETh, UTOOBI
CBECTH K MUHUMYMY Pacxo/ibl Ha TpadUK MeK/1y 30HaMU JIOCTYITHOCTU U YIIPOCTUTH
ynpassienue. Ha pucynke 2 nokasana konguryparus VPC.
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PucyHok 2. O61ras cxema cTpyKrypsl VPC

Jlajtee omrcaHo, KaK HACTPOUTb /IBA BbIlIeonmucaHHbIX THUITa WorkSpaces.

CtpaHunua 15 u3 46

HITaTabiii nepconas. Ha koHconu ynpasienuss Amazon WorkSpaces

B CTPOKe MeHI0 BhiOepuTe KaTasoru, BoibepuTe KaTaaor, B KOTOPOM
pa3MelleHbl Ballly IIITaTHbIE COTPYAHUKH, U IeJIkHuTe HacTpoiika
JIOKAJIBHOTO aAMUHHUCTPaTOpa. Ecu 3TOT mapaMeTp BKJIIOUEH, BCE
cosJlaBaeMble B lasibHelIIeM cepBuckl WorkSpace OyayT o61aath
IPUBUIETHAMU JIOKAJIBHOTO afiMUHUCTPaTopa. YTOOkI IIPEI0CTABUTD
nmoctyt kK THTepHeTY, TpeOyeTcss HACTPOUTD TPAHCIIAIUIO CETEBBIX aJ[PECOB
(NAT) nns ucxopsiero gocryna k MaTepHery u3 obsaka VPC. UToObl
BrTIOUNTHE MFA, HeoOxoaumo ykasaTh cepBep RADIUS, IP-agpeca
cepBepa, MOPTHI U MIPEBAPUTETHHBIN KJIFOU.
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Bxopsamuii tpadpuk B WorkSpaces mtaTHbIX COTPYZTHUKOB Oy/1eT
orpaHuyveH mpoTokosoM RDP u3 nosceTu ciry:k0bl TEXHUUECKOU
MIO//IEPIKKH C UCII0JIb30BAaHUEM T'PYIIIIHI 0€30TIaCHOCTH 10 YMOJTIAHUIO
B HacTpolikax AD Connector.

o IMoapAXYNKHN M KOHCYJIBTAHTHI: HA KOHCOJIM YIIPABJIEHU Amazon
WorkSpaces otxirounte loctynn kK UHTEpHeETY 1 HACTPOUKY
JIoka/IbHBINA AAMUHUCTPATOP. 3aTeM JI00aBbTE IPYIIILY 6€30IIaCHOCTU
B paszien HacTpoek I'pynma 6e3omacHOCTH, YTOOBI UCI0JIB30BATh
rpymmy 6e30macHOCTHU )15 BceX HOBBIX HHCTaHCOB WorkSpaces,
CO3/1aBa€MBIX B 3TOM KaTaJIoOre.

s WorkSpaces KOHCYJIBTaHTOB UCXOZSAIIAHN W BXOAAIINN Tpaduk
nHcTaHcoB WorkSpaces TpeOyeTrcst OrpaHHUYNUTh, IPUMEHUB TPYIIITY
0e3011acHOCTH 110 YMOJTYaHUI0 B HacTporkax AD Connector ko Bcem
nHcrancam WorkSpaces, cBazanasim ¢ AD Connector. I'pyrnma
0e30I1aCHOCTH ITO3BOJIUT OCYIIECTBIIATDH UCXOSIINN JOCTYII U3
WorkSpaces Toipko k Tpadpuky HTTP u HTTPS, a Bxoasiuuii Tpadux
oyznet orpanndyeH RDP u3 nojicetu ciry?kObl TEXHUYIECKOU MOAAEPIKKHI
B JIOKAJIbHOM CETH.

IIpumeuanue. ['pynmna 6e301MaCHOCTA TPUMEHSIETCS TOJIBKO

k uaTepdeiicy ENI, koropsrit Haxogutes B VPC (eth1

B WorkSpace), a noctyn k WorkSpace u3 kiinenta WorkSpaces He
OTpaHHWYEH B pe3yJIbTaTe IPUMEHEHHUS TPYIIIIbI 6€30MacHOCTH.
Ha pucynke 3 mokazana koHeuHas ctpyktypa VPC WorkSpaces,
OIIMCaHHAs PaHee.
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TRaduK oT KnuesTa Work Spaces
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Pucynok 3. Crpykrypa WorkSpaces ¢ rpynmamu nosib3oBaresieit

AWS Directory Service

Kak ynmomsiHyTO BO BBeJieHUH, paboTa Amazon WorkSpaces obecrieunBaercst
cepBucoM AWS Directory Service. AWS Directory Service mo3BoJisieT co31aBaTh
TpHU TUMA KaTajaoros. [lepBrie 1Ba pazmerniatores B o01ake AWS:

e AWS Directory Service ayisa Microsoft Active Directory (kopropaTuBHBII
BhITyck) win Microsoft AD — ynpasisiemas cayx6a Microsoft Active
Directory Ha 6a3e Windows Server 2012 R2.

e Simple AD - aBTOHOMHBIH, coBMecTuMBIH ¢ Microsoft Active Directory
yIIpaBJIsEMBIN CEPBUC KAaTAJIOTOB HA 6a3e Samba 4.

Tperuii, AD Connector, ripeficTaBsseT co00i LII03 KATaJI0T0B, KOTOPBII
MI03BOJISIET MIPOKCUPOBATH 3aIIPOCHI AyTEHTU(UKAIINY U TOMCKU IT0JIb30BaTe e
WJIM TPYIII B CYIIECTBYIOIIYIO JIOKAJIBHYIO CIy»k0y Microsoft Active Directory.
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B cnenyromem pasjiesie onucaHbl KOMMYHUKAIIMOHHBIE IOTOKU ayTeHTU(PUKAITUN
MexTy Opokepckoit cyx60i Amazon WorkSpaces u cepsucom AWS Directory
Service, pekomeHaanuu 1o BHespenuio WorkSpaces ¢ cepsucom AWS Directory
Service u HEKOTOpPHIE CJI0KHBIE KOHITeNINHU, Takre kKak MFA. Kpowme Toro,
006CyKIaf0TCSA HEKOTOPBIE ACIIEKTHI UH(PPACTPYKTYPHON apXUTEKTYPHI JIJIA
Amazon WorkSpaces B niesiom, TpeboBanus k Amazon VPC u AWS Directory
Service, BKJIIoUass MHTETPAIIHIO C JIOKAJIbHBIMU JOMEHHBIMH CTy:k0aMu Microsoft
Active Directory (AD DS).

®yukiuonupoBanre Amazon WorkSpaces obecrieunBaetcsi ceppucom AWS
Directory Service, m03TOMy rpaMOTHO€ IIPOEKTUPOBAHNE U Pa3BePThIBAHUE
CJTy?KOBI KaTaJIOTOB UMeeT KpUTHUYecKoe 3HaUeHue. B ciieyionux Tpex
CIleHapUAX BBIMOJIHAIOTCA HHCTPYKITUH M3 KPATKOTO PYKOBOJICTBA T10JIb30BATE A
domenHbLx cayxco Microsoft Active Directory, B KOTOPOM JIalOTCS ITOAPOOHBIE
peKOMeH Ay 110 pa3dBepThiBaHUIO0 AD DS, B yacTHOCTH 1151 HHTErpanun

¢ WorkSpaces. B paznene Hekomopbule acnexmbst npoexmupo8aHus 3TOH I1aBbl
IIepevrcIeHbl TOAPOOHbBIE TPEOOBAHUS M PEKOMEHJAINH 10 UCIIOJIb30BAHUIO
AD Connector mst WorkSpaces, mOCKOJIBKY COEIUHUTEIH SIBJISIETCS
HEOTHhEMJIEMOU YacThIO 001el cTpykTypbl WorkSpaces.

e Cuenapwmii 1. UcniosibdoBanue AD Connector /iyisi IPOKCUPOBAHUS
ayreHTH(UKAIUU B JIOKAJIBHYIO ¢Iyk0y AD DS. B sToM ciienapun
paccMaTpUuBaeTCs ceTeBoe coelnHeHue Ha ctopoHe kiaueHTa (VPN/Direct
Connect (DX)), a ayreaTuduranusa yepes cepsuc AWS Directory Service
(AD Connector) BBITIOJTHSAETCA B JIOKaIbHOU ciy»k0e AD DS xymenTa.

e Cunenapui 2. Pacuiupenue siokaabHoi AD DS s AWS
(pemsnka). JTOT cClieHApUi AaHAJIOTUYEH ITIEPBOMY, O/THAKO 3/1€Ch
perutnka ciryx061 AD DS kiuenTa pasBeptoiBaercs B AWS Bmecre ¢ AD
Connector, 6y1arozjaps ueMy coKpaiaeTcs 3aJiep:KKa Ipu oo6paboTke
3aIpOCOB ayTeHTU(PUKAIIUY U MPOUYUX 3aIIPOCOB, afipecoBaHHbBIX AD DS
1 iobaspHOMY KaTtasiory AD DS.
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CueHapnﬁ 3. ABTOHOMHOE€ H30/IMPDOBAHHOC pa3BCPTbhIBAHHUC

¢ ucnosib3oBaHueMm cepsuca AWS Directory Service B oG/1ake
AWS. 39T0 1307IUPOBaHHBIN CIleHAPUU, He BKJIIOYAOIINN 00paTHOTO
TTOIKJTIOUEHUS K KJIMEHTY C IIeJIbI0 ayTeHTu(duKanuu. B aTom moaxoie
ucrnoJsib3ytores cepBuc AWS Directory Service (Microsoft AD) u AD
Connector. HecMOTps Ha TO YTO B 3TOM CIleHAPUH HE BBITIOTHIETCS
MIO/IKJTIOUEHME K CHCTEME KJIMEHTA C IeJIbI0 ayTEHTU(PUKAIINH, BCE TOTOBO
K 00paboTke Tpaduka mnmpuinoxkeHus (ecom Heooxoaumo) o VPN miu DX.

CueHapun 1. Ucnonb3oBaHue AD Connector ans npokcupoBaHus
ayTeHTUdUMKaLmMmM B nokanbHyo cnyxoy AD DS
OTOT clleHapui IpeiHa3HAYEH /IJI KJINeHTOB, KOTOPble He XOTAT PacIIUPATh
CBOIO JIOKAJIBHYIO cTy:k0y AD DS B 00;1axke AWS wiu ecyii BO3BMOKHOCTh HOBOTO
passepTtbiBaHusA AD DS orcyrcrByeT. PucyHnok 4. Ilogkinouenue AD Connector
K JIOKQIBHOMU ci1y:x0e Active Directory B 00II[UX YepTax OMMChIBaeT KA/ bl 13
KOMIIOHEHTOB U ITOKa3bIBAET NIPOLIeIyPY ayTeHTUDUKAIIUY TI0JIb30BaTesIe.
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Pucynok 4. IToaxaouenue AD Connector K JIOKaJIbHOM cixy:k0e Active Directory

B aTom criienapuu AWS Directory Service (AD Connector) ucrosib3yeTcs /i1 Bcex
omeparuii ayreHTUdUKaIu nosib3oBaresei win MFA, kotopast uepe3 AD Connector
ITPOKCUPYETCs B JIOKaIbHYIO cTy»k0y AD DS kimenTa (PucyHok 5). CBezeHust

0 IIPOTOKOJIaX U MM(GPOBAHUH, HCIIOJIB3YEMbIX B IIPOIIECCE ayTeHTH(DUKALIHH,

CM. B pa3ziesie Be301acHOCTb ATOr0 TEXHUIECKOTO OIMCAHUS.
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Pucynok 5. AyreHTudukanusa NojIb30BaTejJaed uepes N3 ayTeHTU(PUKATTNT

B cuenapum 1 mokazaHa ruOpuiHasi apXUTEKTypa, B KOTOPOH Y KJIMEHTA,
BO3MOXKHO, y:Ke UMeIOTCA pecypchl B AWS, a Tak:ke pecypchl B JIOKAJIbHOM
IIeHTpe 00paboTKU JaHHBIX, HocTyHbIe uepe3 WorkSpaces. KitmeHT MozkeT
HCII0JIb30BaTh CYILECTBYIOIIHE JOKaIbHBIEe cepBepbl AD DS u RADIUS pia
ayTeHTH(UKAIINY IT0JIb30BaTeer 1 MFA.

B 5T0i1 apXUTEKType HUCIIOIB3YIOTCSA CJIEAYIOIINE KOMIIOHEHTHI B KOHCTPYKIIMY.
Amazon Web Services:

¢ Amazon VPC: co3nanue Amazon VPC c 1o MeHbIIIel Mepe AByMs
YaCTHBIMU TOJCETAMU B JIBYX 30HAX JIOCTYITHOCTH.

e Hao6op napamerpoB DHCP: co3nanue Habopa napamerpoB DHCP
B Amazon VPC. 910 103BoJif€eT onpeeaaTh 33JaHHbIEe KJIUEHTOM
JIOMEHHOE UM U cepBepbl JoMeHHBbIX UMeH (DNS) (JiokasbHbIE CITYKOBI).
(JomoHuTenbHaA HGPOPMAIUA AOCTYIIHA B pas3zesie Habop napamerpos
DHCP.)

e BupTrya/ibHBIN YaCTHBIH IILTI03 AMAazon: BKIOUYEeHNE BO3MOKHOCTH
oOMeHa JaHHBIMHU ¢ cOOCTBEHHOU ceThio 1o ToHHe o VPN IPsec wiu
noxpxsrroueHuo AWS Direct Connect.

e AWS Directory Service: AD Connector pa3BepThIBaeTCs B I1ape
yacTHBIX Imozcereir Amazon VPC.

e Amazon WorkSpaces: WorkSpaces pa3BepThIBaloOTCS B TeX Ke YACTHBIX
nozceTsx, uTo u AD Connector (cMm. pazznesn HekoTopble aclieKThbI
npoekTupoBanus, AD Connector).
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Kiauenr:

e CereBoe noakaoueHue: URL cepsepa kopriopatuBHo# VPN mtm Direct
Connect.

e AD DS: xopnioparuBHas ciy:k6a AD DS.
e MFA (He 00a3aTeIbHO): KOpriopaTuBHEIN cepBep RADIUS.

e YcTporcTBa KOHEYHBIX ITOJIb30BaTE €M  NCII0Ib30BaHIE
KOPITOPATHUBHBIX YCTPOUCTB WJIN JIMIHBIX YCTPOUCTB KOHEUHBIX
nosib3oBareser (moaenb BYOL, yerpoiictBa Windows, Mac, miaHIeTs
iPad wiu Android, nysieBbie kinenTsl, Chromebook) suist mocryma
K cepBucy Amazon WorkSpaces (cMm. paszaen [loanep:krBaemble
1aThOPMBI ¥ YCTPOUCTBA).

ATO pellleHre U/IeaJIbHO MOAX0AUT KJINeHTaM, KOTOPbIE HE JKeIaloT
pasBepthiBaTh AD DS B 00s1aKe, OJHAKO UMEET CBOU HEIOCTATKU.

e 3aBHCHMOCTH OT OJAKJIIOYEHUS: €CJIN NOAKII0UEHNE K IEHTPY
00paboTKY TaHHBIX Pa30PBAHO, ITOJI30BATEIh HE CMOKET BBIIIOJTHUTH
BX0J1 B cooTBeTcTBYIore WorkSpaces, a cyliecTByIOIye MOAKII0UEHUS
OCTaHYTCs aKTUBHBIMH JI0 KOHIIA ku3HeHHOoTro 1ukia Kerberos/TGT.

e 3azep:xka: ecyiu OAKIIOUEHNE BBIIIOTHAETCA € 33/1epKKOH (9T0 Oostee
akTyasbHO /U1s1 VPN, Hexkenn jutst DX), ayrentudukanus WorkSpaces
U Bce cBA3aHHbIe ¢ AD DS felicTBUsA, HaIpuMep peajin3aiusa rpynioBbIX
TIOJTUTUK, OYZyT BBIIOJIHATHCSA MeJIJIEHHEE.

e CrouMmocTb TpaduKa: Bce onepaluu 1o ayrTeHTUPUKAIUU
mozpa3yMmeBaroT nepedop ccbuiok VPN miu DX, 103TOMYy CTOMMOCTH
3aBUCHUT OT TUIA NOAKIIOUeHUA. Peus uzer 1160 0 mepeHoce JaHHBIX U3
Amazon EC2 B HnTepHeT, 1160 0 BbIHOCE HaHHBIX (DX).

IIpumeuanue. AD Connector — 5To mpokcu-cepsuc. OH He
XPaHUT U HE K3IIUPYET TaHHBIE I I0CTyTa M0JIb30BaTeIeN.

Bce 3ampocsl ayreHTU(QUKAITAY, TIOUCKA U yIIPaBJIeHUA
obpabarsiBaroTcs Active Directory. B ciry»x6e kaTasioros Jo/nKHa
CYLLeCTBOBATh YU€THAA 3aMMCh C IPAaBaMU JieJIETUPOBAHUA

1 BO3MO>KHOCTBIO CUUTBIBATh BCI0 HH(MOPMAIIHIO O II0JIb30BATEAX
U MO KJII0YaTh KOMIBIOTEDP K IOMEHY.
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CBeneHus 0 HacTpOUKe MoJib3oBaTesis B kKaTasore ;i AD Connector cm.
B pasziesie JlesierupoBaHue TPUBUJIETUHN TOAKIIOUEHU.

B nesom pabora WorkSpaces Bo MHOTOM 3aBUCHUT OT ITyHKTA 5, IOKA3aHHOTO
Ha Pucynke 4.

CueHapun 2. PacwumpeHue nokanbHon AD DS ana AWS
(pennuka).

ATOT ClleHapU# aHAJIOTUYEH IEPBOMY, OTHAKO 371eCh peIlinKa cry:kos1 AD DS
KIreHTa pa3BeprbiBaeTcsa B AWS Bmecte ¢ AD Connector, 6y1aroziapst yemy
COKpaIiaeTcs 3aiep:Kka mpu 06paboTke 3aITPOCOB ayTEHTU(DUKAIINN U TTPOYUX
3ampocoB, aapecoBanHbIX AD DS u rimo6aspHoMy KaTtasiory AD DS. PucyHok 6
MTOKAa3bIBAET B OOIIMX YepTax KaK/Ibli N3 KOMIIOHEHTOB U IIPOIEZYPY
ayTeHTU(UKAIIUY [10JIb30BaTeJIeH.

OBO3HAYEHMA ANA
CETEBOrO TPAGUKA

AsTopuaaumsiceanc
WorkSpaces (SSL)

B, AsTopusaumns
Cosp “ WorkSpaces (LSAP/RADIUS)
gy, Py
N Wiyt 172 Norokonan nepeaaya
\9' Internet 9

— WorkSpaces (PColP)
‘ocTankHoi Tpachuk
Q O —
N Active Directory

Epanamayap Aorwen

paspeuars. ]
numogoH A g s
Mog ynp. AWS e \ Mog ynp. AWS \ Qa2
[ OrIn—— v anpoc VB e
' s mieero
Kopn. cers, e s
Samexa  /\ ‘wenma VPC nop ynp. AWS
KortraT | e g Aatopuzauus: Directory Service
~ "‘:IY""“;:"::M‘""::" Wniazs1 Loz noTaxoRai Ceanc: WorkSpaces
miceancos " -
1P-ampec o paspeuta asTopuaaum u MoTok: WorkSpaces
gl BXO/HO! :plnpm( T g
notoxoBoit Sy |
nepepauu rc Ve VP
ENI T e
i VPC non ynp. AWS — WorkSpaces
o P Kanqabiit WorkSpace ogHospemenso
D et
i ! I 1
- xopn. r- Work Spaces | | | @‘
'l_ copaopul P : — (rouxa Bxoga B ceTk) | | [, J
e > 1 ¢ i +  Bropas ceTk nomknicHaeTes k VPC
1 ‘4N Direct T > 4**/ b LR VP
n Connectunu | estooimooe=- ., EC2 A4 i Tpacw
Active [l MFA (RADWS) | [ i
Directory 'il (&) VPN (soomaronce [ «—— .
once @i i n AWS
LN I o, Np. KNHeHTa KR 0 np. ‘.
MFA (RADIUS) Epanusiuaysp Aonken \ ................. 4 yp. s A ynp /
paspewars axogHoA
(e
Tpacpur

PucyHnok 6. Paciiupenue gromeHa Active Directory kiimeHra B 00J1aK0
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Kak u B mepBom crieHapuu, AD Connector ucrnosib3yercs 11 BCeX onepanuu
ayreHTHGUKAIUY TTOTb30BaTesnel miiu MFA, koTopas mpokcupyeTcs B CIIy:KOy
AD DS knuenta (PucyHnok 5). B cuenapuu 2 cay:k6a AD DS kineHTa pa3BepHyTa
B 30HAX JIOCTYITHOCTH B MHCTaHcax Amazon EC2, ypoBeHb KOTOPBIX OBbLI
MIOBBIIIIEH JI0 JIOMEHHBIX KOHTPOJIJIEPOB B JIOKaJIbHOM Jiecy Active Directory
KJIMEHTAa, I7ie BhITIOTHsAeTCsA 001ako AWS. Kaxk/iplil IOMEHHBIN KOHTPOJLIIED
pa3BepHYT B YacTHBIX nojiceTax VPC, uTo6b1 06eciequTh BHICOKYIO IOCTYITHOCTD
AD DS B o61ake AWS. Pexomenaruu 1o pazseptbiBanuio AD DS B o61ake AWS
CM. B pa3ziesie « HekoTopble acieKThl IPOEKTUPOBAHUA» Jlajiee B 3TOM
TEXHUYECKOM OIMCAHUU.

PazBepHyThie nHCTaHCH WorkSpaces mosy4JaroT 0CTyI K 00JIaUHbIM JJOMEHHBIM
KOHTPOJIJIEPAM, a CIIy>KOBI KaTaioroB 1 DNS pyHKITMOHUPYIOT IO/ 3aIUTOMH

Y C HU3KOMU 3a/Iep>KKoU. be3omacHocTh Beero ceTeBoro Tpaduka, BKJIrO4Yasi 0OMeH
naaabpiMu AD DS, 3ampocs! ayreHTUGUKAIMY U pertnkanuio Active Directory,
oOecIieunBaeTcs B YaCTHBIX MOoceTax i B ToHHesie VPN min DX kiuenra.

B 5T0i1 apXUTEKType UCIIOIB3YIOTCA CJIEAYIOIINE KOMIIOHEHTHI B KOHCTPYKIIVH.
Amazon Web Services:

e Amazon VPC: co3ganre Amazon VPC ¢ o MeHbIIlel Mepe YeThIPbMA
YaCTHBIMH IOJCETAMH B JIBYX 30HaX JA0cTymHOCTH (71Ba /yist AD DS xymenTta
u a8a 711 AD Connector uin WorkSpaces).

e Hao6op mapamerpoB DHCP: co3nanue nHabopa napamerpos DHCP
B Amazon VPC. 9T0 mo3BOJISEeT ONpeeNAaTh 3aJlaHHbIe KJINEHTOM
JIOMEeHHOe UM U cepBepbl JoMeHHbIX uMeH (DNS) (siokayibHBIE
ciyx661 AD DS). [lonosnHuTeIbHASA HHPOPMAIUA JOCTYIIHA B pa3jiesie
Hab6op napamerpos DHCP.

e Buprya/IbHBIN YaCTHBIU IITI03 AMAazon: BKIYEeHNEe BO3MOKHOCTH
oOMeHa JaHHBIMHU ¢ COOCTBEHHOMH ceThio o ToHHe 10 VPN IPsec win
noxaxaoueHruo AWS Direct Connect.

e Amazon EC2:

— KOpIIOpaTHUBHbIE JOMEHHbIE KOHTpOJIepbl AD DS KineHTa, pa3BepHYTbhIE
B nHcTtancax Amazon EC2 B BrI/ieJIeHHBIX YacTHBIX ITojceTsax VPC.

— «JlonostauTenbHbIE» cepBepbl RADIUS kinenTa s MFA.

amazon
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e AWS Directory Services: AD Connector pa3BepThIBaeTcs B mape
YaCTHBIX mojceTeir Amazon VPC.

¢ Amazon WorkSpaces: WorkSpaces pa3zBepThIBaloTCs B Te€X K€ UACTHBIX
nozceTax, uto u AD Connector (cm. pazaen HekoTopblie actieKThbI
npoektupoBanus, AD Connector).

Kiauenr:

¢ CerteBoe noaxiaoueHue: URL cepsepa kopnoparuBHoii VPN miu AWS
Direct Connect.

e AD DS: koprnoparuBHas AD DS (HeoOxoauma Jj1s1 peITUKAIAN ).
e MFA (He 00A3aTeIbHO): KopropaTuBHBIN cepBep RADIUS.

e YcrpolicTBa KOHEYHbBIX IIOJIb30BaTe €M  UCII0Ib30BaHIE
KOPIOPATUBHBIX YCTPOUCTB HJIM JIMUHBIX YCTPOHCTB KOHEUHBIX
nosb3oBatesei (Mmogenb BYOL, yerpoiictBa Windows, Mac, ItaHIIIEThI
iPad wiu Android, nysieBbie kiimeHThl, Chromebook) si1st mocryma
K cepucy Amazon WorkSpaces (cm. paszest I[loaiepkrBaemble
1aThOPMBI ¥ YCTPOUCTBA).

B oTstmume ot cuieHapus 1, 3TO pellleHre He UMEET YIIOMSIHYTHIX HEeZIOCTATKOB.
CnenoBarenbHO, WorkSpaces u AWS Directory Service He 3aBUCAT OT HAJIMIHUS
TIO/IKJTIOYUEHMU .

e 3aBUCHUMOCTDH OT MOAKJIIOUEHUA: €CITU MTOAKIIOUeHUE K IEHTPY
00pabOTKM TaHHBIX KJIMEHTAa Pa30PBaHO, KOHEUHBIE TT0JIH30BATETH MOTYT
IIPOJIOJI’KATh PabOTY, IIOTOMY UTO ayTeHTU(UKATIHUA U HeoOsA3aTeTbHAS
MFA o6pabarbpIBaloTCs JIOKAJIBHO.

e 3ajep:kKa: 3a UCKIIOUEHHEM TpaduKa perinKauu (CM. pas/ient
Hexomopuwle acnexmult mpoektupoBanus. CaiTel u cayk061 AD DS),
BCe ITPOIIeCChl ayTeHTU(MUKAIIUY BBITIOJTHIIOTCA Ha JIOKAJTbHOM YPOBHE
U C HU3KOU 3aJIEPKKOM.

e CroumocTs TpadMKa: B 3TOM CLIeHapUHU UCIIO/Ib3YyeTCs JIOKaIbHasA
ayTeHTU(UKAIWA, 103TOMY Itepebop ccbuUtok VPN winu DX TpebyeTcs TOIbKO
st perwmukauu AD DS, uto ymeHbImaetT 06beM IepeHOCUMBIX JIAHHBIX.
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B nesom pabora WorkSpaces onTumMusupoBaHa U He HACTOJIBKO 3aBHUCHUT OT
IIyHKTa 5, KaK Ioka3zaHo Ha Pucynke 6. 910 elne 60s1ee akKTyaIbHO, €CITH
TpebyeTcss MmaciTabupoBaTh WorkSpaces 1 Mcosib30BaTh CEPBHUC HA ThICSYaX
pabounx cto10B. OCOOEHHO 3TO KacaeTcs 3aIpOCOB IJI00aIbHOTO KaTaaora
AD DS, nockosbky Tpaduk B cpesie WorkSpaces ocraercst TI0KaJIbHBIM.

CueHapMﬁ 3. ABTOHOMHOE€ n3oninposaHHoe pa3sepTtbiBaHue

c ucnonb3oBaHuem cepsuca AWS Directory Service B oonake AWS
B sToMm crienapuu, nokazanHoM Ha Pucynke 7, AD DS pa3BeprbiBaeTcs B 00J1ake
AWS B aBTOHOMHO¥ 130 11upoBaHHOI cpezie. AWS Directory Service ucrnosib3yercst
HCKJTIOYUTEJIHHO B 3TOM CIIeHapHH. BMecTO TOro 4ToOhI OJTHOCTHIO YIIPaBATh AD
DS camocrosTesnbHO, Bl Aeserupyere AWS Directory Service Takue 3aauu, Kak
CO3/JaHME TOIIOJIOTUH KaTaJIOTOB BBICOKOU JIOCTYITHOCTU, MOHUTOPUHT JIOMEHHBIX
KOHTPOJLJIEPOB U HACTPOMKA pe3ePBHBIX KOMUN 1 CHUMKOB.
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Kak u B cienapuu 2, AD DS (Microsoft AD) pa3BepThIBaeTcsi B BbIIEJIEHHON
IIO/ICETH, KOTOpasi OXBaThIBAET JIBE 30HBI IOCTYITHOCTH, UTO 00ecrieynBaeT
BBICOKYIO ocTymmHOCTh AD DS B o6take AWS. B nonosiHenue k Microsoft AD,
AD Connector (Bo Bcex Tpex ClieHapHsAX) pa3BepThIBAETCA JIs ayTeHTU(PUKAITNU
WorkSpaces wiin MFA. 9to obecrieunBaeT pas/iesieHue posed U GyHKITNH

B Amazon VPC (UTO MOJTHOCTHIO COOTBETCTBYET OOIIETPHUHATHIM
peKOMeHIaluAM, cM. paszen Hexomopule acnexmut IpOEKTUPOBAHUA.
Paznenenue cetn HA pa3esbl).

B cuenapum 3 paccMaTpuBaeTcs CTaHIapTHAs YHUBEPcaIbHAsA KOHQUTYpaIus,
KOTOpAas IOAXOAUT KJIUEHTaM, KOTOPBIE 2KeJlaloT fesieruposatb AWS
yIpaBJjieHUe pa3BepThIBaHUEM, YCTAHOBKOU HCIIPaBJIEHUH, BBICOKOU
JIOCTYITHOCTBIO, a Takke MOHUTOpUHT AWS Directory Service. biiarogaps
HM30JIUPOBAaHHOMY PEKUMY 3TOT CIeHAPUH OTJIMYHO MOAXOAUT He TOJIBKO JJIA
IIPOAYKTUBHOM Cpe/ibl, HO U JIJIs1 IPOBEPKU KOHIIENIUH U 1aOOPAaTOPHBIX CPEI.

PucyHOK 7 1ToKa3bIBaeT He TOJIbKO pacnosoxkenue AWS Directory Service,
HO U MIOTOK TpaduKa OT I0JIb30BaTesA B pabouee IPOCTPAHCTBO
Y B3auMO/leiicTBre pabouero npoctpaHcTsa ¢ cepepamu AD u MFA.

B 3T0i1 apxXuTeKType UCIIOJIB3YIOTCA CAeAYIONUe KOMIIOHEHTHI U KOHCTPYKITUM.

Amazon Web Services:

e Amazon VPC: co3ganue Amazon VPC ¢ 1o MeHbIIIel Mepe UeThbIPbMA
YaCTHBIMU IIOJICETSIMU B JIBYX 30HaX AocTymHOCTH (/1Ba y1st AD DS
Microsoft AD knuenta u aBa s AD Connector nim WorkSpaces).
«PasdeneHnue poaeti»

e Ha6op mapamerpoB DHCP: co3sanue Habopa mapamerpos DHCP
B Amazon VPC. 31o 1103BoII€T ONpeiesiATh 33/JaHHble KJIMEHTOM IOMEHHOE
MM 1 cepBepbl JoMeHHbIX nMeH (DNS) (Microsoft AD). JlonosiHUTE IbHAS
uHdopMaIus I0CcTyHa B pasaeie Habop mapamerpo DHCP.

e (He 00sa3aTesIbHO) BUPTya/IbHBIN YaCTHHIN IIUTI03 AMazon:
BKJIIOUEHHE BO3MOKHOCTH 0OMEeHA JJaHHBIMU C COOCTBEHHOM CETHIO 110
toHHes 10 VPN IPsec (VPN) win noaxiaouenuio AWS Direct Connect.
Vcriosib30BaHueE 151 IOCTYIIA K JIOKAJTBHBIM CEPBEPHBIM CHUCTEMAaM.

e AWS Directory Service: Microsoft AD, pazBepHyTas B BbI/IeJIEHHOM
nape nozcerert VPC (ynpasisiemasn cay:k6a AD DS).
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e Amazon EC2: «zjonosHuTenbable» cepBepbl RADIUS i MFA.

e AWS Directory Services: AD Connector pa3BepTbIBaeTcs B rape
YacTHBIX nmoacered Amazon VPC.

¢ Amazon WorkSpaces: WorkSpaces pazBepThIBalOTCsI B T€X K€ YaCTHBIX
mozcetsix, uto u AD Connector (cM. pazaen HekoTopble acieKThI
npoekTupoBanus, AD Connector).

Kiauenr:

e (He o0a3arespHO) CeTeBoe moakarwuenue: URL cepBepa
kopropatuBHOl VPN miu AWS Direct Connect

e YcrpolicTBa KOHEYHBIX IIOJIb30BaTEJ€M: UCII0Ib30BaHIE
KOPIOPATUBHBIX YCTPOUCTB HUJIX JIMUHBIX YCTPOHCTB KOHEUHBIX
nosb3oBatesei (Mmogenb BYOL, yerpoiictBa Windows, Mac, ItaHIIIEThI
iPad wiu Android, nysieBbie xiimeHTsl, Chromebook) jutst mocryma
K cepucy Amazon WorkSpaces (cm. paszest I[loaiepkrBaemble
1aThOPMBI ¥ YCTPOUCTBA).

Kak u B cieHapuu 2, 371ech He BO3HUKAeT MPo0JIeM ¢ 3aBUCUMOCTBIO OT
oAKTIoUeHus K jokasbHoMy [1O/] xiimeHTa, 3a/Iep:KKOU WJIU 3aTpaTaMu Ha
HCXOAAIINH Tpaduk (32 UCKITIOUEHNEM CIIyJaeB, KOTr/a A0CTyIl K IHTepHeTY i
WorkSpaces o6ecrieunBaercs B mpeziesiax VPC), HOCKOJIBKY IO CTPYKTYPE 3TO
HM30JIUPOBAaHHBIN WJIH I1O/IPA3yMEBAIOIINI UCIIOJIH30BaHHE TOJIBKO 00JIaUHBIX
KOMITOHEHTOB CIl€HApUH.

YTo0bI pa3zBepHYyTh PYHKIIMOHAIBHYIO cyk0y AD DS B 06;1ake AWS, TpebyeTtcst
xXopoliee oHUMaHue cruenuduku Active Directory 1 KOHKPETHBIX CEPBHUCOB
AWS. B aToM paszesie paccMaTpUBAIOTCS OCHOBHBIE aCIEKTHI IPOEKTUPOBAHUA,
aKTyasibHbIe Tpu pa3BepTbiBanuu AD DS 11 WorkSpaces, pekoMeHzamnuu 1mo
passepteiBanuio VPC gysa AWS Directory Service, TpeboBanust DHCP u DNS,
cnenuduka AD Connector u caifTe! u cyk0bl Active Directory.

amazon
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[MpoekTnposanHune VPC

Kax 6pw10 cKazaHoO B paszese HeckoIbKO CJI0B O CETSX 3TOTO IOKYMEHTA U BBIIIIE,
B onrcaHuu ciieHapueB 2 u 3, AD DS B obstake AWS Hy»KHO pa3BepThIBATh

B BbIJIeJIEHHOU I1ape YaCTHBIX I0/iceTel, B IBYX 30HAX JJOCTYITHOCTH U OTAEeJIbHO
ot nojcereir AD Connector uin WorkSpaces. 9ta KOHCTPYKIIHA 00eCIIeqnBaeT
WorkSpaces moctym k cyk6am AD DS ¢ BBICOKOI JOCTYITHOCTBIO B HU3KOM
3azep:kkoi. IIpu aToM cobTI01al0TCsA CTaHAPTHBIE PEKOMEH/IAIUHU T10
pazzesieHuro poser u pyHkiui B Amazon VPC.

Pucynok 8 nnokaseiBaet pazziesenue AD DS u AD Connector B BbIZieJIEHHBIX
YaCTHBIX IO/iceTsX (creHapuii 3). B aToM mpumepe Bce cepBHCHI PaCIOI0KEHbI
B ogHOM obOs1ake Amazon VPC.

A fii \

Sy -y
AD Connector AD Connector
WorkSpaces WorkSpaces
T A
- -
Microsoft AD Microsoft AD
MNoacets AD DS MogceTts AD DS )

Pucynoxk 8. Cerperanmusa cetu AD DS
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Ha pucynke 9 nokasaHa CTPyKTypa, aHJIOTUYHASA CIIEHAPUIO 1, O/THAKO B 3TOM
CIIeHApUH JIOKAJIbHbIE KOMIIOHEHTHI pa3MellleHbI B BblzieJieHHOM obs1ake Amazon VPC.

&

| 0=

\ Mopcets A (3 1)

&

AD Connector

0=

/OHHBPEHF.\
coeauHeHHe
VPC

BrigenenHoe VPC Work Spaces

/

d -——
Active Directory

3,

\ /

-ty
Active Directory

.,

) Mopgcete AD DS
& (301)

MNopcets AD
DS (30 2)

Y,

CyuwjecrByrowee VPC knnenta (AD DS)

Pucynok 9. Bergesnennoe VPC WorkSpaces

ITpumeuanue. KiimeHTam, KOTOpble UMEIOT CYIIECTBYIOIIEE
pasBepThiBaHre AWS, I/1e HCII0Ib3YI0OTCs c1yKObI AD DS,
pekoMeHyeTcs padmeratb WorkSpaces B BoiziesieHHOM VPC
Y UCI0JIb30BaTh OHOpPaHTOBbIe coenuHenus VPC nyia oomeHa
ga"HapiMu AD DS.

[Tomumo co3/tanus BhIZIEJIEHHBIX YaCTHBIX TToziceTed it AD DS tpebyercs
HECKOJIBKO IIPaBUJI TPYIIN 0€30IIaCHOCTH JIJIST JOMEHHBIX KOHTPOJLJIEPOB

U PSZIOBBIX CEPBEPOB — MIPABWJI, PETYJINPYIOIIUX TPapUK CEPBHCOB, BKIIOUAS
pertnkanuio AD DS, ayreHTudukanuio moap3opaTesei, cryx0y BpeMeH!
Windows u pacupenenennyo daiioByio cucremy (DFS).

CtpaHnua 29 u3 46

ITpumeuanue. PekoMeH/iyeTcss OTpaHUIUTh HEOOXOIIMBbIE
IpaBuIa rpymnn 6e30macHocT YacTHeIMU nozceTsamu WorkSpaces

1 (Kak B cJIyyae co BTOPBIM ClieHapueM) pa3peliuThb

JIByHaIIpaBJIEHHBIN JIOKAIBHBIA 00MeH faHHbIMU AD DS ¢ ob1akom
AWS, kak moka3aHoO B CJIEAYIOINIeN TabIuIIe.
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webservices



AWS. PekomeHgauun no paseepTbiBaHMto Amazon WorkSpaces

Wionb 2016 T.

MpoTokon MopT Ucnonb3oBaHne MecTo Ha3Ha4YeHuUA
tcp 53, 88, 135, 139, 389, AsTOpusauus Active Directory (4acTHbIV LeHTp
445, 464, 636 (ocH.) 06paboTkun gaHHbIX nnn EC2)*
tcp 49152 — 65535 Bbicokuii Active Directory (4acTHbI LEeHTp
JuanasoH 00paboTkn gaHHbIX nnn EC2)**
noptoB RPC
tcp 3268-3269 Hosepue Active Directory (4acTHbI LeHTp
06paboTkun AaHHbIX unu EC2)*
tcp 9389 YaaneHHbIN Active Directory (4acTHbI LeHTp
KOMMOHEHT 00paboTku gaHHbIX nnn EC2)*
Microsoft
Windows
PowerShell (e
obs13aTensbHO)
udp 53, 88, 123, 137, 138, AsTOopusauus Active Directory (4acTHbI LeHTp
389, 445, 464 (ocH.) 06paboTkn gaHHbIX nnn EC2)*
udp 1812 ABTOpU3auus RADIUS (4acTHbIN LLeHTp
(MFA) (He 06paboTkun aaHHbIX nnu EC2)*
0bs13aTenbHO)

* Cm. pasgent Active Directory u jomeHHbIe cTy:k0b1 Active Directory:
TpeOOBaHMA K MOPTaAM

**Cwm. pazaen O630p cay:k0bl U TpebOBaHKA K ceTeBhIM mopTaM i Windows

ITomarossie HWHCTPYKIYHU I10 BBITIOJIHEHUIO IIPABUJI CM. B pa3/JeJie g06aBJIeHI/Ie

IIPaBIJI B rpyIny 6e3onacHoctu Pyxogodcmea noav3osamenss Amazon Elastic
Compute Cloud.

Ctpanunua 30 us 46
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https://technet.microsoft.com/en-us/library/dd772723(v=ws.10).aspx
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[MpoekTuposaHune VPC: DHCP n DNS

IIpu ucnonp3zoBanum Amazon VPC cepBucsl DHCP /114 Baliux nHCTaHCOB
IIPEZIOCTABJIAIOTCA 0 yMouaHuio. [1o ymoruanuio kaxzaoe obiako VPC
IpeocTaBiisieT BHyTpeHHUN DNS-cepBep, I0CTYITHBIN C UCII0JIb30BaHUEM
MeToa beckitaccoBoii azipecaniniu (CIDR) u ziBa azipecHBIX mpocTpancTBa. VPC
Ha3HaYaeTcs BceM MHCTaHcaM uepe3 Habop napameTpoB DHCP mo ymosraanwuio.

Hab6ops1 napamerpoB DHCP ucmosipaytorest B Amazon VPC fi1s onipesiesieHust
IapaMeTpoB 00JIaCTH, TAKUX KaK JJIOMEHHOE UMsI MU CepBEPHI UMEH, KOTOphIe
JTOJIKHBI OBITH Iepe/IaHbl BalmuM nHerancam yepe3 DHCP. IIpasuiibHOE
dyukimonuposanue ciry:x6 Windows B VPC 3aBucut ot nmapamerpa o06J1acTu
DHCP, noatomMy ero Hy>KHO 33/1aBaTb OY€Hb BHUMATEJIBHO. B Ka:k/10M 13 paHee
onpeieJIeHHBIX CIleHapueB CO3/1al0TCA U Ha3HAvaloTcs coOCTBEHHbIE 00J1aCTH,
oIIpeJiesIAIoIINe Ballle JOMEHHOe UM U cepBepbl UMeH. DTO rapaHTUpPyeT, YTO
MO/IKJTIOUEHHBIE K JToMeHy dk3eMIuapel Windows mwiu WorkSpaces HacTpoeHbI
Jutst ucrioib3oBanust DNS Active Directory. B cieayrommeii Tabiviie mpuBOATCS
IIPUMeEPHI 33/JaBaEMBIX I10JIb30BaTesieM mapaMerpoB obsactu DHCP,
KOpPPEKTHbIE 3HAaUEHHA KOTOPHIX 00€CIIeUNBAIOT UCIIPABHOE PYHKIIMOHUPOBAHME
WorkSpaces u AWS Directory Services.

MapameTp 3HauveHue

MeTka UMeHu CospgaeT MeTKy ¢ kKntovamm = hame un value,
3aaHHbIMK 4151 onpeaeneHHON CTPOKM

Mpumep: exampleco.com

JomeHHOE ums exampleco.com

CepBepbl 4OMEHHbIX UMeH Appec cepsepa DNS, paszgensiembit 3anatbiMu

MNpumep: 10.0.0.10, 10.0.1.10

CepBepbl NTP OcTaBbTe 3TO MNose NycTbiM

CepBepbl umeH NetBIOS Beeaute Takue xe IP-agpeca (pasgeneHHbie

3aI'IF|TbIMI/I), 4YTO U Ana cepBepoB AOMEHHbIX UMEH

Mpumep: 10.0.0.10, 10.0.1.10

Tun y3na NetBIOS 2

amazon
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ITogpobHbIe cBeieHU O CO3/IAHUM MOJIb30BaTEILCKOTO HAbopa IapamMeTpoB
DHCP u cBsa3biBanuu 3Toro Habopa ¢ Amazon VPC cum. B paszene Pabora

¢ Habopamu nmapamerpoB DHCP B Pykosodcmee noav3osamens Amazon Virtual
Private Cloud.

B cienapum 1 obsactero DHCP siBisieTcs siokanbHas cuctema DNS wn AD DS.
OpHako B ClIEeHApPUH 2 WIN 3 9TO OyZleT pa3BepHyTas JIOKAJIHHO CIyk0a
kaTasoroB (AD DS B Amazon EC2 uiu AWS Directory Services: Microsoft AD).
PexomeHnayetcs czies1aTh KaXKAbIH JJOMEHHBIN KOHTPOJLJIEP, pa3MeIlleHHbIN

B o0Ostake AWS, 17100a7IbHBIM KaTaJIOTOM WJIM UHTETPUPOBAHHBIM B KaTtasior DNS-
CEpPBEPOM.

Active Directory: cantbl 1 crnyx6sbl

B crieHapuu 2 cafiThl U CIyKOBI UIMEIOT KPUTHUYECKOE 3HAUEHUE IS
npaBwiIbHOTO QyHKIIoHUpoBaHUsA AD DS. Tonosiorus calToB KOHTPOJIUPYET
perutnkanuio Active Directory Mmex1y JoMeHHBIMU KOHTPOJLJIEDAMU

B MacIITabax O[HOTO WJIN HECKOJIBKUX CANTOB. B clleHapuu 2 MpUCYTCTBYET IO
MEHBIIIEN Mepe /1Ba cariTa: TIoKaTbHbIH 1 AWS WorkSpaces B o61ake.
[TpaBusIbHOE OIIpe/IeIeHNE TOIOJIOTHHU CAlTa 00ECTIEYNBAET CXO/ICTBO KIIMEHTOB
(TO ecTh KJIMEHTHI — B JaHHOM crydae WorkSpaces — ncrosb3yior
MPEeANOYTUTEIBbHBIN JIOKAJIbHBIN TOMEHHBIN KOHTPOJLJIED.

....... TNoHpoH
. i
4

Cronmocts 50 & company.local

VPN / Direct
Connect

YacTHas noncets

e

30Ha I0CTYNHOETH A 30Ha [0CTYNHOCTH B Cromyocy, 100 e [ =]

KopnopatnsHas ceTb

‘.\1 )

Pucynoxk 10. Caiitel 1 c1y:k05bI Active Directory: cXo/iCTBO KJIHEHTOB
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Pexomenaamus. OnpenennTe, Kakue CChIJIKA Ha CAUThI,
CBSI3BIBAIOIIME BaIIly JIOKaJIbHYIO c1y:k0y AD DS u o61ak0 AWS,
HMEIOT HAaUuBBICIITYIO0 CTOUMOCTb. PUCYHOK 10 COZEPIKUT IIPUMED
OIIpeJieJIEHHs CTOMMOCTHU CChIJIOK HA CAUTHI (B JAHHOM CJTydae
CTOMMOCTH 100) TaK, YTOOBI 00ECIIEUNTh CXO/CTBO KJINEHTOB
HEe3aBHCHMO OT caiTa.

ITHU CBA3U IIOMOTAIOT TAPAHTUPOBATH IlepeMellleHe JaHHBIX (HampuMep,
pertmkanuu AD DS u ayrenTudukanuu kineHTa) mo Haubosee sphekTuBHOMY
IIyTH 10 JIOMEHHOTO KOHTPOJIIepa. B ciieHapusAX 2 U 3 3TO I03BOJISAET COKPATUTD
3a/IEP’KKY U YMEHBIITUTh 00BEM TpaduKa MEXK/ITY CChIKAMU.

s peanusanuun MFA HeoO6xoamMo, 9ToObI B mHGpacTpykType WorkSpaces AD
Connector ucmnosb3oBasicsa B kauecTBe cepBuca AWS Directory Service

u npucyrtctBoBas cepBep RADIUS. HecMoTps Ha TO UTO B 3TOM JIOKYMEHTE He
paccMaTpHUBaeTCsA pa3BepPThIBAHUE CEPBEPA, B MpeablayIneM paszeie (CieHapuu
pasBeptoeiBanusa AD DS) moapo6Ho ommcano pa3dmernienrne RADIUS B kakiom u3
ClleHapHueB.

MFA — oByxdaktopHas ayTeHTudukauus

Amazon WorkSpaces nogiep:xuBaetr MFA ¢ ucnosibzoBanuem AWS Directory
Service: AD Connector u npuHadaexcawezo kauenmy cepsepa RADIUS. Ilocie
BrTtoueHnst MFA mosbp30BaTe Ty IOJKHBI yKa3aTh B kiineHTe WorkSpaces umst
MOJIb30BaTeJIsI, MapoJb 1 ko MFA, 94ToObI COOTBETCTBYIOIIHE paboune
crosibl WorkSpaces Moriu mpoiT ayTeHTHU(DUKATIHIO.
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CtpaHuua 33 u3 46 webservices



AWS. PekomeHgauun no paseepTbiBaHMto Amazon WorkSpaces Uionb 2016 T.

amazon
~

Please log in with your
WorkSpaces credentials

Forgot Password?

Pucynok 11. Kinentr WorkSpaces ¢ BximirouenHoii MFA

Crporoe npaBuio. /s BeinmosiHeHns MFA TpebyeTcs
ncnosib3oBaTb AD Connector. AD Connector He nmogep:xuBaeT
BbI00OpOUHYI0 MFA 0T/1eJIbHBIX 1T0JIb30BaTeseN, IOCKOJIBKY 3TO
miobanpHas HacTporika AD Connector. Eciu TpebyeTcst BBITIOJIHATH
BbIOOPOUHYI0 MFA OT/ZIe/TbHBIX IT0JTb30BaTEIEH, HE0OOXOTMO
pasaenuThb noab3oBatesielr B AD Connector.

Peanusamus MFA WorkSpaces TpebyeT HCITOIb30BaHMA OHOTO WU HECKOJIBKUX
cepsepoB RADIUS. Kak npaBuio, MO:KHO HCIIOJIb30BATh CYI€CTBYIOIITE
pemenus (Hampumep, RSA) 6o pa3BepHyTh cepBepbl B VPC (cM. pazaen
Cuenapun passeptbiBanus AD DS). CerosiHs B OTpacjIu IOCTYITHO HECKOJIBKO
BapUaHTOB pa3BepTbiBaHUA HOBOrO peutenna RADIUS, sxirouasn FreeRADIUS,

1 obJIauHbIe CEpPBUCHI, Takue Kak Duo Security.

Crucok 06s13aTesbHBIX TpeboBaHUi 115 npoBezienns MFA ¢ ucrnosnbp3oBaHEM
Amazon WorkSpaces cm. B Pyxogodcmee no adMuHucmpuposaHuo Amazon
WorkSpaces u cratwe IloaroroBka cetu k pabore AD Connector Directory.
IIponenypa vacrpoiiku AD Connector sy MFA onucana B paszese
«Yupasnenue AD Connector Directory. MFA» Pyxosodcmea no
aomuHucmpuposaruro Amazon WorkSpaces.
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Be3onacHocTb

B sToM pasjiesie pacckazaHo, Kak 00ecriedyuTh 6€301aCHOCTD IAHHBIX C ITIOMOIIBIO
¢ poBaHUs IIPU UCIOJIb30BaHNU cepBrcoB Amazon WorkSpaces. B mokymenTe
onucaHo mudpoBaHUe IAHHBIX IIPU Hepefiaue U B COCTOSHUU IIOKO, a TaKXKe
HICIIOJIb30BaHUE TPYII 6€30IIaCHOCTH JJIsl 3aIUTHI CETEBOTO I0CTYIIA

k WorkSpaces. /lormosHuTeIbHBIE CBeIeHUs 00 ayTeHTH(PUKAIUY (BKJTIOYast
noaaep:kky MFA) cm. B paszzerte, nocsameHHoM AWS Directory Service.

B Amazon WorkSpaces mudpoBaHue ucnosb3yercs 111 00ecreueHus
KOHGUIEHITUATIPHOCTH HA Pa3HbIX ATanax oOMeHa JaHHBIMH (B IIpoIiecce
IepeHO0Cca) U 3alUTHI IAHHBIX B COCTOSHUHU MOKOs (¢ poBaHUE JAHHBIX
WorkSpaces). I[Ipomeccsl Ha Kax/1oM 3Tarne mu@poBaHus nepeaBaeMbIX
naHbix B Amazon WorkSpaces onrcansl B ciieiyromux passeiax. CBe/leHUs
o g poBaHUY JIAHHBIX B COCTOSHUHU MTOKOsI CM. B paszjiesie [IludbpoBanue
nanHbix WorkSpaces /1asiee B 5ToM TEXHUYECKOM OITHMCAHUH.

Pernctpaunsa n obHoBneHus

Jly1s1 oOMeHa TaHHBIMU MEKTy HACTOJIbHBIM KJTMEHTCKUM IPIWIOXKEHNEM U Amazon
B paMKax OOHOBJIEHUI U PETUCTPAIIUU UCIIOIb3yeTcs mpotokos HTTPS.

OTan ayTeHTudurkauyum

HacTonpHBIN KJINEHT UHUIUUPYET ayTeHTU(UKAINIO, OTIIPABJIAA JAHHBIE /11
JIOCTyTIa B IUTI03 ayTeHTUdUKanuu. [Ij1s cBA3U MeX/1y HaCTOJIbHBIM KJIMEHTOM
U [IUTI030M ayTeHTHUpUKanuu ucnosabsyercsa nporokos HTTPS. B konue sToro
atamna (ecsu ayTeHTU(UKALNA IPOH/IeHa YCIENHO) IIUTI03 ayTeHTUDUKAITUI
Bo3Bpaiaer TokeH OAuth 2.0 HaCTOJIPHOMY KJIUEHTY, UCIIOIB3YS TO K€
noJikyIroueHue 1no nporokoixy HTTPS.

IIpumeuanue. HacTosibHOE KJIMEHTCKOE IIPUJIOKEHNUE
MOJ/lep>KUBAET UCIIOJIb30BaHUE NMPOKCHU-CEPBEPA A1 Tpaduka
yepes nopT 443 (HTTPS), a Takxke A1 060HOBJIEHUH, PETUCTPALIUU
U ayTeHTU(PUKAIUU.
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ITocse miosiyyeHUsA OT KJIMEHTA JJAHHBIX JIJId I0CTYIIA IIUTI03 ayTeHTUDUKATTUU
otmpasiisier 3anpoc ayreHTudukanuu B AWS Directory Service. O6men
JIAaHHBIMU MKy HUTI030M ayTeHTHuKamuu u AWS Directory Service
ocytectBiseTcs mo mporokoxy HTTPS, moatomy qaHHbBIE MOIb30BaTEIIEH 1A
JIOCTyIIa He Tlepe/IaloTCA B BUle OOBIYHOIO TEKCTA.

AyTteHTudukaumna — AD Connector

AD Connector ucnonb3yet Kerberos, 4To0b1 ycTaHOBUTH ayTeHTU(MHUIIUPOBAHHYIO
CBA3B C JIOKAJIBbHOU cityk001 AD, co3maTh npuBa3ky kK LDAP 1 BBITIOJTHUTH
nocsexaytomue 3anpocsl LDAP. B Hacrosimee Bpemsa AWS Directory Service He
noaaepskuBaet Tpadpuk LDAP ¢ TLS (LDAPSs). OgHako jaHHbIE AJIs I0CTyTa
II0JIb30BATEJIEH B BUJIE OOBIYHOTO TEKCTA HUKOT/IA He IepeaaioTces. B mensax
ITOBBIIIEHUsT 6€30IMaCHOCTH MOKHO MOJIKII0UuTb 0061aKk0 VPC WorkSpaces

K JIOKaJIbHOU ceTH (re HaxoauTes cryk6a AD), ucrosbays noaxiaouenre VPN,
[Ipu ucnosb3oBannu VPN-1mogkmodenus ¢ obopyaoBanueM AWS mmdpoBanue
repe/laBaeMbIX IaHHBIX HACTPAUBAETCA C UCIIOJIb30BAaHUEM CTAH/IAPTHOTO
rporokosia IPSEC (SA IKE u IPSEC) ¢ k1ouaMu CHMMETPHUYHOTO T POBAHUA
AES-128 unu AES-256, SHA-1 uiim SHA-256 a1 xa11a nesioctHocTy U rpynn DH
(2,14-18, 22, 23 u 24 Aj1a 9Tana 1; 1, 2, 5, 14—18, 22, 23 u 24 ;1 stamna 2) ¢ PFS.

OTan bpokepa

[Tocsie monyuyenus TokeHa OAuth 2.0 (ot nut03a ayTeHTH(DUKALINY, €CTTH
ayTeHTU(UKAIUA POIILIA YCIEIHO), HACTOJIbHBIN KJIMEHT 3arpaliuBaeT
cry:k661 Amazon WorkSpaces (nucneruep moaKII0UeHUH K TOCPETHUKY )
o mpotokosry HTTPS. HacToibHBIN KJIUEHT MIPOXOJIUT ayTeHTU(DUKAIUIO,
otrmpabsisist TokeH OAuth 2.0, mocsie yero KJIHEHT moIy4daeT HHQOPMAIHIo
0 KOHTaKTHOU TOYKe IMOTOKOBOrO nutr3a WorkSpaces.

OTan NoTOKOBOW Nepeaayn

HacrospHbIlN KIMEHT 3anpaininBaeT oTKpbiThe ceanca PColP ¢ moToKoBbIM
nuTo3oM (ucmosib3ysa TokeH OAuth 2.0). B ceance ucnonb3yeres mudpoBaHue
aes256, a uepes mopT PCoIP ocytecTBasieTcss KOHTPOJIb 0OOMeHa JaHHBIMU

(To ecth 4172/tcp).

C nmomoinpio TokeHa OAuth2.0 MOTOKOBBIH IIJTI03 3aIIpallINBaeT CBeIeHUS
WorkSpaces o KoHKpeTHOM I10J1b30Baresie y cepBruca WorkSpaces 1mo mpoTokoJty
HTTPS.
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[ToTokoBbIH UTI03 TakKe TosydaeT MauaaT TGT ot kimenTa (3ammudpoBaHHOTO
C TMIOMOIIIBIO TIAPOJIs MOJIb30BATENISI KJIMEHTA) U, UCIIOJIb3YS CKBO3HYIO
ayreHTudukanuio Kerberos ¢ mangatom TGT, HHUIIUHPYET BXO/] B CUCTEMY

B Windows B cepBrice WorkSpace, y:ke ¢ TOMOIIbIO H3BJIEUEHHOTO
nosib3oBatesieM maugara TGT Kerberos.

3atem WorkSpace nHHITUHPYET 3alpOC ayTEHTU(MOHUKAIIUN 1 HAIIPABJISET €T0
B HacTpoeHHBIN cepBuc AWS Directory Service, UCII0JIb3YA CTaH/IAPTHYIO
ayreHTudukanui Kerberos.

[Tocsie ycnenHoro Bxozia B cuctemy B cepBruce WorkSpace HaunHaeTcs
norokoasd nepezavda PColP. IlogkioueHne HHUIMUPYETCA KJIMEHTOM B IIOPTY
tcp 4172 ¢ obpatHbIM Tpadukom B mopty udp 4172. Kpome Toro,
IIEPBOHAYAIHHOE MTOAKIIOUEHNE MEXKY IIOTOKOBBIM IIIJTI030M M paO0YNM CTOJIOM
WorkSpaces uepe3 nuHTepdeiic yrpaBieHnusa ycraHasiaubaercs B mopty UDP
55002. (CM. fokyMmeHTaruo0 mo Amazon Workspaces, CBesieHust 06 Amazon
WorkSpaces. [TepBonavanbsubliii ucxoasamuii mopt UDP umeer Homep 55002.)
[TogxroueHme 11 MOTOKOBOM Iepefavy JaHHBIX (TOPTHI tep u udp ¢ HoMepom
4172) mudpyeTcs ¢ UCHOIb30BaHNEM 128- u 256-6uTHbIX udpoB AES, ogHako
10 YMOJTYAHUIO HCIIOJIb3yeTcs 128-0utHoe mudpoanue. C IOMOIbIO
rpynmoBoi nonuTtuku Active Directory ais PCoIP MmoxHO SsBHBIM 06pa3om
U3MEHUTD 3Ty HACTPOUKY U YCTAHOBUTH 256-0uTHOE mudpoBanue (pcoip.adm).

Kaxzprii cepsuc Amazon WorkSpace nmeer aBa ceteBbIx HHTEpQeica: OCHOBHOU
ceTeBO nHTEpdelic U ceTeBoU nHTepdeic yIIpaBaeHus.

OcHoBHOU ceTeBoU nHTEp(delic obeclieunBaeT MOAKIIOUEHNE K pecypcaM BHYTPHU
VPC, Brurogas sioctymt kK AWS Directory Service, THTepHETY ¥ KOPITIOPAaTUBHOU
cetr. MOXKHO IPUKPENUTD TPYIIIHI 6€30IMACHOCTH K OCHOBHOMY CETEBOMY
nHTepdelicy (kak k mobomy unrepdeiicy ENI). KonnentyaabHO MBI pa3jinyaeM
TPyl 6€30MMaCHOCTH, IPUKPEIIsAieMble K 3ToMy uHTepdeticy ENI ¢ yuetom
obJtacT pa3BepThIBaHUA: rpymma 6e3omacHocT WorkSpaces u rpymib
6e3omacHoctu ENT.
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CeTeBou NHTepdeNc ynpasneHus

HeB03M0:XHO KOHTPOJIMPOBATh CETEBOU MHTEP(eC yIpaBaeH!s Yepe3 IPYIIbl
6e301acHOCTH, OZJTHAKO /11 GJIOKUPOBAHMSA IOPTOB U KOHTPOJIA JOCTYTa MOXKHO
HCIIOJIb30BaTh cepBepHbIN Opanamaysp B WorkSpace. He pekomenyetcs
HaylaraTh OTPAaHUYEHUs Ha ceTeBOU nHTepdelic ynpasieHus. Eciu npuHATO
pelieHue o 7006aBJIeHNU IIPABUJI CEPBEPHOTO OpaHaAMayspa A1 yIpaBieHus
3TUM HUHTepdercoM, HeoOX0AUMO OYZET OCTABUTh HECKOJIBKO ITOPTOB
OTKPBITHIMU, UTOOBI cepBrc WorkSpaces MOT yIIpaBJisiTh COCTOSTHUEM

1 JOCTYIIHOCTBIO CHCTEMBI, KaK OIpeziesieHo0 B PYKOBOJICTBe 110
anMuHuCTpUpoBaHUi0 Amazon WorkSpaces.

I'pynmna 6e30macHOCTH MO YMOJIYAHUIO CO3AAeTCA IS KaKA0ro cepBuca AWS
Directory Service u aBromaTuuecku npukpensercs ko Bcem WorkSpaces,
KOTOPbIE OTHOCATCA K KOHKPETHOMY KaTaJIory.

Kak u B cityqae c j1ir060¥ Apyroii rpymmoi 6e301acHOCTH, MOXKHO U3MEHHUTH
mpaBuia rpymmbl 6e3omacHocTd WorkSpaces. BHeceHHbIE N3MEHEHUS BCTYIAIOT
B CUJIy HEeMeJJIeHHO.

MoKHO Tak:Ke U3MeHUTH rpymiy 6e3onacHoctr WorkSpaces o ymosryanuto,
npukperuieHHy0 kK AWS Directory Service, i3MeHHUB CBSI3b CPYIIIT 0€301aCHOCTH
WorkSpaces.

IIpumeuanue. BHOBb co3/iaHHas rpymma 6e301MacHOCTH OyIeT
IIpUKpeIIeHa Toabko K WorkSpaces, co3aBaeMbIM WU
IlepecTpanBaeMbIM Mocjie MOAUGUKAIIUY.

[‘pynnbl 6e3onacHocTn ENI

ITockosibKy OCHOBHOM ceTeBoU nHTepdeiic — 3To 00bruHbIi nHTEepdeiic ENI, ero
HAaCTPOMKON MOXKHO YIIPAaBJIATH C UCIOJIb30BAaHNEM PAa3HBIX CPE/ICTB yIIPaBJIEHUA
AWS (cm. paszen duactuunble ceteBble nHTEpPderickl (ENI)). B vactHOCTH,
Haiigure IP-aapec WorkSpace (Ha crpanune WorkSpaces koHcosin Amazon
WorkSpaces), a 3aTem ucnosipsyiite 3ToT IP-azipec B kauecTBe GUIbTpa, YTOOBI
HaiiTu cooTBeTcTByIomMi nHTEpdetic ENI (B passene «CereBbie mHTEP(EUCHI»
Ha KoHcosii Amazon EC2).
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Haiina unrepdeiic ENI, M0o:XHO yIpaBiaTh rpynmnaMu 6€301macHOCTH
HEIIOCPE/ICTBEHHO 13 Hero. Eciu rpynmnbl 6€30macHOCTH HA3HAYAIOTCS
OCHOBHOMY ceTeBOMY HHTepdeicy BpyUHYI0, yUUThIBaiTe TpeOOBAHUS ITIOPTOB
Amazon WorkSpaces, ykazannsie B pazzesne CBenenns 06 Amazon WorkSpaces.

Q) | search : 172.16.0.63 J

@ Name Network intet

™ eni-68b53313

Network Interface: eni-68b53313

Details Flow Logs Tags

Network interface ID
VPCID
MAC address

Security groups

Status

Detach

rfi «+  SubnetID VPC ID

subnet-27accB42  vpc-3910825¢

eni-68b53313
vpc-3910825¢
02:54:e0:12:28:15

d-926739d5dc_workspacesMembers ,
WindowsRemoteAccess-SG . view
rules

in-use

Private DNS -
Secondary private IPs -

Attachment ID
Attachment owner
Attachment status

Owner ID

eni-attach-7bb4c00
180699916525
attached
180699916525

AssocationID -

Actions v

Zone

us-west-2a

Subnet ID
Availability Zone
Description

Owner ID

Primary private IP

Security groups

d-926739d5dc_work...

L - I
2] 1to10f1
Description Instance ID
Created By Am...
mEE

subnet-27acc642
us-west-2a

Created By Amazon Workspaces for

AWS Account 1D —

172.16.0.63

Pubic 1P

Source/dest. check
Instance ID

Device index

Delete on termination

true

1

false

AllocationID -

PucyHoxk 12. YupasjieHue CBA3SIMHU IPYII 0€30IMaCHOCTH

B kaxxnom Amazon WorkSpace noarorosien kopHeBoi ToM (uck C:) u Tom
moJib3oBaresis (muck D:). ®yakiusa mudpoBanus ganHbix WorkSpaces
IT03BOJISAET MIMGPOBATh ATH TOMA I10 OT/IETbHOCTH WJIM BMECTE.

YTto wndpyetca?

[MMudpyrorea coxpaHeHHBIE JaHHbIE B COCTOSIHUY IIOKOA, JUCKOBBIE OIlepaniu
BBO/Ia-BbIBOJIA B TOME U CHUMKHU COCTOSTHUA 3aIIU(PPOBAHHBIX TOMOB.
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Korga npoucxogut wndgposaHne?

Cnenyet ykazaTh HE0OX0IMMOCTD I poBaHUsA JaHHBIX B WorkSpace Bo Bpemst
3amycka (co3manust) WorkSpace. Toma WorkSpaces mosxHo 3arugpoBaTh
TOJIbKO Ha 9Talle 3allycKa cepBepa: Mocjie 3TOr0 U3BMEHUTH cTaTyc MG poBaHUA
TOMAa HEBO3MOXKHO. PUCYHOK 13 ITOKa3bIBaeT CTPAHUILY KOHCOJIN Amazon
WorkSpaces, Ha KOTOPO# MOKHO BbIOPATh PEKUM UG POBAHUS IIPH 3AITyCKE
HoBoro WorkSpace.

Step 1: Select Directory Encryption

Step 2: Identify Users ‘You can choose to optionally encrypt the storage volumes in your WorkSpaces. To configure volume encryption you need to use KMS keys in
your account. You may use the IAM console to create additional KMS keys. To learn more about encryption on WorkSpaces, please see our
Step 3: Select Bundles documentation here.

Step 4: WorkSpaces Configuration O

Username Root Volume (C: Drive) Encryption User Volume (D: Drive) Encryption Encryption Key

Admin alias/aws/workspaces B

Pucynoxk 13. lllndpposanue romoB WorkSpaces

Kak wundpyetcsa Hosbi cepsuc WorkSpace?

[ITudposanme nanabix WorkSpaces M0OKHO BhIOpaTh Ha KOHCOJITM Amazon
WorkSpaces, B uatepdetice komanaHo# ctpoku AWS wiu ¢ momoinsio API
Amazon WorkSpaces B MomeHT 3amycka HoBoro WorkSpace.

Jlns mudpoBanus TomoB Amazon WorkSpaces UCIIOIb3yeT IrJIaBHBIN KITI0Y
kiauenTa (CMK) u3 cepsuca AWS Key Management Service (KMS). I'staBHBIHI
k104 kianeHTa AWS KMS 1o ymosigaHuio co3aeTcsa Ipyu IepBOM 3alrycKe
WorkSpace B perunone (KJIr04u KJIueHTa UMEIOT 00J1aCTh IEHCTBUSA — PETUOH
AWS). KpoMme TOro, MO:KHO CO371aTh YIIpaBJisieMblii KiineHToM kiou CMK

Y UCII0JIB30BaTh ero ¢ 3amudpoBanabiMu WorkSpaces. Kirou CMK
HCIOJIb3yeTcs 1A MNU(POBaHUA KII0UEN JaHHBIX, C IOMOIIIBI0 KOTOPBIX CEPBUC
Amazon WorkSpaces mmdpyer Toma (B cTporom cMbicsie ToMa MG PYOTCA
cepsucom Amazon Elastic Block Store (Amazon EBS)). Kaxkasrit xorrou CMK
MOXKHO HCIIOJIb30BaTh /I MIU(POBAHUSA KIIOUEH B HECKOJIBKUX (10 30)
WorkSpaces.
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ITpumeuanue. Co3/iaHue M0JIb30BATEIbCKUX N300paKeHUH U3
samugpoBanHoro WorkSpace B HacTosiIee BpeMs He
noaaep:kuBaercsa. Kpome toro, moaroroska WorkSpaces,
3aIylleHHOIO C BKJIIIOYeHHBIM MU POBaHUEM KOPHEBOT'O TOMA,
MOKET 3aHUMaTh JI0 OZTHOTO Jaca.

[ToxpobHOe onmcanue nporecca mudpoBanus WorkSpaces cm. B pazzaesne O630p
murdpoBanna gaHHbpIX B Amazon WorkSpaces ¢ ncnosib3oBanunem AWS KMS.
JlonmoytTHUTEIbHBIE CBEJIEHMA O IJIaBHBIX Kodax kiareHTa AWS KMS u kirogax
JIAHHBIX CM. B paszzesne PYHKIIMOHUPOBAHUE CITY>KOBI VIIPABJIEHUS KJIFOYaMU
AWS.

MOHWUTOPUHI 1 BedeHNE XypHarna
c ucnonb3oBaHnem Amazon CloudWatch

MOHHUTOPUHT — HEOTheMJIEMAS YaCTh JIIOO0H NHPPACTPYKTYPHI (CETH, CEPBEPOB
WK JKypHasioB). KitmeHTsl, pazBepThiBamoliue Amazon WorkSpaces, 10JKHBI
OCYIIECTBJ/IATH MOHUTOPUHT Pa3BEPThIBAHNU, B YACTHOCTH KOHTPOJITPOBATH
oblIiee COCTOSTHUE U CTaTyC MOAKII0YeHHA OTAeabHBIX WorkSpaces.

Metpuku WorkSpaces B CloudWatch nmpemocrasisior agaMuHACTpaTOpam
JIOTIOJTHUTEIbHBIE CBeJIEHU 00 0011[el paboTOCIIOCOOHOCTH U COCTOSTHUH
MOAK/TIOUEHHs OTAeIbHBIX WorkSpaces. JIoCTyIIHBI METPUKH KaK JJIsl OTAEIbHBIX
cepBucoB WorkSpace, Tak u 7715 Bcex cepBrucoB WorkSpaces B opraHusamuu

B cocTaBe BbIOpaHHOTO Katasiora (AD Connector, cm. pazden
«Hoenmuduxauusn»).

9Ttu MeTpukH, Kak u Bce Metpuku CloudWatch, orobpazkarorcst Ha koHCOIH
yrapasyienuss AWS (pucyHok 13). ZlocTyn K HUM ocyIecTsisieTcs yepe3 API,

a MOHUTOPHHT 3THX METPHK — C UCIIOJIb30BaHueM npeaynpexaennii CloudWatch
1 CTOPOHHUX UHCTPYMEHTOB.
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Title: ConnectionAttempt (Count), ConnectionFailure (C =~ Sum v 5 Minutes ~ I

bB®m @@

S

7/08 7/08 708 7/08 7/08 7/09
19:00 20:00 21:00 22:00 23:.00 00:00
Left axis units: Count Right axis units: Count

[ ConnectionAtternpt [B] ConnectionFailure [ ConnectionSuccess

Pucynoxk 14. Merpuku CloudWatch — ConnectionAttempt/ConnectionFailure

ITo yMoT9aHUIO BKJIFOUEHBI U JIOCTYITHBI 0€3 JOTIOJTHUTETbHOM TIJIaThI
CJIeAYIOINE METPUKH.

JlocTymHO: KoytmuecTBO cepBrcoB WorkSpaces, pearupyromux Ha
IIPOBEPKY COCTOSTHUS.

HeucnpaBHO: kosinmdyecTBO cepBrucoB WorkSpaces, KOTopbie He
pearupyioT Ha 3Ty IPOBEPKY COCTOSTHUA.

ConnectionAttempt: KoJIM4ecTBO CJIeJITAaHHBIX MOMBITOK ITOTKITIOYEHHUS
k WorkSpace.

ConnectionSuccess: KOJIMUeCTBO YCIIENTHBIX IMOMBITOK MOIKTIOUEHMUS.
ConnectionFailure: kosimyecTBO Hey/TaUHBIX MOMBITOK OIKTIOYEHHUS.

SessionLaunchTime: Bpems, 3aTpaueHHOE Ha 3aIyCK CEaHca
(o usmepenusam kiareHTa WorkSpaces).

InSessionLatency: BpemMs nmpuema-nepegauyu Mexxay KIHEHTOM
WorkSpaces u cepsucamu WorkSpaces (1o uamepeHusm u JaHHbIM
KJINEHTA).

SessionDisconnect: K011YecTBO THUIIMUPOBAHHBIX I10JIb30BATEIEM
¥ aBTOMAaTUYECKU 3aKPBIThIX CEAHCOB.

Kpome Toro, kak 1oka3aHo Ha pUCYHKE 15, MOKHO CO3/1aBaTh U CBOU
IpeayIpeKJeHus.
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Create Alarm X
1. Belect Meiric 2. Define Alarm
Alarm Threshold Alarm Preview
Provide the details and threshold fior your alarm. Use the graph on the right 1o help set This adarm will trigger whan the blue line goes up
the appropriate thieahold, 10 or above the red ine for 8 duration of 15
minutes
Mame: ws-Connection-Fail-Alarm-d-926731
ConrectionFalure »= 1
Description: Connection failure when signing inta ¥ .
Whenaver: ConnectionFailune &
us
(£
5
for: |3 consecutive periodis) - - S
220 .
Actions Namespace: AWS\WorkSpaces
Defing what actions drs takin when your slarm changes stats. Directoryld: o 926731855
MNetification Coiwe Metric Name: | ConnectionFailure
Whanever this alarm:  State is ALARM
Period: it
Send notification 16:  Select a notification list % | New bst Entorsss @ 5 Minutes
Statistie:  sum
+ Naotification  + AutoScaling Action

Pucynoxk 15. Co3ganue npegynpexaenusa CloudWatch 06 ommbokrax mograoueHust

WorkSpaces

YcTpaHeHmne Henonaaok

OmnmcaHue CTaHAAPTHHIX MPO0JIEM aIMUHUCTPUPOBAHUS U TIPOOJIEM,
BO3HUKAIOIIUX B KJIMEHTAX, BPoie «f BIIKY ciieyrolee coobIeHre 00 OIIHOKe:
«BarremMy yCcTpOMCTBY He y/IaeTcsl IOIKJTIOUUTRCS K CITyK0e perucTpaum
WorkSpaces» i « HeBo3MO:kHO OAKTIOUNTHCA K WorkSpace ¢ MTHTEpaKTUBHBIM
OGaHHEpOM BXO/Ia» U T. /I.» MOXKHO HAWUTH HA CTPAHUIIAX, TOCBAIIEHHbBIX
YCTPaHEHHIO HETOJIAJIOK C KJIMEHTOM U HETIOJIa/IOK B aIMUHUCTPUPOBAHUH,
Pyxosodcmea no admurucmpuposaxuro Amazon WorkSpaces.

Yrto6w1 AD Connector MOT TOAKIIOUUTHCS K BalllEMY JIOKAJIbHOMY KaTaJIoTy,

B OpaH/IMayape Balllel JIOKaJIbHOU CeTU JOJIKHBI OBITH OTKPBITHI OIIPE/IeJIEHHbBIE
mopThI 115 6eckitaccoBoit azipecanuu (CIDR) B 06enx moacetsax VPC (cm. paszen
AD Connector). YTo6bI IPOBEPUTH BHINIOJIHEHHNE 3TUX YCIOBUH, BBITIOJTHUTE
CJIEAYIOIIHE IIIaTH.
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IIpoBepka mOAKJIIOYECHUSA

1. 3amycrtute 3k3eMIUIsIp Windows B VPC u noaxiirounTech K HeMy 4epes
RDP. OcranbHble maru BeIIOJIHAKTCA B nHCTaHce VPC.

2. 3arpysure U pachakyiite npumep npuioxeHus DirectoryServicePortTest.
B npumep npusiokeHus BKJIIOUEHBI HCXOAHBIN KO/ U (paliibl IPOeKTa
Visual Studio, moaTomy mmpu He0OXOAUMOCTH B IIPUJIOKEHHE MOKHO
BHECTU U3MEHEHUS.

3. B xomanaHo# cTpoke Windows 3amycTuTte mpuMep IPUIOKEHUS
DirectoryServicePortTest co cieayromumu napaMmeTpamu.

DirectoryServicePortTest.exe -d <gomeHHOe mMs> —-ip <IP-ampec cepBepa> -tcp
"53,88,135,139,389,445,464,636,49152" -udp "53,88,123,137,138,389,445,464"

<ﬂOM€HHO€7T/[MH>

<0OMeHHOoe_UuUMs>

[TostHOE TOMEHHOe NMs, UCIIOJIb3YIolIeecs /IS IPOBEPKU (PYHKIIMOHATBHBIX
YPOBHEHU Jieca U lIoMeHa. Eciiu ncKIiouuTh IoOMeHHOe UM, (PyHKITMOHATIbHBIE
YPOBHH T€CTUPOBATHCA HE OY/IYT.

<IP-adpec_cepsepa>

IP-agpec KOHTpOJLIEPa BAIIIEr0 JIOKAJILHOTO JlIoMeHa. [1opTe OyayT
IIPOTECTUPOBAHbI OTHOCUTEIBHO 3TOTO [P-azpeca. Ecau uckiarwounts [P-azpec,
IIOPTHI TECTUPOBATHCA HE OY/yT.

ITO MO3BOJIUT OIPEJIEINTD, OTKPBITHI I HeoOxoiuMble TOPTHI B VPC a1
BalIero JjoMeHa. IIpumep npusio:keHus Takxe IIpoBepseT MUHUMAaJIbHbIe
(pyHKIIMOHAILHBIE YPDOBHU Jleca U JIOMeHA.
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B okTsa6pe 2015 roga Amazon WorkSpaces 3atycTi BeO-caliT 1J1s1 IPOBEPKU
COCTOSTHUS NOAKIIOUEHUA. ITOT BeO-calT OBICTPO IIPOBEPSIET, JOCTYIIHBI JIM BAM
Bce HEOOXOIMMbIEe CepBUCHI U1 ucnoab3oBanust WorkSpaces. Kpome Toro, caiit
BBITIOJTHSIET IPOBEPKY MIPOU3BOIUTEIBHOCTH KaskI0ro peruona AWS, rie
pabotaetr WorkSpaces, u cooOI11aeT, B KAKOM pernoHe cepBuc OyieT paboTaTh
ObICcTpee.

3akno4dyeHune

ITo mepe TOro Kak OpraHU3aIUN CTPEMATCS JIEUCTBOBATH O0Jiee THOKO, JIydllle
3alUINATH CBOY JIAHHBIE U CITIOCOOCTBOBATH MOBBIIIIEHUIO POAYKTUBHOCTH CBOUX
COTPYAHUKOB, MbI Ha0JII0/TaeM CTpaTErMYECKHe U3MEHEHUS B BBIYUCTUTETbHbBIX
CUCTeMaX /IS KOHEUHBIX MT0JIb30BaTesel. MHOTHe MPenMyIecTBa 00JIauHbIX
BBIYHCJIEHUH aKTyaJIbHBI U JJIS BBIYUCJIUTETHHBIX CUCTEM JIJ1SI KOHEUHBIX
nmosib3oBaTesiel. IlepeHocs pabouue cTosibl B 061ak0 AWS ¢ moMoIpio Amazon
WorkSpaces, opranuzaiyi MOTyT OBICTPO MacCIITAOUPOBATH CBOU CHCTEMBI,
m06aBJssi pabOTHUKOB, IMOBBIIIATH YPOBEHD O€30IIACHOCTH, HE XpaHs IaHHbIE HA
yCTPOMCTBAX, U MPEIOCTABJIATH CBOUM CIEIUATUCTaM IIOPTaTHBHbBIE paboure
CTOJIBI C TIOBCEMECTHBIM JIOCTYTIOM C JIFOOOTO yCTPOMCTBA IO BHIOOPY
TIOJTb30BATEIA.

Amazon WorkSpaces npeaycmaTpuBaeT HHTErPAIHIO B cyliecTByomue T-
CUCTEMBI U IIPOIeCChl, U B 3TOM UH(POPMAIIMOHHOM JIOKYMEHTe BbI HaljleTe
PEeKOMEH/IAINH 10 BBITIOJTHEHUIO 3TOH 3a7aun. Cieyst HHCTPYKIIUAM B 3TOM
MHOPMAIIMOHHOM OIUCAHUH, BBl CMOKETEe ¢ MUHUMAJIbHBIMH 3aTpaTaMu
pa3BepHYTH 001auHble paboyuue CTOJIBI B IJI00aIbHON HHMpAcTpyKType AWS
¥ PaCIIUPSATH CUCTEMY 110 Mepe HEOOXOAUMOCTH.
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ABTOPCKUW KOSMEKTUB

JIaHHBIN JOKYMEHT ObLI OATOTOBJIEH IIPHU YYACTHHU CJIETYIOIHX JIHII.
e JlxxactuHu bpagim (Justin Bradley), apxurekTop pemnreruii, Amazon Web
Services

e Maxau Camxaamyp (Mahdi Sajjadpour), ctapiinii KOHCYJIBTaHT,
AWS Professional Services

e Maypunuo Mynos (Mauricio Munoz), apxurekTop pemieruii, Amazon Web
Services

[ononHutenbHasa nutepaTypa

Cwm. JAOIIOJTHUTEJ/IbHBIEC CIIPABOYHBIE CBE€ACHUA B CJICAYIOIIUX HCTOYHHUKAX!:

e YcrpaHeHUe HeloJaJiok B aaMuauctpupoBanuu AWS Directory Service

° yCT[QaHeHI/Ie HEII0JIAZIOK B AAMUHUCTPHUPOBAHN N Amazon WorkS[zaces

e YcrpaHeHue HenoJsaZiok ¢ kanearoMm Amazon WorkSpaces

e PykoBojicTBO 10 aiMuHKCcTpUpOoBaHuio Amazon WorkSpaces

° PykoBosicTBO paspaborunka Amazon WorkSpaces

° Iognep:xuBaeMple IIaTHOPMBI M YCTPOUCTBA

o Hcnonw3oBanus AWS KMS B Amazon WorkSpaces

e CrpaBOYHUK I10 KOMaHIaM MHTepdenca KOMaHIHo! cTpoku AWS —
WorkSpaces

e Monutopunr metpuk Amazon WorkSpaces
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http://docs.aws.amazon.com/directoryservice/latest/admin-guide/admin_troubleshooting.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_troubleshooting.html
http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/client_troubleshooting.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_details.html
http://docs.aws.amazon.com/workspaces/latest/devguide/
http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/client_help.html#client_list
http://docs.aws.amazon.com/kms/latest/developerguide/services-workspaces.html
http://docs.aws.amazon.com/cli/latest/reference/workspaces/index.html
http://docs.aws.amazon.com/cli/latest/reference/workspaces/index.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/monitoring.html

