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1 Audience

This document is intended for technical staff and Value Added Resellers (VAR) with
installation and operational responsibilities. This configuration guide provides steps for
configuring SIPREC using FreePBX (Asterisk) and AudioCodes Mediant Virtual Edition
Session Border Controller to connect to Amazon Chime SDK Voice Connector for
streaming audio to Kinesis Video Streams (KVS). The audio can then be processed by services
such as Amazon Transcribe or Amazon Chime SDK Call Analytics to fulfill a number of
business purposes.

The information in this document is for informational purposes only. AWS does not
guarantee the accuracy of this document and AWS has no responsibility or liability for errors
or omissions related to this document. The document is subject to change without notice
and should not be construed as a commitment by AWS.

1.1 Amazon Chime SDK Voice Connector

Amazon Chime SDK Voice Connector is a pay-as-you-go service that enables companies to
make or receive secure phone calls over the internet or AWS Direct Connect using their
existing telephone system or session border controller (SBC). The service has no upfront fees,
elastically scales based on demand, supports calling both landline and mobile phone
numbers in over 100 countries, and gives customers the option to enable inbound calling,
outbound calling, or both.

Amazon Chime SDK Voice Connector uses the industry-standard Session Initiation Protocol
(SIP). Amazon Chime SDK Voice Connector does not require dedicated data circuits. A
company can use their existing Internet connection or AWS Direct Connect public virtual
interface for SIP connectivity to AWS. Voice connectors can be configured in minutes using
the AWS Management Console or Amazon Chime SDK Voice Connector API. Amazon Chime
SDK Voice Connector offers cost-effective rates for inbound and outbound calls. Calls into
Amazon Chime SDK Voice Connector meetings, as well as calls to other Amazon Chime SDK
Voice Connector customers are at no additional cost. With Amazon Chime SDK Voice
Connector, companies can reduce their voice calling costs without having to replace their
on-premises phone system.
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2 SIP Trunking Network Components

The network topology for the SIPREC lab configuration is illustrated below. Customers
should substitute their own configuration settings where appropriate.

Amazon Chime SDK
Voice Connector

@

SIP/UDP/TLS

e
—s

Amazon Kinesis
Video Streams

AWS AI/ML services
(out of scope)

FreePBX 16.0.40.4 Astenisk 20.4.0
172.16.X.X

SIP/UDP/TLS

VE SBC

SIP/UDP

1
® 0 0

PBXUsert  pBX User2 PBX Userd

SIP/UDP

AudioCodes Mediant
v7.40A.500.017

.

SIPIUDP

N

Figure 1: Network Topology
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The signaling and media flow is illustrated below:

—»  SIP Signaling Path

| RTP Media Path

- SIPREC Signaling Path Amazon Chime SDK AWS AUML services
Voice Connector (out of scope)
44444 > SIPREC Media Path
||| I 1" ¥
3 /@
A A Amazon Kinesis
Video Streams
SIP ' R
SIPREC | | | SIPREC

FreePBX 16.0.40.4 Asterisk 20.4.0

SIP

-
RTP

AudioCodes Mediant
VE SBC
v7.40A.500.017

SIP
PSTN
>

‘ RTP

e 0 0

LAB Network
PBX Usert PBX User2 PBX Userd

\d

Figure 2: Signaling and Media Flow

2.1 Hardware Components

e VMWare server running ESXi 7.0 or later used for the following virtual machine
o FreePBX Asterisk

e VMWare server running ESXi 6.7.0 or later used for the following virtual machine
o AudioCodes Mediant VE SBC
e Polycom IP Phone(s)

o VVX 150
o VVX250
o SoundPoint IP 650

2.2 Software Requirements

e FreePBX 16.0.40.4 Asterisk 20.4.0
e AudioCodes Mediant VE SBC v7.40A.500.017
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3 Features

3.1 Features Supported and Not Supported

Table 1 — Supported and Not Supported Features

SL. No. Features/Services Supported
1 Basic Calls v
) Call Hold and Resume v
3 Attended Transfer v
4 Blind Transfer v
5 External Transfer v
6 Internal Conference v
7 External Conference v
8 Call Queueing v
9 Consultation v
10 Extended Consultation v
11 Multi-party Conference v
12 Emergency Calling v
13 International Calling v

3.2 Features Not Tested

¢ None

3.3 Caveats and Limitations

e There is no re-invite from PBX while the call is placed on HOLD. The recording is not
paused and the music on hold is recorded. This observation is applicable to Transfer
and Conference scenarios where the call hold feature is involved.

e SIPREC metadata is not updated for the internal transfer and internal conference
scenarios.
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4 Configuration

The specific values listed in this guide are used in the lab configuration described in this
document and are for illustrative purposes only. You must obtain and use the appropriate
values for your deployment. Encryption is always recommended if supported.

4.1 Configuration Checklist

This section presents an overview of the steps that are required to configure FreePBX
Asterisk and AudioCodes SBC for SIPREC using SIP Trunking with Amazon Chime SDK Voice

Connector.
Table 2 — PBX and SBC Configuration Steps
Steps Description Reference
Step 1 FreePBX Asterisk Configuration Section 4.2
Step 2 AudioCodes SBC Configuration Section 4.3
Step 3 Amazon Chime SDK Voice Connector Amazon Chime SDK
Configuration Voice Connector
Step 4 Amazon Kinesis Configuration Amazon Kinesis
Configuration
Step 5 Amazon Chime SDK Call Analytics configuration [ Amazon Chime SDK Call
Analytics configuration
11 Amazon Web Services



https://docs.aws.amazon.com/chime/latest/ag/voice-connectors.html
https://docs.aws.amazon.com/chime/latest/ag/voice-connectors.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/start-kinesis-vc.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/start-kinesis-vc.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/use-ca-with-vc.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/use-ca-with-vc.html

4.2 FreePBX Asterisk Configuration

This section, with screenshots taken from the FreePBX Asterisk system used for the
interoperability testing, gives a general overview of the PBX configuration.

4.2.1 FreePBX Asterisk Version

‘ | Admin H Applications || Connectivity || Dashboard || Reports || Settings || ucp |

System Admin

| PEX Version: 16.0.40.4 |
PBX Distro: 12.7.8-2306-1.5ng7
|Asterisk Version: 20.4.0

The System Admin module is an optional module that gives you the ability to manage different Operating System level settings, such as
Network Settings, HTTP and HTTPS Ports, Hostname, Email, and DNS settings, along with other useful features.

This module comes in 2 versions, a free version and a Pro (commercial) version.

This machine is not activated. The Free version of Sysadmin is only available to Activated machines.

For more information on the features of Sysadmin and Sysadmin Pro, please visit The FreePBX Wiki .

Figure 3: FreePBX Asterisk Version
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4.2.2 Extensions

The Extension module is used to set up the extension number, the name of the extension,
the password, voicemail settings for the extension, and other options.

Navigate to Application > Extensions = Add New SIP[Chan_Pjsip] Extension

e User Extension: Enter the Extension of the User
e Outbound CID: Enter the Outbound CID for the User

Y —— Cvepores ) _sevings J[_ver | B

Extension: 0072

€ General ” Voicemail H Find Me/Follow Me ” Advanced ” Pin Sets || Other |

= Edit Extension

This device uses PJSIP technology listening on Port 5060 (JDP), Port 5060 (TCP) ‘

Display Name © 0072

Outbound CID @ 0072

Emergency CID &

Secret @

= Language

Language Code @ Default v

= User Manager Settings

Linked to User 0072

Select User Directory: @ PEX Internal Directory v
Link to a Different Default User: @ 0072 (Linked) v
Username @ [ use Custom Username

Password For New User &

Groups @ (AN users %) ‘»l Submit || Reset H Delete ‘

Figure 4: Asterisk Extension

e The below screenshot shows the extensions created in the FreePBX Asterisk

.l Admin H Applications H Connectivity H Dashboard H Reports H Settings H ucp ‘ | iﬂ HEH I}

J’ All Extensions " Custom Extensions H DAHDiI Extensions H IAX2 Extensions ” SIP [chan_pjsip] Extensions ” Virtual Extensions ‘

‘ + Add Extension ~ ‘ ‘ ¥ Quick Create Extension ‘ Search - ‘ ]
] Extension Name ow DND FM/FM CF CFB CFU Type Actions =
[m] 0072 0072 [c4 m] [m} [m} m] u} pisip Zm
m} 0073 0073 4 ] (] (] (] (n] pisip o
] 0083 0083 = 8] o o ] (n} pisip =]

Figure 5: Asterisk Extension List
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4.2.3 Trunk

The Trunks Module is used to connect the FreePBX Asterisk system to another VOIP system
so that the calls can be sent out to and received in from that system.

Navigate to Connectivity = Trunks = Add Trunk = Add SIP (Chan_Pjsip) Trunk

Trunk Name: Enter a name for the Trunk

“ Admin H Applications H Connectivity H Dashboard H Reports || Settings H ucp ‘ |EHEH1|
( General H Dialed Number Manipulation Rules H pisip Settings |
|T“‘"'|k Name @ Trunk_to_Audiocodes |
Hide callerip @ ‘E“ E
Outbound CalleriD @ .
CID Options & Block Foreign CIDs Remove CNAM Force Trunk CID J
Maximum Channels &
Asterisk Trunk Dial Options @ o
‘. Override Ea
Continue if Busy @ ‘E“
Disable Trunk @ ‘E“
Monitor Trunk Failures @
‘IE“ »‘. Submit H Duplicate H Reset H Delete ]

Figure 6: Asterisk Trunk

Navigate to Pjsip settings > General

SIP Server: 10.64.X.X (IP of AudioCodes SBC's Network Interface towards the FreePBX

Asterisk)
SIP Server Port: 5060
Transport: 0.0.0.0-udp

‘l Admin H Applications H Connectivity H Dashboard H Reports H Settings H ucp ‘ |E||§‘ ‘E“
|’ General H Dialed Number Manipulation Rules ” pisip Settings ‘
PJSIP Settings
( General " Advanced H Codecs ) ?
Username Authentication Disabled
Auth username @ Authentication Disabled
Secret Authentication Disabled
Authentication @ ‘ Outbound ‘ Inbound | Both m
Registration @ ‘ send None
Language Code @ Default M
[siP Server @ 10.64
SIP Server Port @ 5060
Context @ from-pstn
[UEIEEETG 0.0.0.0-udp » | Submit H Duplicate H Reset H Delete

Figure 7: Asterisk Trunk Continuation
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Navigate to Pjsip settings = Codecs

Enable Ulaw
Click Submit

“ Admin H Applications || Connectivity H Dashboard H Reports || Settings H ucep ‘

‘I General ” Dialed Number Manipulation Rules " pjsip Settings |

PJSIP Settings

|, General H Advanced ” Codecs ]

Check the desired codecs, all others will be disabled. Drag to re-order.

1 B uiaw

1 O atew
7 Oer22
£ O opus
§ Oesm
7 Oerae

§ Uerze

1

[»l Submit I| Duplicate || Reset H Delete ]

Figure 8: Asterisk Trunk Continuation
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4.2.4 Outbound Route

The Outbound Route Module is configured to tell the endpoints registered in the PBX to

which numbers they are permitted to call and which Trunk to send the calls to.

Navigate to Connectivity 2 Outbound Routes &> Add Outbound Route
Route Name: Enter the Name for the Outbound Route

Trunk Sequence for Matched Route: Select the Trunk created

G ‘ Admin H Applications H Connectivity H Dashboard H Reports H Settings H uce ‘ ‘ -h ‘ ‘ Q H ﬂv “
Route Settings H Dial Patterns H Import/Export Patterns ” Notifications H Additional Settings
|Ruute Name © Outbound_to_Audiocodes |
Route CID © ‘ =
Override Extension @ |£n
Route Password @
Route Type @ | Emergency ‘ Intra-Company
Music @n Hold? @ default -
Time Match Time Zone: @ Use System Timezone
Time Match Time Group @ __Permanent Route— -
Trunk Sequence for Matched Routes @
4 Trunk_to_Audiocodes v
* =]
Optional Destination on Congestion @ Normal Congestion |
< ongestio [
Note: Extension Routes is not registered ‘ » I Submit ” Duplicate || Reset H Delete ‘

Figure 9: Asterisk Outbound Route

Navigate to Dial Patterns and add the below patterns and click Submit

For PSTN dialing
Prefix: 7
Match Pattern: 214XXXXXXX

For International dialing
Prefix: 2
Match Pattern: 01191 XXXXXXXXXX

For Short code dialing
Prefix: 1

Match Pattern: 511

16 Amazon Web Services



.l Admin ” Applications H Connectivity H Dashboard H Reports H Settings H UcpP l

Outbound Routes
Edit Route: Outbound_to_Audiocodes: Outbound_to_Audiocodes

Route Settings Dial Patterns M Import/Export Patterns ” Notificati H A

Dial Patterns that will use this Route

Pattern Help +

# Dial patterns wizards

(| prepend |} 1 I| | 511 / CallerlD 1] +&
( prepend |) | 2 | L] DTT9TXX0KKXKKXX /| | Callerip  |1| +®
(| prepend |} 7 [ [ 2140003XX ! CalleriD || +&
[
{»l Submit ” Duplicate H Reset H Delete ]

Figure 10: Asterisk Outbound Route Continuation
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4.2.5 Inbound Route

The Inbound Route module is configured to route the incoming calls in the FreePBX Asterisk
to the corresponding endpoints or the IVR or to the Call Queues or the other options

available in the inbound routes settings.

Navigate to Connectivity = Inbound Routes = Add Inbound Route

DID Number: Enter the Extension of the user

Set Destination: Select Extensions

‘ ‘ Admin H Applications H Connectivity H Dashboard H Reports || Settings H ucp ‘ |i‘ |§| ‘Il
Inbound Routes
Route: Inbound0072
£ Edit Extension 0072 (0072) p—
( General H Advanced H Privacy H?” Other ) =
Description @ Inboundo072
DID Number @ 0072
CalleriD Number @ AP
CID Priority Route @ |E“
Alertinfo @ None v
Ringer Volume Override @ None ~
CID name prefix @
Music On Hold @ Default v
Set Destination @ Extensions ~
0072 0072 » | Submit ” Reset H Delete

Figure 11: Asterisk Inbound Route

e The below screenshot shows the inbound routes created in the FreePBX Asterisk

“ Admin H Applications H Connectivity H Dashboard H Reports H Settings || ucp ‘

EICVED

Inbound Routes

‘ + Add Inbound Route |

DID (ol]:] Description Destination Actions
0072 Any Inboundoo72 Extensions: 0072 0072 @ w
0073 Any Inbound0073 Extensions: 0073 0073 & w
0083 Any Inboundo0s3 Extensions: 0083 0083 & w

Figure 12: Asterisk inbound Routes List
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4.3 AudioCodes SBC Configuration

This section, with screenshots taken from the AudioCodes Mediant VE SBC system used for
the interoperability testing, gives a general overview of the AudioCodes SBC configuration
for enabling SIPREC streaming to the AWS Chime SDK Voice Connector system for

interworking with FreePBX Asterisk and a SIP Trunk.

4.3.1 Network Interfaces

Two network interfaces are configured. One towards the FreePBX Asterisk and another

towards Amazon Chime SDK Voice Connector.

Navigate to Setup = IP Network = Core Entities > IP Interfaces

Mediant SW IP NETWORK
® SRD | A S
{2 NETWORK VIEW IP Interfaces (2)
CORE ENTITIES v m . - o

Ethernet Devices (2) INDEX NAME _Ar‘f_: EL'“T'D\‘ INTERFACE MODE  IP ADDRESS

Show 10 records per page

DEFAULT
GATEWAY

PREFIX LENGTH

O Entity, parameter, value

0]

SECONDARY DNs | ETHERNET

PRIMARY DNS SEVICE

Ethernet Groups (15)
0 etho OAMP + Media+ € IPvd Manual 10,64
Physical Ports (2)

1 sthi Media + Contral  IPvd Manual 10.80

Static Routes (0)

1064
10.80.

LAN_DEV
WAN_DEV

e ethO: IP interface towards FreePBX Asterisk

Figure 13: IP Interfaces List

e eth1: IP interface towards Amazon Chime SDK Voice Connector

19
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Name: ethO

4.3.1.1 LAN IP Interface

Application Type: OAMP + Media + Control
Ethernet Device: LAN DEV

Primary DNS: 10.87.X.X

Interface Mode: IPv4 Manual

IP address: 10.64.X.X

Default Gateway: 10.64.X.X

GEMERAL IP ADDRESS
Index nterface Mode
Name # | eth0 IP Address
Application Type QAMP + Media + Control hd Prefix Length
Ethernet Device #0 [LAN_DEV] v | View] Default Gateway
DNS
Primary DNS g I

Serv

Cancel EEUZRY

20

Figure 14: LAN IP Interface
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4.3.1.2 WAN IP Interface

Name: eth1

Application Type: Media + Control
Ethernet Device: WAN DEV
Primary DNS: 10.87.X.X

Interface Mode: IPv4 Manual

IP address: 10.80.X.X

Default Gateway: 10.80.X.X

faces fethl1]

GENERAL IP ADDRESS
Index Interface Mode Pv4 Manual »
Name s | ethl IP Address s | 1080
Application Type » | Media = Control v Prefix Length .| 24
Ethernet Device o| 1 [WaAN_DEV] v | View Default Gateway «| 10.80
DNS
I Primary DNS | 1087 I

Secondary DNS

Overwrite Dynamic DNS Servers

Cance APPLY

Figure 15: WAN IP Interface
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4.3.2 Media Realms

Media Realm is specified by a UDP port range and a maximum number of permitted media
sessions. Two Media Realms are configured- Internal (LAN) traffic and external (WAN) traffic.

Navigate to Setup > Signaling & Media - Core Entities Media Realms

Mediant SW SIGNALING & MEDIA O Entity, parameter, value
® SRD A -
{3} TOPOLOGY VIEW Media Realms (2)
CORE ENTITIES v
& Pzt s Sow v cecordsperpage o)
SRDs (1)
SIP Interfaces @) INDEX. NAME |PV4 INTERFACE NAME UDP PORT RANGE START ’NELiE‘IZEl\TL:éZ: EDl4 UDP PORT RANGE END DEFAULT MEDIA REALM
@ SESS s
= o 5 Yes
Proxy Sets (3) 0 LAN_Realm etho 6000 100 8399 s
) 1 WAN_Realm eth1 50000 100 50399 No

Figure 16: Media Realms List

4.3.2.1 Media Realm LAN

Name: LAN Realm

IPv4 Interface Name: eth0

UDP Port Start Range: 6000
Number of Media Session Legs: 100

Default Media realm: Yes

alms [LAN Realm]

GENERAL QUALITY OF EXPERIENCE

Index 0 QoE Profile - w  \View
I MName ® | LAN_Realm I Bandwidth Profile B v View

Topology Location Down ~

IPv4 Interface Name . #0 [eth0] v | Vie

UDP Port Range Start « | 6000

Number Of Media Session Legs = | 100

UDP Port Range End

I Defauk Media Realm » | Yes v I

Used By Routing Server Not Used v

Cancel QEUIZRY

Figure 17: Media Realm for LAN Interface
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4.3.2.2 Media Realm WAN

Name: WAN Realm

IPv4 Interface Name: eth1

UDP Port Start Range: 50000
Number of Media Session Legs: 100

GEMNERAL QUALITY OF EXPERIENCE

Index QoE Profile - v | View
Name o | WAN_Realm Bandwidth Profile E v | View
Topology Location . Up ~

IPvé Interface Name . #1 [eth1] v | Viey

UDP Port Range Start « | 50000

Number Of Media Session Legs .| 100

UDP Port Range End
Default Media Realm No v

Used By Routing Server Mot Used A

Cance APPLY

Figure 18: Media Realm for WAN Interface
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4.3.3 SRD
Default Signaling Routing Domain (SRD) is used.

Navigate to Setup - Signaling & Media > Core Entities >SRDs

Mediant SW SIGNALING & MEDIA O Entity, parameter, value
® SRD Al .

{2} TOPOLOGY VIEW SRDs (1)

CORE ENTITIES v

a Pt o1 Sow S recontsperpoge o]
SRDs (1)
SIP Interfaces (2) INDEX NAME SHARING POLICY SBC OPERATION MODE SBC ROUTING POLICY MAX NUMEER OF USER SECURITY MODE
REGISTERED USERS
Media Realms (2)

Proxy Sets (3) I 1 defaultsRD (#1) Shared B2BUA defaulitsBCRoutingPolicy -1 Accept All I

Figure 19: SRD

SROs [defauleSRD]

GENERAL REGISTRATION

Index Max. Number of Registered Users -1

Name » | defaultSRD User Security Mode Accept Al v
Sharing Policy Shared hd Enable Un-Authenticated Registrations Enable A
SBC Operation Mode B2BUA v

SBC Routing Policy #0 [defaultSBCRoutingPolicy v | View

Used By Routing Server Mot Used A

Dial Plan - ¥ | View

CAC Profile - - | View

Cancel APPLY

Figure 20: Default SRD
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4.3.4 SIP Interfaces

A SIP Interface defines a local, listening port number and type (e.g., UDP), and is assigned
with an IP network interface for SIP signaling traffic.

Navigate to Setup > Signaling & Media > Core Entities > SIP Interfaces

Mediant SW SIGNALING & MEDIA O Entity, parameter, value
® SRD | A .

{2} TOPOLOGY VIEW SIP Interfaces (2)

& P ol ow o e peroeze o]
SRDs (1)
SIP Interfaces (2) . NETWORK APPLICATION - - ENCAPSULATING

INDEX NAME SRD NTEREACE s UD® PORT TCR PORT TLS PORT oo MEDIA REALM

Media Realms (2)
Proxy Sets (3) |
IP Groups (4)

CORE ENTITIES v

o LAN_Interface defaultSRD (#1] ethQ SBC 5060 5060 5061 No encapsulation  LAN_Realm |

1 WAN_|nterface defaultSRD (#1] ethl 5BC 5060 5060 5061 No encapsulation  WAN_Realm

Figure 21: SIP Interfaces List

4.3.4.1 SIP Interface LAN

Name: LAN Interface
Network Interface: ethO
Application Type: SBC
UDP Port: 5060

TCP Port: 5060

TLS Port: 5061

Media Realm: LAN Realm

P Interfaces fLAN Interface]

SRD #1 [defaultSRO] hd
GENERAL MEDIA
Index 0 I Media Realm . #0 [LAN_Realm] - | view
I MName » | LAMN_Interface I Direct Media Disable ~
Topology Location Down b MSRP TCP Port 0
Network Interface . #0 [eth0] - | Vier MSRP TLS Port 4
Application Type SEC ~
UDP Port 5060 SECURITY
TCP Port 5060
° " TLS Context Name . - v | View
TLS Port 5061
TLS Mutual Authentication v
SCTP Port 0
Message Policy - v View
SCTP Secondary Network Interface - ¥ | View
User Security Mode Nor Configured hd

Figure 22: SIP Interface LAN
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Additional UDP Ports
Additional UDP Ports Mode
Encapsulating Protoco!
Enable TCP Keepalive

Used By Routing Server
Pre-Parsing Manipulation Set

CAC Profile

CLASSIFICATION
Classification Failure Response Type
Pre-classification Manipulation Set 1D

Call Setup Rules Set 1D

Always Open
No encapsulation
Disable

Not Used

Enable Un-Authenticated Registrations Mot configured

Max. Number of Registered Users -1

| View

¥ | View

Cancel APPI
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4.3.4.2 SIP Interface WAN

Name: WAN Interface
Network Interface: eth1
Application Type: SBC
UDP Port: 5060

TCP Port: 5060

TLS Port: 5061

Media Realm: WAN Realm

SRD #1 [defaultSRD] -
GENERAL MEDIA
Index | Media Realm . #1 [WAN_Realm] v | view
I Name * | WAN_Interface I Direct Media Disable v
Topology Location s Up v MSRP TCP Port 0
Network Interface . #1 [eth1] v | View MSRP TLS Port 0
Application Type SBC v
UDP Port 5060 SECURITY
TCP Port 5060 Uit
° ' TLS Context Name - - - | View
TLS Port 5061 .
LS Mutual Authentication b
SCTP Port 0
Message Policy E - | View
SCTP Secondary Network Interface - w | View
User Security Mode Not Configured “
Additional UDP Ports _
Enable Un-Authenticated Registrations Not configured v
Additional UDP Ports Mode Always Open v
Max Number of Registered Users
Encapsulating Protocol Mo encapsulation v
Enable TCP Keepalive Disable hd

Used By Routing Server Mot Used v
Pre-Parsing Manipulation Set - ¥ | View
CAC Profile - ¥ | View
CLASSIFICATION

Classification Failure Response Type 500

Pre-classification Manipulation Set D

Call Setup Rules SetID

Cancel QRSN

Figure 24: SIP Interface WAN
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4.3.5 Proxy Sets

A Proxy Set defines the address (IP address or FQDN) and transport type (e.g., UDP or TCP)
of a SIP server. The Proxy Set represents the destination of the IP Group configuration entity.

Navigate to Setup = Signaling & Media = Core Entities > Proxy Sets

Mediant SW SIGNALING & MEDIA O Entity, parameter, value

® SRD | A -

£} TOPOLOGY VIEW Proxy Sets (3)
CORE ENTITIES v
m Page 1 of 1 Show 10 % records per page D
SRDs (1)

SIP Interfaces (2)

INDEX NAME SRD SBC IPV4 SIP INTERFACE

[ﬁof" KEEP-ALVETIME  pepunDANCY MODE PROXY HOT SWAP MODE

Media Realms (2)

1 PBX_Proxy defaultSRD (#1) LAN_Interface 60 Disable
Proxy Sets (3) N

PSTN_Trunk_Proxy defaultSRD (#1) WAN_Interface 60 Disable
IP Groups (4) - - ; -

3 Amazon_Siprec_Proxy defaultsRD (#1) WAN_Interface 60 Enable

CODERS & PROFILES v

Figure 25: Proxy Sets List

4.3.5.1 PBX Proxy Set
This proxy set points to the FreePBX Asterisk system
Name: PBX Proxy

SBC IPv4 SIP Interface: LAN Interface
Proxy Keep-Alive: Using Options

Proxy Sets [PBX_Proxy]

SRD #1 [defaultSRD] v
GENERAL REDUNDANCY
Index Redundancy Mode v
Name « PBX_Proxy Proxy Hor Swap Mode Disable v
SBC IPv4 SIP Interface - #0 [LAN_Interface] - | Vie Proxy Load Balancing Methad Disable v
TLS Context Name . v | view Min. Active Servers for Load Balancing
ADVA

KEEP ALIVE 2

I Proxy Keep-Alive o | Using OPTIONS v I Classification Input IP Address only A
Proxy Keep-Alive Time [sec] 60 DHS Resolve Method ~
Keep-Alive Failure Responses Accept DHCP Proxy List Disable v
Success Detection Retries 1 TLS Remate Subject Name
Success Detection Interval 10 Peer Host Name Verification Mode Use Global Settings A
Failure Detection Retransmissions 1

Cancel QEUZR

Figure 26: Proxy Set PBX
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4.3.5.2 PSTN Proxy Set
This proxy set creates an outbound PSTN route for call testing and uses a third party PSTN
provider.
Name: SIP Trunk Proxy

SBC IPv4 SIP Interface: WAN Interface
Proxy Keep-Alive: Using Options

~
-
SOC Pk 5P interface . B [WAN_tterlace v Ve Loaa Bats . e &
LS Cortext Namw v View Mir Actve Servers for Load Balancieg
ADVANCE
KEEP ALIVE \DVANCED
I Proxy Keep-Alive « | Using OPTIONS v Classification Input IP Address only hd
Proxy Keep-Alive Time [sec] DNS Resalve Method ~
Keep-Alive Fallure Responses Accept DHCP Proxy List Disable ~
TLS Remote Subject N
Success Detection Retries L5 Remote Subject Name
Success Detection Interval Peer Host Name Verification Mode Use Global Settings v
Failure Detection Retransmissions 1
Cancel QEGIERS

Figure 27: Proxy Set PSTN
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SBC IPv4 SIP Interface: WAN Interface

4.3.5.3 Amazon SIPREC Proxy Set

This proxy set points to the Amazon Chime SDK Voice Connector and is used for SIPREC
transport.

Name: Amazon Siprec Proxy

Proxy Keep-Alive: Using Options
Proxy Hot Swap Mode: Enable

ts [Amazon_Siprec_Proxy]

I SRD #1 [defaultSRO)] - I
GENERAL REDUNDANCY
Index Redundancy Mode hd
Name | Amazen_Siprec_Proxy I Proxy Hot Swap Mode s Enable vI
SBC IPv4 SIP Interface . #1 [WAN_Interface] ¥ | Viey Proxy Load Balancing Method Disable v
TLS Context Name w | View Min. Active Servers for Load Balancing 1
KEEP ALIVE ADVANCED
I Prowy Keep-Alive » Using OPTIONS v I Classification Input IP Address only v
Proxy Keep-Alive Time [sec] 60 D5 Resolve Method v
Keep-Alive Failure Responses Accept DHCP Proxy List Disable A
Success Detection Retries 1 TLS Remote Subject Name
Success Detection Interval 10 Peer Host Name Verification Mode Use Global Settings A

Failure Detection Retransmissions

Cancel QNN
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4.3.6 Proxy Address

Navigate to Setup = Signaling & Media = Core Entities > Proxy Sets
Select the Proxy set and click proxy address at the bottom

4.3.6.1 PBX Proxy Address

Proxy Address: 172.16.X.X:5060
Transport Type: UDP

GEMERAL

Proxy Address e 17216 5060

Transport Type « | UDP b
Proxy Priority 0

Proxy Random Weight o

Figure 29: Proxy Address PBX

4.3.6.2 PSTN Proxy Address

Proxy Address: 10.80.X.X:5060
Transport Type: UDP

GEMERAL
ndex
Proxy Address e | 10.80. 5060
Transport Type s UDP v
Proxy Priority ]

Proxy Random Weight J

Figure 30: Proxy Address PSTN
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4.3.6.3 Amazon Proxy Address

Proxy Address: gdnblgxxxxxxxxxxxxxxxx.voiceconnector.chime.aws:5060 (FQDN of Amazon
Chime SDK Voice Connector Trunk)

Transport Type: UDP

GEMERAL

ndex
Proxy Address » | gdnblg ) ) :5080
Transport Type » |LUDP b
Proxy Priority 0

Proxy Random Weight 0

Figure 31: Proxy Address Amazon SIPREC
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4.3.7 Coder Groups

The Coders Group is configured to determine the audio (voice) coders used for calls.

Navigate to Setup > Signaling & Media > Coders & Profiles > Coders Groups

Mediant SW

®® w0 a v

£} TOPOLOGY VIEW

CORE ENTITIES v

SRDs (1)
SIP Interfaces (2)
Media Realms (2)
Proxy Sets (3)
IP Groups (4)
CODERS & PROFILES. v

1P Profiles (3)
Coder Settings
Allowed Audio Coders Groups (2)
Allowed Video Coders Groups (0}

SIGNALING & MEDIA

Coders Groups (1)

EoEa -

INDEX

Page 1 aofl

NAME

Show 10 % records per page

O Entity, parameter, value

]

0

AudioCodersGroups_0

#0[AudioCodersGroups_0]

GENERAL

Name

* AudioCodersGroups_0

4.3.7.1 Coders Table

Enable G711ulaw

Figure 32: Coders Group

(® Coders Group [#0] > Coders Table

Coder Name Packetization Time Rate Payload Type Silence Suppression Coder Specific
G.711U-law A 20 hd 64 ~ 0 Disabled A
A A A A
A v ~ A
A A A A
v v A4 v
A A A A
~ ~ w ~
A A A A
~ ~ w ~
A A w A

Cancel APPLY
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4.3.8 IP Profile

An IP Profile is a set of parameters with user-defined settings related to signaling and media
(e.g., coder type).

Navigate to Setup = Signaling & Media > Coders & Profiles = IP Profiles

Mediant SW SIGNALING & MEDIA O Entity, parameter, value

® SRD | A v

{2t TOPOLOGY VIEW IP Profiles (3)
o Page | of 1 Show 10 % records per page 2
CODERS & PROFILES v

INDEX NAME
IP Profiles 3)
1

CORE ENTITIES A

PBX_IP_Profi
Coder Settings Sieis
PSTI_Trunk_IP_Profile
Coders Groups (1) - o

3 Amazon_Siprec_IP_Prafile

Figure 34: IP Profiles List

Allowed Audio Coders Groups (2)

4.3.8.1 PBXIP Profile

Name: PBX IP Profile
SBC Media Security Mode: Not Secured

Extension Coders Group: AudioCodersGroups_0

P Profiles [PBX IP Profile]

GENERAL SBC SIGNALING
Index 1 PRACK Mode Transparent hd
I Name ® PBX_P_Profile P-Asserted-ldentity Header Mode Asls hd
Created by Routing Server 0 Diversion Header Mode Asls hd
Used By Routing Server Not Used v History-Info Header Mode As s v
Session Expires Mode » | Supported A
MEDIA SECURITY SIP UPDATE Support Supparted -
| SBC Media Security Mode « | Nat Secured v Remote re-INVITE Supported M
Symmetric MK Disable v Remote Delayed Offer Suppert Suppaorted A4
MK Size MSRP re-INVITE/UPDATE Supparted v
SBC Enforce MKI Size Don't enforce b MSRP Offer Setup Role ActPass e
SBC Media Security Method SDES v MSRP Empty Message Format Default v
Reset SRTP Upon Re-key Disable v Remote Representation Mode According to Operation Mode v

Figure 35: IP Profile PBX
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Generate SRTP Keys Mode Cnly If Required - Keep Incoming Via Headers According to Operation Mode A
SEC Remoue Crypto Lifetime in SDP o - Keep Incoming Routing Headers According to Operation Mode ~
SBC Remove Unknown Crypto Mo v Keep User-Agent Header According to Operation Mode A
. Handle X-D t N v
Crypto Suites Group v  View Bnele e °
) 15UP Bady Handling Transparent ~
Encryption on RTCP Packets Asls A
ISUP Variant sz A
SBC EARLY MEDIA Max Call Duration [min] o
Remote Early Media Supported b
SBC REGISTRATION
Remote Multiple 18x Supported hd
User Registration Time 1]
Remote Early Media Response Type Transparent b
~ NAT UDP Registration Time
Remote Multiple Early Dialogs According to Operation Mode hd
NAT TCP Registration Time
Remeote Multiple Answers Mode Disable v
Remate Early Media RTP Detection Mode | By Signaling hi
SBC FORWARD AND TRANSFER
Remote RFC 3960 Support Not Supported N
Remote Can Play Ringback Yes v Remote REFER Mode Regular v
Generate RTP None w Remote Replaces Mode Standard hd
Play RET To Transferee No w
SBC MEDIA Remote 3xx Mode Transparent v
Send Header for Transfer None v
Mediation Mode RTP Mediation b
Extension Coders Group . #0 [AudicCodersGroups_0] v | View
SBC HOLD
Allowed Audio Coders ¥ | View
Remote Hold Format Trans it A
Allowed Coders Mode v ansparen
Reliable Held Tone Source Yes v
Allowed Video Coders ¥ | View
Play Held Tone No hd
Allowed Media Types
Direct Media Tag
SBC FAX
RFC 2833 Mode Asls v
RFC 2833 DTMF Payload Type 0 Fax Coders Group - | View
Alternative DTMF Method Asls v Fax Mode Asls v
Send Multiple DTMF Methods Disable v Fax Offer Mode All coders v
Receive Multiple DTMF Methods Disable v Fax Answer Mode Single coder v
Adapt RFC2833 BW to Voice coder BW Disabled ~ Remote Renegotiate on Fax Detection Transparent ~
SDP Ptime Answer Remote Answer v Fax Rerouting Mode Dizable b
Preferred PTime o
Use Silence Suppression Transparent v L ZE
RTP Redundancy Mode Asls e Broken Connection Mode Disconnect v
RTCP Mode Transparent it Media IP Version Preference Only IPv4 ~
Jitter Compensation Disable b RTP Redundancy Depth Disable w
ICE Mode Disable e
SDP Handle RTCP Don't Care v LOCAL TONES
RTCP Mux Mot Supported hd -
Local Ringback Tone Index -1
RTCP Feedback Feedback Off ¥
Local Held Tone Index -1
Re-number MID Disable N

35

Figure 36: IP Profile PBX Continuation
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Voice Quality Enhancement
Max Opus Bandwidth
Generate No-Op Packets
Enhanced PLC

SBC Multiple Coders

SBC Allow Only Negotiated PT
Remave CSRC

SBC Precondition

QUALITY OF SERVICE
RTP IP Diffserv
Signaling Diffserv

Data Diffserv

Disable A
a

Disable v
Disable ~

upported v
Disable hd
Disable A

Cancel QEIZNE
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4.3.8.2 PSTN IP Profile

Name: PSTN IP Profile
SBC Media Security Mode: Not Secured
P-Asserted-ldentity Header Mode: Add

Extension Coders Group: AudioCodersGroups_0

'STN_Trunk_IP_Profile]

GEMERAL SBC SIGNALING
Index PRACK Mode Transparent hd
I Name . I I P-Asserted-ldentity Header Mode  » | Add v I
Created by Routing Server Diversion Header Mode Asls v
Used By Reuting Server Not Used ~ History-Info Header Mede As s ~
Session Expires Mode Transparent b
MEDIA SECURITY SIP UPDATE Support Supported ~
SBC Media Security Mode v I Remote re-INVITE Supported A
Symmetric MK Disable v Remorte Delayed Offer Support Supported hd
MKI Size o MSRP re-INVITEFUPDATE Supported b
SBC Enforce MKI Size Don't enforce v MSRP Offer Setup Role ActPass h
SBC Media Security Meth SDES w MSRP Empty Message Format Default hd
Reset SRTP Upon Re-key Disable o Remote Representation Mode Accarding to Operation Made v
Generate SRTP Keys Mode Only If Requ o Keep Incoming Via Headers According to Operation Mode hd
<EC Reme o Lifetime in S0P Mo - Keep Incoming Routing Headers According te Operation Mode v
SBC Remo nknown Crypta Mo - Keep User-Agent Header According to Operation Mode A
. Handle X-Detect M v
Crypto Suites Group v | View anele Abemse °
. ISUP Body Handling Transparent A
Encryption on RTCP Packets Asls v
ISUP Variant Itu92 A
SBC EARLY MEDIA Max Call Duration [min] 0
Remote Early Media Suppoerted A
SBC REGISTRATION
Remote Multiple 18x Supported bl
- User Registration Time 0
Remote Early Media Response Type Transparent A
_ MNAT UDP Registration Time
Remote Multiple Early Dialogs According to Operation Mode N
NAT TCP Registration Time
Remote Multiple Answers Mode Disable v
Remote Early Media RTP Detection Mode | By Signaling b
SBC FORWARD AND TRANSFER
Remate RFC 3960 Support Not Supported hd
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Figure 38: IP Profile PSTN
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Rernote Can Play Ringhack Yes v Remcte REFER Mode Regular h
Generate RTP Nene v Remote Replaces Mode Standard v
Play RET To Transferee No v
SBC MEDIA Remote 3xx Mode Transparent b
Send Header for Transfer None v
Mediation Mode RTP Mediation bl
Extension Coders Group . #0 [AudicCodersGroups_0]
SBC HOLD
Allowed Audio Coders v | View
Remote Hold Format rans it b
Allowed Coders Mode Restriction v Transparen
Reliable Held Tone Source fes bd
Allowed Video Coders v | View
Play Held Tone No hd
Allowed Media Types
Direct Media Tag
SBC FAX
RFC 2833 Mode Asls hd
RFC 2833 DTMF Payload Type o Fax Coders Group v | View
Alternative DTMF Method Asls v Fax Mode Asls e
Send Multiple DTMF Methods Disable v Fax Offer Mode Al coders h
Receive Multiple DTMF Methods Disable v Fax Answer Mode Single coder ~
Adapt RFC2833 BW to Voice coder BW Disabled ~ Remote Renegotiate on Fax Detection Transparent hd
SDP Ptime Answer Remote Answer v Fax Rerouting Mode Disable v
Preferred PTime o
Use Silence Suppression Transparent v L5 ZER
RTP Redundancy Mode Asls ¥ Broken Connection Mode Disconnect v
RTCP Mode Transparent h Media IP Version Preference Only [Pvd A
Jitter Compensation Disable v RTP Redundancy Depth Disable ~
ICE Made Disable e
SDP Handle RTCP Don't Care v LOCAL TONES
RTCP hux Mot Supported v .
Local Ringback Tone Index -1
RTCP Feedback Feedback Off ¥
Local Held Tone Index -1
Re-number MID Disable e
Voice Quality Enhancement Disable hd
Max Opus Bandwidth a
Generate No-Op Packets Disable b
Enhanced PLC Disable A
SBC Multiple Coders Mot Supported b
SBC Allow Only Negotiated PT Disable A
Remaove CSRC Disable v
SBC Precondition Mot Supported hd
QUALITY OF SERVICE
RTP IP DiffServ 48
signaling DiffServ 24
Dara Diffsery 0
Cancel [t
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4.3.8.3 Amazon SIPREC IP Profile

Name: Amazon Siprec IP Profile
SBC Media Security Mode: Not Secured

Extension Coders Group: AudioCodersGroups_0

GENERAL SBC SIGNALING
Index B PRACK Mode Transparent v
Name « | Amazon_Siprec_IP_Profile I erted-Identity Header Mode Asls g
Created by Routing Server Diversion Header Mode As s v
Used By Routing Server Not Used ~ History-Info Header Mode Asls -
sion Expires Mode Transparent v
MEDIA SECURITY SIP UPDATE Support Supported v
SBC Media Security Mode « | Not Secured hd Rernote re-INVITE Supported h
Symmetric MK] Disable v Remone Delayed Offer Sup, Supported hd
MKI Size o MSRP re-INVITE/UPDATE Supparted v
SBC Enforce MK Size Don't enforce v MSRP Offer Setup Role ActPass hd
SBC Media Security Method SDES v MERP Empty Message Formet Default h
Reset SRTP Upon Re-key Disable w Remote Representation Mode According to Operation Mode v
Generate SRTP Keys Mode w Keep Incoming Via Headers According to Operation Mode v
/oto Lifetime in SDP No v Keep Incoming Routing Headers According to Operaticn Mode b
SBC Remove Unknown Crypto No v Keep User-Agent Header According to Operation Mode A
" Handle X-Detect M v
Crypto Suites Group ~ | View S °
. ISUP Body Handling Transparent A
Encryption on RTCP Packets Asls v
ISUP Variant w92 v
SBC EARLY MEDIA Max Call Duration [min] 0
Remote Early Media Suppo A
SBC REGISTRATION
Remote Multiple 18x Suppoerted b
_ User Registration Time 0
Remote Early Media Response Type Transparent hd
_ NAT UDP Registral Time
Remote Multiple E Dialogs v
NAT TCP Registration Time
Remote Multiple Answer Disable b
Remote Early Media RTP Detection Mode | By Signaling A
SBC FORWARD AND TRANSFER
Remote RFC 3960 Suppert Not Supported v
Remote Can Play Ringback Yes v Remote REFER Mode Regular v
Generate RTP Nens v Remote Replaces Mode Standard v
Play RET To Transferee No v
SBC MEDIA Remote 3xx Mode -
Send Header for Transfer None v
RTP Mediation v
Extension Coders Group . #0 [AudicCodersGroups_0] v | View
SBC HOLD
Allowed Audio Coders ¥ | View
Remote Hold Format Transp: t b
Allowed Coders Mode Restriction v ansparen
Reliable Held Tone Source fes hd
Allowed eo Coders ¥ | View
Play Held Tone No hd
Allowed Media Types
Direct Media Tag
SBC FAX
RFC 2833 Mode Asls v
RFC 2833 DTMF Payload Type i Fax Coders Group v | View
Alternative DTMF Method Asls v Fax Mode Asls -
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Send Multiple DTMF Methods
Receive Multiple DTMF Methods

Adapt RFC2833 BW to Voice coder

SDP Ptime Answer
Preferred PTime

Use Silence Suppression
RTP Redundancy Mode
RTCP Mode

Jitter Compensation

ICE Mode

SDP Handle RTCP

Disable
Disable
Disabled

Remote Answer

Transparent
Asls
Transparent
Disable
Disable

Don't Care

Fax Offer Mede All coders hd
Fax Answer Mode Single coder v
Remote Renegotiate on Fax Detection | Transparent ~
Fax Rerouting Mode Disable b
MEDIA

Broken Connection Mode Disconnect hd
Media IP Version Preference QOnly [Pva b
RTP Redundancy Depth Disable hd

LOCAL TONES

RTCP Mux Mot Supported .
Local Ringback Tone Index -1
RTCP Feedback Feedback Off
Local Held Tone Index -1
Re-number MID Disable
Woice Quality Enhancement Disable
Max Opus Bandwidth a
Generate No-Op Packets Disable
Enhanced PLC Disable

SBC Allow Only Negotiated PT

Remave CSRC

SBC Precondition

QUALITY OF SERVICE
RTP IP DiffServ
signaling Diffserv

Data DiffServ

Not Supported
Disable
Disable

Mot Supported
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4.3.9 IP Groups

An IP Group represents a SIP entity in the network with which the device communicates. This
can be a server (e.g., IP PBX or ITSP) or a group of users (e.g., LAN IP phones). For servers, the
address of the IP Group is typically defined by associating it with a Proxy Set.

Navigate to Setup = Signaling & Media = Core Entities = IP Groups

Mediant SW SIGNALING & MEDIA O Entity, parameter, value
® SRD | A v
£} TOPOLOGY VIEW IP Groups (4)
CORE ENTITIES v
(i} Page 1 ofl Show 10 records per page 2
SRDs(1)
SIP Interfaces (2) - INBOUND OUTBOUND
pa SIPGROUP  CLASSIFYBY ~ MESSAGE MESSAGE
Y s g v v
Media Realms (2) INDEX  NAME &0 TYPE ag&;:ﬂm PROXY SET IP PROFILE MEDIAREALM o ROy SET MANPULATIO | MANIPLATI
Proxy Sets (3) NSET ONSET
1P Groups (4) 0 default defaultSRD  Server Not Configurec -~ Enable
BX_IP_Gr| defaults| Server Configurec PBX_Prox PBYX_IP_Pre R 17216 =
CODERS & PROFILES I 1 PEX_IP_Grp iefaultSRD Serve Not Configurec  PBX_Proxy BX_IP_Profile  LAN Realm 216 nable
PSTN_Trunk_iP [l defaultSRD ~ Server Not Configurec  PSTN_Trunk_Pr  PSTN_Trunk_IP WAN_Realm  10.80 Enable
P Profiles (3) Amazon_Siprec [l defaultsRD  Server Not Configurec Amazon_Siprec Amazon Siprec WAN Realm  gdnblg Enable 1 )
Coder Settings

Figure 42: IP Groups List

4.3.9.1 PBXIP Group

Name: PBX IP Grp

Type: Server

Proxy Set: PBX Proxy

IP Profile: PBX IP Profile

Media Realm: LAN Realm

Outbound Message Manipulation Set: 6

SIP Group Name: 172.16.X.X (IP address of the FreePBX Asterisk)

P Groups [PBX_IP_Grp]

ISRD #1 [defaultSRD] 'I
GENERAL QUALITY OF EXPERIENCE
Index QGoE Profile - v | View
MName # | PBX_IP Grp I Bandwidth Profile - v | View
Topology Location Down v User Voice Quality Report Disable v
Type Server b
Proxy Set . #1[PBX_Proxy] v | View MESSAGE MANIPULATION
¢ IP_Profile v | View
1P Profile *|  FIPEXIP Profile] Inbound Message Manipulation Set
Media Realm *|  #O[LAN Realm] v | View Outbound Message ManipulationSet | 6 |
Internal Media Realm - v | View Message Manipulation User-Defined String 1
Comtact User Message Manipulation User-Defined String 2
I SIP Group Name e 17216 I Proxy Keep-Alive using IP Group settings Disable v

Figure 43: IP Group PBX
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Created By Routing Server

SBC REGISTRATION AND AUTHENTICATION

Used By Routing Server Mot Used A
Provy Set Corsmcivty -onne Max. Number of Registered Users
Registration Mode tiates Registration s
SBC GENERAL Dedicated Connection Mode sable ~
Classify By Proxy Set Enable v User Stickiness sable b
Validate Source IP Disable v User UDP Port Assignment sable hd
SBC Operation Mode Mot Configured v Authentication Mode v
SBC Client Forking Mode Sequential v Authentication Methed List
CAC Profile w | View SBC Server Authentication Type ~
SIP Source Host Name OAuth HTTP Service - w | View
Username As Client
ADVANCED Password As Client
Username As Server
Local Host Name Password As Server
UUI Format Disable v
GW GROUP STATUS
Always Use Src Address No ~
GW Group Registered IP Address
SBEC ADVANCED GW Group Registered Status
Source URI Input -
Destination URI Input v
SIP Cennact Mo hd
SBCPSAP Mode Disable v
Route Using Request URI Port Disable v
Media TLS Context #0 [Defaul] v | View
Keep Original Call-ID No v
Dial Plan - w | View
Call Setup Rules Set ID 1
Tags
SBC Alternative Routing Reasons Set - ¥ | View
Teams Local Media Optimization Handling MNone b
Teams Local Media Optimization Initial Behavior DirectMedia bl
Teams Local Media Optimization Site
Teams Local Media Optimization Sync Disable hd
Teams Direct Routing Mode Disable b
Metering Remote Type Regular bl
Report Metering Enable b
Cancel QWY
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Name: PSTN IP Grp

4.3.9.2 PSTN IP Group

Type: Server
Proxy Set: PSTN Trunk Proxy

IP Profile: PSTN Trunk IP Profile
Media Realm: WAN Realm
Outbound Message Manipulation Set: 7
SIP Group Name: 10.80.X.X (IP address of the PSTN Trunk)

[PSTN_Trunk_IP_Grp]

SRD

#1 [defaultSRD] v

GENERAL QUALITY OF EXPERIENCE

Index QoE Profile w | View
I Name » | PSTN_Trunk_IP_Grp Bandwidih Profile v | View

Topology Location .|up e User Voice Quality Report Disable v

Type Server v

Proxy Set . #2 [PSTN_Trunk_Proxy] v | View MESSAGE MANIPULATION

IP Profia * #2 [PSTN_Trunk_IP_Profile] v |View Inbound Message Manipulation Set

Media Realm *|  #1[WAN Realm] v |View IOuthuund Message Manipulation Set .7 I

Internal Media Realm v | View Message Manipulation User-Defined String 1

Contact User Message Manipulation User-Defined String 2

SIP Group Name | 108 I Proxy Keep-Alive using IP Group settings = Enable hd

Created By Routing Serve

Used By Routing Server Mot Used v SBC REGISTRATION AND AUTHENTICATION

Prowy Set Connectivity Max. Number of Registered Users 1

Registration Mode User Initiates Registration v

S 2 I Dedicated Connection Mode Dizable hd

Classify By Proxy Set Enable hd Disable v

Validate Source IP Disable v User UDP Port Assignment Disable b

SBC Operation Mode Mot Configured hd Authentication Mode User Authenticates hd

SBC Client Forking Mod Sequential v Authentication Method List

CAC Profile w | View 5B er Authentication Type According to Global Parameter hd

SIP Source Host Name OAuth HTTP Service v | View

Username As
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ADVANCED

Local Host Name

rd As Client

Username As Server

Password As Server

Uul Format Disable hd
GW GROUP STATUS
Always Use Src Address Mo A
GW Group Registered IP Address
SBC ADVANCED GW Group Registered Status
Source URI Input v
Destination URI Input v
SIP Connect No v
SBC PSAP Mode Dizable hd
Route Using R Disable b
Media TLS Context 0 [Default] v | View
Keep Original Call-ID Mo hd
Dial Plan - - | View
Call Setup Rules Set 1D 1
Tags
SBC Alternative Routing Reasons Set - v | View
Teams Local Media Optimization Handling None hd
Teams Local Media Optimization Initial Behavior DirectMedia b
Teams Local Media Optimization Site
Teams Local Media Optimization 5 Disable b
Teams Direct Routing Mode Disable bl
Metering Remote Type Regular v
Report Metering Enable bl

Cancel QEGING
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4.3.9.3 Amazon SIPREC IP Group

Name: Amazon Siprec IP Grp

Type: Server

Proxy Set: Amazon Siprec Proxy

IP Profile: Amazon Siprec IP Profile
Media Realm: WAN Realm

Outbound Message Manipulation Set: 4

SIP Group Name: gdnblgxxxxxxxxxxxxxxxx.voiceconnector.chime.aws (FQDN of Amazon
Chime SDK Voice Connector Trunk)

ips [Amazon_Siprec IP_Grp]

[ #1 [defaultSRD] -|

GENERAL QUALITY OF EXPERIENCE
Index QoE Profile - ¥ | View

I Mame » | Amazon_Siprec_IP_Grp I Bandwidzh Profile - v | View
Topology Location = U ¥ User Voice Quality Report Disable hd
Type Server hd
Proxy Set - #3 [Amazon_Siprec_Proxy] v |View MESSAGE MANIPULATION
IP Profile . #3 [Amazen_Siprec_IP_Profile] - |View Inbound Message Manipulation Set
Media Realm ® #1[WAN Realm] v | View Outbound Message Manipulation Set o 4 |
Internal Media Realm - v | View Message Manipulation User-Defined String 1
Contact User e Manipulation User-Defi String 2

I SIP Group Name » | gdnblgt Proxy Keep-Alive using IP Group settings s | Enable b
Created By Routing Serve
Used By Routing Server Mot Used v SBC REGISTRATION AND AUTHENTICATION
Proxy Set Connectivity Max. Number of Registered Users 1

Registration Mode User Initiates Registration v
S (EE T Dedicated Connection Made Disable hd
Classify By Proxy Set Enable v User Stickiness Disable hd
Validate Source IP Disable b User UDP Port Assignment Dizable v
SBC Operation Mode Mot Configured b Authentication Mode User Authenticates v
SBC Client Forking Mode Sequential v Authentication Methed List
CAC Profile - v  View 5BC Server Authentication Type According to Global Parameter hd
5IP Source Host Name DAuth HTTP Service - w  View
Username As Client

Figure 47: IP Group Amazon Siprec
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ADVANCED

Local Host Name

Password As Client

Username As Server

Password As Server

Uul Format Disable hd

GW GROUP STATUS
Always Use Src Address Mo A

GW Group Registered IP Address
SBC ADVANCED GW Group Registered Status
Source URI Input v
Destination URI Input v
SIP Connect No v
SBC PSAP Mode Dizable hd
Route Using R Disable b
Media TLS Context 0 [Default] v | View
Keep Original Call-ID Mo v
Dial Plan - - | View
Call Setup Rules Set 1D 1
Tags
SBC Alternative Routing Reasons Set - v | View
Teams Local Media Optimization Handling None hd
Teams Local Media Optimization Initial Behavior DirectMedia b
Teams Local Media Optimization Site
Teams Local Media Optimization 5 Disable b
Teams Direct Routing Mode Disable bl
Metering Remate Type Regular b
Report Metering Enable bl

Cancel Pl
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4.3.10 IP-to-IP Routing

The IP-to-IP routing rules are used to define the routes for forwarding SIP messages received
from one IP entity to another.

Navigate to Setup - Signaling & Media - SBC - Routing - IP-to-IP Routing

Mediant SW SIGNALING & MEDIA O Entity, parameter, value
® SRD | A \
CODERS & PROFILES N IP-to-IP ROI.Iting 3)
SBC v
i & 1 Show 10 rds )
Classification (0) + /o Pagz o Show 19 records per page £
Routing v » - - -
ROUTING ALTERNATVE so0Rce 1P REQUEST SOURCE DESTINATION - pesrination  pesTiNamion | DESTNATION - peqrivamion
SBC Routing Policies (1) INDEX  NAME soLcy ROUTE croue TPE USERNAME  USERNAME oo P eRoUP sie ADDRESS
OPTIONS PATTERN PATTERN INTERFACE
IP-to-P Routing
= 0 Terminate OPT  defaultSBCRou  Route Row Any OPTIGNS * * nternal
Alternative Reasons Set (0)
1 PEX_ta PSTN  defauliSBCRou Route Row PEX P Grp Al * * P Group PSTN Trunk IP. -
IP Group Set(Q) .
2 PSTN to PBX__ defaultSBCRou_Route Row. PSTN Trunk IP_All * b P Group PEX P Grp

Figure 49: IP-to-IP Routing List

4.3.10.1 Terminate Options

Source IP Group: Any
Request Type: OPTIONS
Destination Type: Internal

Internal Action: Reply(response="200)

ting [Terminate OPTIONS]

Routing Paolicy #0 [defaultSBCRoutingPolicy] -

GENERAL ACTION

Index 0 I Destination Type » | Interna A I
I Mame « | Terminate OPTIONS I Destination IP Group - ¥ | View

Alternative Route Options Route Row A Destination SIP Interface - - | View

Destination Address

MATCH Destination Port 0

Source IP Group Any v | Vies Destination Transport Type v

Request Type « | OPTIONS v IP Group Set - v | View

Source Username Pattern * Call Setup Rules SetID

Source Host * Group Policy Sequential v

Source Tag Cost Group - v | View

Destination Username Pattern * Routing Tag Name default

Destination Host * Internal Action » | Reply(Response='2007) I Editor

Destination Tag Modified Destination User Name

Message Condition - v | View

Call Trigger Any A

ReRoute IP Group Any ¥ | View

Cancel LU R

Figure 50: Terminate OPTIONS
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4.3.10.2 PBX to PSTN

Name: PBX to PSTN

Source IP Group: PBX IP Grp
Destination Type: IP Group

Destination IP Group: PSTN Trunk IP Grp

[PBX_ta_PSTN]

Routing Policy #0 [defaultsBCRoutingPalicy] A

GENERAL ACTION

Index Destination Type IP Group v
I Name » | PBX_to PSTN I Destination IP Group . #2 [PSTN_Trunk_IP_Grp] v | Vie

Alternative Route Options Route Row A Destination SIP Interface N w | View

Destination Address

LA Destination Port 0

Source IP Group . #1 [PBX_IP_Grp] w | View Destination Transport Type v

Request Type Al A IP Group Set - v | View

Source Username Pattern * Call Setup Rules Set ID

Source Host * Group Policy Sequential hd

Source Tag Cost Group - - | View

Destination Username Pattern * Routing Tag Name default

Destination Host Internal Action Editor

Destination Tag Modified Destination User Name

Message Condition - ~ | View

Call Trigger Any ~

ReRoute IP Group Any w | View

Cance

Figure 51: Routing PBX to PSTN
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4.3.10.3 PSTN to PBX

Name: PSTN to PBX

Source IP Group: PSTN Trunk IP Grp
Destination Type: IP Group
Destination IP Group: PBX IP Grp

[PSTN_to_PBX]

Routing Palicy #0 [defaultSBCRoutingPolicy] v

GENERAL ACTION

Index Destination Type IP Group hd
I Name » | PSTN_to_PBX I Destination IP Group . #1 [PBX_IP_Grp] v View

Alternative Route Options Route Row v Destination SIP Interface N » | View

Destination Address

MATCH Destination Port o

Source IP Group . #2 [PSTN_Trunk_IP_Grp] - | View Destinatien Transport Type ~

Request Type Al ~ IP Group Set - w | View

Source Username Pattern * Call Setup Rules Set ID

Source Host * Group Policy Sequential hd

Source Tag Cost Group - - | View

Destination Username Pattern * Routing Tag Name default

Destination Host * Internal Action Editor

Destination Tag Modified Destination User Name

IMessage Condition ¥ | View

Call Trigger Any dl

ReRoute IP Group Any v | View

Cancel QRSN

Figure 52: Routing PSTN to PBX
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4.3.11SIP Recording

This section describes SBC's SIP Recording configuration.
Navigate to Setup = Signaling & Media = SIP Recording = SIP Recording Settings

4.3.11.1 SIP Recording Settings

Recording Server (SRS) Destination Username: gdnbIgXxxXXXXXXXXXXXXX. voice

connector.aws (FQDN of Amazon Chime SDK Voice Connector Trunk)

Mediant SW SIGNALING & MEDIA

® SRD | A v

4} TOPOLOGY VIEW
CORE ENTITIES A
CODERS & PROFILES A
SBC ~
SIP DEFINITIONS ~
MESSAGE MANIPULATION ~
MEDIA ~
INTRUSION DETECTION A
SIP RECORDING v

SIP Recording Settings

SIP Recording Rules (1

SIP Recording Settings

GENERAL

I Recording Server (SRS) Destination Username s | gdnblg: I
5IP Recording Time Stamp Format  UTC v
SIP Recording Metadata Format Legacy v
Video Recording Sync Timeout 2000
Forward signaling to SipRec Disable v

Cancel IR

O Entity, parameter, value
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4.3.11.2 SIP Recording Rules

Recorded IP Group: PSTN Trunk IP Group
Peer IP Group: PBX IP Group
Recording Server (SRS) IP Group: Amazon SIPREC IP Group

O Entity, parameter, value

Mediant SW

- x

® SRD Al
{2t TOPOLOGY VIEW GENERAL RECORDING SERVER
CORE ENTITIES Index Recording Server (SRS} IP Group o #3[Amazon_Siprec IF_Gro] v | view
(CRIEEE LR I Recorded IP Group . #2 [PSTN_Trunk_IP_Grp] v [View Redundant Recording Server (SRS) IP Group v | view
SEC Recorded Source Pattern
SIP DEFINITIONS Recorded Destination Pattern
MESSAGE MANIPULATION Condition - | View
MEDIA Peer IP Group o #1[PEXIPGrp) - | View
INTRUSION DETECTION Caller Both v
SIP RECORDING Trigger Call Connect v
SIP Recording Settings Recording Server Role
SIP Recording Rules (1)
Cancel [ECCIRG

Figure 54: SIP Recording Rules
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4.3.12 TLS Configuration

This section describes configuring the SBC to establish a secure SIP TLS connection with
Amazon Chime SDK Voice Connector.

4.3.12.1 NTP Server Address

Navigate to Setup > Administration > Time & Date
Primary NTP Server Address: 10.10.X.X

Mediant SW ADMINISTRATION

® SRD | Al -

O Entity, parameter, value

WEB & CLI ~
TIME TIME ZONE
SNMP ~
Local Time 22 5ep, 2023 00:57:43 UTC Offset Hours: -5 Minutes: | O
LICENSE ~ -
UTC Time 22 Sep, 2023 05:57:43
Daylight Saving Time  Disable v
MAINTENANCE ~ Time Synchronization Source NTP
DST Made
PERFORMANCE MONITORING ~
SETTIME Start Time
End Time
Set Local Time
Offset [min]

Day of Month Start

NTP SERVER
Day of Month End
Enable NTP Enable v
NTP Interface e ethd v DATE HEADER TIME SYNC
| Primary NTP Server Address (P or FQDN) | 10.10 |

Synchronize Time from SIP Date Header Disable v

Cancel APPLY

Figure 55: NTP Server
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4.3.12.2 TLS Context

Navigate to Setup - IP Network - Security - TLS Contexts

Name: Enter a name for the TLS Context

TLS version: TLS v1.2

xts [AWS._Siprec TLS]

Security Settings
Cipher Server TLS 1.3

ADVANCED

GENERAL
{2} NETWORK VIEW Index
CORE ENTITIES Name | AWS_Siprec_TLS
SECURITY TLS Version o TLSv12 v
Default CA Bundle
SNI-to-TLS Context Mapping (0) Cipher Server DEFAUL
Firewall (0) Cipher Client DEFAULT

TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY13C

QUALITY

Cipher Client TLS 1.3 TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY13(
DNS

Key Exchange Groups X25519:P-256:P-384:X445
'WEB SERVICES

Strict Certificate Extension Validation Disable A
HTTP PROXY

DH key Size 2048 v
AAA SERVERS - -

TLS Renegotiation Enable v
MEDIA CLUSTER Use default CA Bundle Disable v

ocsp

OCSP Server

OCSP Interface

Primary OCSP Server

Secondary OCSP Server

QCSP Port

OCSP Default Response

(L0 APPLY

O Entity, parameter, value

Disable v
- | Vview

00.00

0.0.00

2560

Reject v

Figure 56: TLS Context

4.3.12.3 Trusted Root Certificates

1) Select the TLS Context
2) Click Trusted Root Certificates located at the bottom of the TLS Contexts page

3) Click Import

4) Upload the Amazon Chime root certificate
5) The Amazon Chime Root Certificate can be downloaded from the Amazon Chime
SDK Voice Connector account.

INDEX SUBJECT

(¥) TLS Context [#2] > Trusted Root Certificates

Page of 4 s> m1 10 % View - 10 of 40

ISSUER

[impor [ eor ] remor

EXPIRES

Amazon Root CA 1
1 Amazon Root CA 2
Amazon Root CA 3
Amazon Root CA 4
Baltimore CyberTrust Root
Cybertrust Global Root
DigiCert Assured ID Root CA
DigiCert Assured ID Root G2
DigiCert Assured ID Root G3

W s ;B W e

DigiCert Global Root CA

Amazon Root CA 1

Amazon Root CA 2

Amazon Root CA 3

Amazon Root CA 4
Baltimore CyberTrust Root
Cybertrust Global Root
DigiCert Assured ID Root CA
DigiCert Assured ID Root G2
DigiCert Assured ID Root G3
DigiCert Global Root CA

Sat, 16 Jan 2038 18:30:00 GMT
Fri, 25 May 2040 18:30:00 GMT
Fri, 25 May 2040 18:30:00 GMT
Fri, 25 May 2040 18:30:00 GMT
Mon, 12 May 2025 18:29:00 GMT
Wed, 15 Dec 2021 02:30:00 GMT
Sun, 09 Mov 2031 18:30:00 GMT
Fri, 15 Jan 2038 06:30:00 GMT
Fri, 15 Jan 2038 06:30:00 GMT
Sun, 09 Nov 2031 18:30:00 GMT
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4.3.12.4 SRTP

Navigate to Setup = Signaling & Media = Media > Media Security
Enable the Media Security

Mediant SW SIGNALING & MEDIA- rameter, value

Media Security

CORE ENTITIES ~
GENERAL AUTHENTICATION & ENCRYPTION
CODERS & PROFILES A
Media Security « | Enable A Authentication on Transmitted RTP Packets Active v
SBC ~
Media Security Behavior preferable v Encryption on Transmitted RTP Packets Active v
SIP DEFINITIONS ~
Offered SRTP Cipner Suites Al v Encryption on Transmitted RTCP Packets Active v
MESSAGE MANIPULATION A
ARIA Protocol Support Disable v SRTP Tunneling Authentication for RTP Disable v
MEDIA v
SRTP Tunneling Authentication for RTCP Disable v
SBC Crypto Suite Groups (0) MASTER KEY IDENTIFIER
RTP/RTCP Settings
Voice Settings Master Key Identifier (MKI) Size 0
Fax/Modem/CID Settings Symmetric MKI Disable v

Media Settings
DSP Settings
Quality of Experience ~

INTRUSION DETECTION ~

SIP RECORDING ~ Cancel
Figure 58: Media Security

4.3.12.5 Amazon SIPREC IP Profile-TLS

Navigate to Setup > Signaling & Media > Coders & Profiles > IP Profiles
1) Select Amazon Siprec IP Profile
SBC Media Security Mode: Secured

GENERAL SBC SIGNALING
Index 3 PRACK Mode Transparent A
Name #  Amazon_Siprec_|P_Profile P-Asserted-ldentity Header Mode Asls ~
Created by Routing Server 0 Diversion Header Mode Asls hd
Used By Routing Server Mot Used A History-Info Header Mode Asls A
Session Expires Mode Transparent v
MEDIA SECURITY SIP UPDATE Suppart Supported i
I SBC Media Security Mode » | Secured v I Remate re-INVITE Suppared ¥
Symmetric MKI Disable o Remote Delayed Offer Support Supported b
MK Size 0 MSRP re-INVITE/UPDATE Supported A
SBC Enforce MKI Size Don't enforce v MSRP Offer Setup Role ActPass v
SBC Media Security Method SDES v MSRP Empty Message Format Default e
Reset SRTP Upon Re-key Disable - Remote Representation Mode According to Operation Mode v

Cancel

Figure 59: IP Profile TLS
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4.3.12.6 Proxy Set -TLS

Navigate to Setup > Signaling & Media > Core Entities > Proxy sets

1) Select Amazon Siprec Proxy
TLS Context Name: Select the TLS Context created

s [Amazon_Siprec_Proxy]

SRD #1 [defaultSRD -
GEMERAL REDUNDANCY
Index Redundancy Mode hd
Mame » | Amazon_Siprec_Proxy Proxy Hot Swap Mode »  Enablz ~
SBC IPva4 SIP Interface . #1 [WAN_Interface] v | View Proxy Load Balancing Method Disable v
TLS Context Name . #2 [AWS_Siprec_TLS] v | view Min. Active Servers for Load Balancing
ADVANCE
KEEP ALIVE ADVANCED
Prosy Keep-Alive o | Using oPTIONS - Classification Input IP Address only v
Proxy Keep-Alive Time [sec] 60 DNS Resolve Method v
Keep-Alive Failure Responses Accept DHCP Proxy List Dizable ~
Detection Retries TLS Remete Subject Name
ess Detection Interval Peer Host Name Verification Mode Use Global Settings v
Cancel [EUIIRG

Figure 60: Proxy Set TLS

4.3.12.7 Proxy Address-TLS

1) Select the Amazon Siprec Proxy Set
2) Click the Proxy address located at the bottom of the proxy set page

Proxy Address: gdnblgxxxxxxxxxxxxxxxx.voiceconnector.chime.aws:5061

Transport Type: TLS

GEMERAL

ndex

Proxy Address » | gdnblg 15081
Transport Type » [ TLS v
Proxy Priority 0

Proxy Random Weight ]

Figure 61: Proxy Address TLS
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4.3.13 Number Manipulation

Number manipulation is configured to manipulate the SIP Request-URI user part (source or
destination number). It uses the configured IP Groups to denote the source and destination

of the call.

Navigate to Setup - Signaling & Media > SBC > Manipulation

Mediant SW SIGNALING & MEDIA O Entity, parameter, value
® SRD | A
CODERS & PROFILES o Inbound Manipulations (1)
SBC
i ] . Show 10 rds ]
Classification (0) m m Page of 1 show 0% records per page J
Routing A~
ADDITIONA DESTINATI
MANIPULA SOURCE REMOVE LEAVE
ROUTING L SOURCE IP ON MANIPULA REMOVE PREFIXTO SUFFIXTO
Manipulation ~ . SERMAN y
P! INDEX | NAME POLICY MANIPULA Tion GROUP USERNAVE USERNAME  TED ITEM FROM LEFT PR FROM ADD ADD

PURPOSE PATTERN RIGHT RIGHT
Inbound Manipulations (1) TION PATTERN
Outbound Manipulations (1) 0 Towards Ast defauRSBCR No Normal PSTN_Trunk * * Destination 6 0 255

Figure 62: Number Manipulation

4.3.13.1 Inbound Manipulation

Name: Towards PBX
Source IP Group: PSTN Trunk IP Grp
Manipulated Item: Destination

Remove From Left: 6

anipulations [Towards PEXT

Routing Palicy #0 [defaultSBCRoutingPolicy] v

GEMNERAL ACTION
Index 0 Manipulated tem » | Destination v
Name #  Towards_PBX Remove From Left . 6
Additional Manipulation No A Remove From Right
Manipulation Purpese Normal hd Leave From Right 255

Prefix to Add
MATCH Suffix to Add
Request Type Al ~
Source IP Group . #2 [PSTN_Trunk_IP_Grp] ¥ | View
Source Username Pattern
Source Host
Destination Username Pattern

Cancel

Figure 63: Inbound Manipulation PBX
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4.3.13.2 Outbound Manipulation

Name: Towards PSTN

Source IP Group: PBX IP Grp
Destination IP Group: PSTN Trunk IP Grp
Manipulated Item: Source URI

Prefix to Add: 97XXX8

[Towards_PSTN]

Routing Paolicy #0 [defaultSBCRoutingPolicy] v
GENERAL ACTION
Index IMan\'puIa(eu tem Source UR v I
I Name » | Towards_PSTN I Remove From Left [1]
Additional Manipulation No v Remove From Right 0
Call Trigger Any v Leave From Right 255
I Prefix to Add 97008 I
MATCH suffix to Add
Request Type a v Privacy Restriction Mode Transparent v
Source IP Group - #1 [PBX_IP_Grp] w |View
Destination IP Group . #2 [PSTN_Trunk_IP_Grp] w |View
Source Username Pattern *
Source Username Pattern *
Source Host
Source Tags
Destination Username Pattern
Destination Host *
Destination Tags
Calling Name Pattern *
Message Condition w | View
ReRoute IP Group Any - | view
Cance

Figure 64: Outbound Manipulation PSTN
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4.3.14 Message Manipulation Configuration

SIP message manipulation rules are created to modify, insert and/or remove the SIP headers.
The manipulation Set ID has to be assigned to the relevant IP Groups.

Navigate to Setup = Signaling & Media > Message Manipulation > Message
Manipulations

SIP Message Manipulation for PBX

(This manipulation is to replace the IP address in the From Header of the INVITE request with
the AudioCodes SBC IP address)

message message-manipulations 9 (Optional)
manipulation-name "Asterisk_From_hdr"
manipulation-set-id 6
message-type "Invite.Request"
action-subject "Header.From.URL.Host"
action-type modify
action-value "'10.64.X.X"
activate

exit

(This manipulation is to replace the IP address in the P-asserted Identity Header of the
INVITE request with the AudioCodes SBC IP address)

message message-manipulations 10 (Optional)
manipulation-name "Asterisk_PAI_hdr_host"
manipulation-set-id 6

message-type "Invite.Request"

action-subject "Header.P-Asserted-ldentity.URL.Host"
action-type modify

action-value "'10.64.X X"

activate

exit

(This manipulation is to replace the IP address in the From Header of the ACK with the
AudioCodes SBC IP address)

message message-manipulations 13 (Optional)
manipulation-name "Asterisk_Ack"

manipulation-set-id 6
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message-type "Ack.Request”
action-subject "Header.From.URL.Host"
action-type modify

action-value "'10.64.X X"

activate

exit

(This manipulation is to replace the IP address in the From Header of the BYE request with
the AudioCodes SBC IP address)

message message-manipulations 14 (Optional)
manipulation-name "Asterisk_Bye"
manipulation-set-id 6

message-type "Bye.Request”

action-subject "Header.From.URL.Host"
action-type modify

action-value "'10.64.X.X"

activate

exit

(This manipulation is to replace the IP address in the P-Asserted Identity Header of the BYE
request with the AudioCodes SBC IP address)

message message-manipulations 16 (Optional)
manipulation-name "Asterisk_Bye_PAl_hdr"
manipulation-set-id 6

message-type "Bye.Request”

action-subject "Header.P-Asserted-ldentity.URL.Host"
action-type modify

action-value "'10.64.X.X"

activate

exit

(This manipulation is to replace the IP address in the To Header of the response for UPDATE
with the AudioCodes SBC IP address)

message message-manipulations 17 (Optional)
manipulation-name "Asterisk_Update_Res"
manipulation-set-id 6

message-type "Update.Response”
action-subject "Header.To.URL.Host"
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action-type modify
action-value "'10.64.X.X"
activate

exit

(This manipulation is to replace the IP address in the To Header of the response for BYE
request with the AudioCodes SBC IP address)

message message-manipulations 22 (Optional)
manipulation-name "Asterisk_Bye_res"
manipulation-set-id 6
message-type "Bye.Response”
action-subject "Header.To.URL.Host"
action-type modify
action-value "'10.64.X.X"
activate

exit
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SIP Message Manipulation for PSTN

(This manipulation is to replace the IP address in the From Header of the INVITE request with
the AudioCodes SBC IP address)

message message-manipulations 11 (Optional)
manipulation-name "Pstn_From_hdr"
manipulation-set-id 7
message-type "Invite.Request"
action-subject "Header.From.URL.Host"
action-type modify
action-value "'10.80.X.X""
activate

exit

(This manipulation is to replace the IP address in the P-asserted Identity Header of the
INVITE request with the AudioCodes SBC IP address)

message message-manipulations 12 (Optional)
manipulation-name "Pstn_PAI_Hdr"
manipulation-set-id 7

message-type "Invite.Request"

action-subject "Header.P-Asserted-ldentity.URL.Host"
action-type modify

action-value "'10.80.X.X""

activate

exit

(This manipulation is to replace the IP address in the From Header of the ACK with the
AudioCodes SBC IP address)

message message-manipulations 15 (Optional)
manipulation-name "Pstn_ACK"
manipulation-set-id 7
message-type "Ack.Request”
action-subject "Header.From.URL.Host"
action-type modify
action-value "'10.80.X.X""
activate

exit
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(This manipulation is to replace the IP address in the P-asserted Identity Header of the
UPDATE request with the AudioCodes SBC IP address)

message message-manipulations 18 (Optional)

manipulation-name "Pstn_Update_PAI"
manipulation-set-id 7

message-type "Update.Request”

action-subject "Header.P-Asserted-ldentity.URL.Host"
action-type modify

action-value "'10.80.X.X""

activate

exit

(This manipulation is to replace the IP address in the From Header of the BYE request with
the AudioCodes SBC IP address)

message message-manipulations 23 (Optional)
manipulation-name "Pstn_bye_Req"
manipulation-set-id 7
message-type "Bye.Request”
action-subject "Header.From.URL.Host"
action-type modify
action-value "'10.80.X.X""
activate

exit

(This manipulation is to replace the IP address in the From Header of the UPDATE request
with the AudioCodes SBC IP address)

message message-manipulations 24 (Optional)
manipulation-name "Pstn_Update_From"
manipulation-set-id 7

message-type "Update.Request”
action-subject "Header.From.URL.Host"
action-type modify

action-value "'10.80.X.X""

activate

exit

(This manipulation is to replace the IP address in the To Header of the response for BYE
request with the AudioCodes SBC IP address)
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message message-manipulations 25 (Optional)

manipulation-name "Pstn_bye_res"
manipulation-set-id 7
message-type "Bye.Response”
action-subject "Header.To.URL.Host"
action-type modify

action-value "'10.80.X.X""

activate

exit
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SIP Message Manipulation for Amazon Chime SDK Voice Connector SIPREC

(This manipulation is to append '+sip.src’ to the Contact Header of the INVITE request)
message message-manipulations 0 (Mandatory)

manipulation-name "AWS_siprec1”

manipulation-set-id 4

message-type "Invite.Request”

condition "Header.Contact regex (.*)(>;)(.)"

action-subject "Header.Contact"

action-type modify

action-value "$1+$2+"+sip.src'"

activate

exit

(This manipulation is to append the calling party’s number to the From Header of the INVITE
request)

message message-manipulations 1 (Optional)
manipulation-name "AWS_siprec_2"
manipulation-set-id 4

message-type "Invite.Request"

condition 'Body.application/rs-metadata regex (.*)(<namelD aor=")(*)(@)(.*)(<namelD
aor=")(.*)'

action-subject "Header.From.URL.User"
action-type modify

action-value "$3"

activate

exit

(This manipulation is to append the called party’'s number to the Req-Url of the INVITE
request)

message message-manipulations 2 (Optional)
manipulation-name "AWS_siprec3"
manipulation-set-id 4

message-type "Invite.Request”

condition 'Body.application/rs-metadata regex (.*)(<namelD aor=")(.*)(@)(.*)(<namelD
aor=")()(@)(.*)’

action-subject "Header.Request-URI.URL.User"

action-type modify
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action-value "$7"
activate

exit

(This manipulation is to append the called party’'s number to the To Header of the INVITE
request)

message message-manipulations 3 (Optional)

manipulation-name "AWS_siprec4”

manipulation-set-id 4

message-type "Invite.Request”

condition 'Body.application/rs-metadata regex (.*)(<namelD aor=")(.*)(@)(.*)(<namelD
aor=")(*)(@)(.*)’

action-subject "Header.To.URL.User"

action-type modify

action-value "$7"

activate

exit
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5 Sample SIPREC Trace

This section contains the Sample Siprec Trace between SBC and Amazon Chime SDK Voice
Connector with meta-data information

10.50 3.50.17.228 Comment
3.80,16.10

sggp UMVITE SDP (a711U telephone-event g7, coen SIP IMVITE Fromn: <sip:2 145509053@10.60.11.64

5060 H0NTEing 5060 SIP Status 100 Trying

o 200 OK SDP (q7110) q711L1) 5060 SIP Status 200 OK

5060 ACK 5060 SIP Request INWITE ACK 200 CSeq:l

50280 RTP (g7iil) 8656 RTR, 742 packats, Duration: 14919 SSRC: 04F L.,
RIE [g7110) 8528 RTP, 747 packets, Duration: 14,3205 SSRC: 0136

s0276
5060 EE 5060 SIP Request BYE CSaqi2
ENER S060 SIP Status 200 OK

5060

Figure 65: SIPREC sample trace

INVITE sip:0072@gdnblgttwnpzuvf4h1hj1.voiceconnector.chime.aws;user=phone SIP/2.0
Via: SIP/2.0/UDP 10.80.X.X:5060;branch=z9hG4bKac757879020
Max-Forwards: 70
From: <sip:2 T4XXXXXXX@10.80.X.X;user=phone>;tag=1c455743820
To: <sip:0072@gdnblgttwnpzuvf4h1hj1.voiceconnector.chime.aws;user=phone >
Call-1D: 94987709413920238055@10.80.X.X
CSeq: 1 INVITE
Contact: <sip:10.80.X.X:5060>;+sip.src
Supported: replaces,resource-priority,sdp-anat

Allow:
REGISTER,OPTIONS,INVITE,ACK,CANCEL,BYE,NOTIFY,PRACK,REFER,INFO,SUBSCRIBE,UPDA
TE

Require: siprec

User-Agent: Mediant SW/v.7.40A.500.017

Content-Type: multipart/mixed;boundary=boundary_ac1dec
Content-Length: 2018

--boundary_acldec

Content-Type: application/sdp

v=0

o=AudiocodesGW 1984436309 1773405932 IN IP4 10.80.X.X
s=SBC-Call

c=IN IP4 10.80.X.X

t=00

m=audio 50276 RTP/AVP 0 101

c=IN IP4 10.80.X.X

a=ptime:20
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a=sendonly

a=label:1

a=rtpmap:0 PCMU/8000
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15,16

m=audio 50280 RTP/AVP 0 101

c=IN IP4 10.80.X.X

a=ptime:20

a=sendonly

a=label:2

a=rtpmap:0 PCMU/8000
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15,16

--boundary_acldec
Content-Type: application/rs-metadata

Content-Disposition: recording-session

<?xml version="1.0" encoding="UTF-8"?>
<recording xmIns="urn:ietf:params:xml:ns:recording” xmlIns:ac="http://AudioCodes" >
<datamode>complete</datamode>
<group id="00000000-0000-00e2-f08e-1d00000738fa" >
<associate-time>2023-09-13T13:00:55Z </associate-time >
</group>
<session id="0000-0000-0000-0000-5d2ce63684edaeb9">
<group-ref>00000000-0000-00e2-f08e-1d00000738fa</group-ref>
<associate-time>2023-09-13T13:00:55Z </associate-time >
</session>
<participant id="214XXXXXXX" session="0000-0000-0000-0000-5d2ce63684edaeb9" >
<namelD aor="214XXXXXXX@10.80.X.X">
<name xml:lang="en">Aravind Sankara</name>
</namelD>
<associate-time>2023-09-13T13:00:55Z </associate-time>
<send>00000000-c460-00e2-f08e-1d00000738fa</send>
<recv>00000001-19e6-00e2-f08e-1d00000738fa</recv>

</participant>
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<participant id="0072" session="0000-0000-0000-0000-5d2ce63684edaeb9">
<namelD aor="0072@172.16. X.X"> </namelD>
<associate-time>2023-09-13T13:00:55Z </associate-time>
<send>00000001-19e6-00e2-f08e-1d00000738fa</send>
<recv>00000000-c460-00e2-f08e-1d00000738fa</recv>

</participant>

<stream id="00000000-c460-00e2-f08e-1d00000738fa" session="0000-0000-0000-
0000-5d2ce63684edaeb9" >

<label>1</label>

</stream>

<stream id="00000001-19e6-00e2-f08e-1d00000738fa" session="0000-0000-0000-
0000-5d2ce63684edaeb9" >

<label>2</label>
</stream>
</recording>

--boundary_ac1dec--

SIP/2.0 100 Trying

Via: SIP/2.0/UDP
10.80.11.64:5060;branch=z9hG4bKac757879020;rport=5060;received=199.182.124.60

From: <sip:2 T4XXXXXXX@10.80.X.X;user=phone>;tag=1c455743820

To: <sip:0072@gdnblgttwnpzuvf4h1hj1.voiceconnector.chime.aws;user=phone>
Call-1D: 94987709413920238055@10.80.X.X

CSeq: 1 INVITE

Content-Length: 0

SIP/2.0 200 OK

Via: SIP/2.0/UDP
10.80.11.64:5060;rport=5060;received=199.182.124.60;branch=z9hG4bKac757879020

Record-Route: <sip:3.80.16.10;Ir;ftag=1c455743820;did=2b4.af8;nat=yes>
From: <sip:2 T4XXXXXXX@10.80.X.X;user=phone>;tag=1c455743820

To:
<sip:0072@gdnblgttwnpzuvf4h1hj1.voiceconnector.chime.aws;user=phone>;tag=22p021K
4aZN5B

Call-1D: 94987709413920238055@10.80.X.X

CSeq: 1 INVITE

Contact: <sip:10.0.112.212:5060>

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, INFO, REGISTER
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Content-Type: application/sdp
Content-Length: 263
X-Vine-ID: bd89fc26-43eb-4b59-92¢c2-ad209b1964a5

v=0

o=- 1694610057396 1694610057396 IN IP4 3.80.17.228
s=session

c=IN1P4 3.80.17.228
t=00

m=audio 8628 RTP/AVP 0
a=rtpmap:0 PCMU/8000
a=recvonly

a=rtcp:8629

a=ptime:20

m=audio 8656 RTP/AVP 0
a=rtpmap:0 PCMU/8000
a=recvonly

a=rtcp:8657

a=ptime:20

ACK sip:10.0.112.212:5060 SIP/2.0

Via: SIP/2.0/UDP 10.80.X.X:5060;branch=z9hG4bKac999695496
Max-Forwards: 70

From: <sip:10.80.X.X;user=phone>;tag=1c455743820

To:
<sip:0072@gdnblgttwnpzuvf4h1hj1.voiceconnector.chime.aws;user=phone>;tag=22p021K
4aZN5B

Call-ID: 94987709413920238055@10.80.X.X

CSeq: 1 ACK

Contact: <sip:10.80.X.X:5060>

Route: <sip:3.80.16.10;Ir;ftag=1c455743820;did=2b4.af8;nat=yes >
User-Agent: Mediant SW/v.7.40A.500.017

Content-Length: 0

BYE sip:10.0.112.212:5060 SIP/2.0

Via: SIP/2.0/UDP 10.80.X.X:5060;branch=z9hG4bKac539992007
Max-Forwards: 70
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From: <sip:10.80.X.X;user=phone>;tag=1c455743820

To:
<sip:0072@gdnblgttwnpzuvf4h1hj1.voiceconnector.chime.aws;user=phone>;tag=22p021K
4aZN5B

Call-ID: 94987709413920238055@10.80.X.X

CSeq: 2 BYE

Route: <sip:3.80.16.10;Ir;ftag=1c455743820;did=2b4.af8;nat=yes>
User-Agent: Mediant SW/v.7.40A.500.017

Content-Length: 0

SIP/2.0 200 OK

Via: SIP/2.0/UDP
10.80.11.64:5060;rport=5060;received=199.182.124.60;branch=z9nhG4bKac539992007

From: <sip:10.80.X.X;user=phone>;tag=1c455743820

To:
<sip:0072@gdnblgttwnpzuvf4h1hj1.voiceconnector.chime.aws;user=phone>;tag=22p021K
4aZN5B

Call-1D: 94987709413920238055@10.80.X.X
CSeq: 2 BYE
Content-Length: 0
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6 Test results

6.1 With UDP as Transport

Note: for the purposes of the test the SIPREC session was streamed to Kinesis Video Streams (KVS) and each call leg was recorded. A solution that results in
only one recording that combines both call legs would be to use the Amazon Chime SDK Call Analytics service, which includes a call recording feature. For
more information visit the Call Analytics website.

1 Inbound call from | Inbound Call from 1) Call is connected Passed Two call recordings are available in AWS S3.
PSTN PSTN to PBXUser | 5) rTp between PSTN and PBX
User is captured Recording 1: PSTN User to PBX User

3) Inbound caller number and
PBX extension number are
captured in the metadata
(callerID capture to be tested)

Recording 2: PBX User to PSTN User

4) There is one call recording
per call leg for the duration of
the call, with accurate start
and end timestamps

5) Streaming and recording
end when either PSTN or PBX
user hangs up

2 Outbound call to | Outbound call from | 1) Call is connected Passed Two call recordings are available in AWS S3.
PSTN PBX user to PSTN 2) RTP between PBX User and
PSTN is captured Recording 1: PSTN User to PBX User
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3) PBX extension number and
outbound caller number are
captured in the metadata
(callerID capture to be tested)

4) There is one call recording
per call leg for the duration of
the call, with accurate start
and end timestamps

5) Streaming and recording
end when either PBX or PSTN
user hangs up

Recording 2: PBX User to PSTN User

3 Inbound hold and | Inbound Call from 1) Call is connected Passed Two call recordings are available in AWS S3.
resume PSTN to Ple Useré 2) RTP between PSTN and PBX
PBX User places the ;
lon h Ipd q User is captured only when Recording 1: PSTN User to PBX User
calfon hold an call is not on hold
after some time 3) Inbound call b q
. nbound caller number an
eriod, resumes ; . :
p PBX extension number are Recording 2: PBX User to PSTN User + Music on
the call . Hold
captured in the metadata
4) There is one call recording
per call leg for the duration of There is no re-invite from PBX while the call is
the call placed on HOLD. The recording is not paused, and
5) The timestamps for the the Music on Hold is captured.
recording show accurate call
duration for the entire call
6) Streaming and recording
end when either PSTN or PBX
user hangs up
4 Outbound hold PBX User calls 1) Call is connected Passed Two call recordings are available in AWS S3.
and resume external PSTN
number. After call
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is answered PBX
User places the call
on hold and after
various time
intervals resumes
the call. Call ends
when either PBX
User or PSTN hangs

up

2) RTP between PBX User and
PSTN is captured only when
call is not on hold

3) Outbound caller number
and PBX extension number are
captured in the metadata

4) There is one call recording
per call leg for the duration of
the call

5) The timestamps for the
recording show accurate call
duration for the entire call

6) Streaming and recording
end when either PSTN or PBX
user hangs up

Recording 1: PSTN User to PBX User

Recording 2: PBX User audio to PSTN User + Music
on Hold

There is no re-invite from PBX while the call is
placed on HOLD. The recording is not paused and
the music on hold is captured.

5 Inbound call - Inbound Call from 1) Call is connected Passed Two call recordings are available in AWS S3
attended call PSTN to PBX User- 2) RTP between PSTN and PBX
transfer 1, PBX User-1 does ;
’ User-1 is captured . . g

an attended . ; Recording 1: PSTN User to PBX User-1 and PBX

transfer to PBX 3) RTP is not capture User-2
between PSTN and PBX User-1

User-2 )
during transfer ) ) )

Recording 2: PBX User-1's audio to PSTN + Music
4) RTP l?etween PSTN and PBX on Hold while PBX User-1 is on call with PBX User-2
User-2 is captured after + PBX User-2's audio to PSTN User
transfer
5) Inbound caller number and . L .
. There is no re-invite from PBX during transfer.
PBX User-1 extension number ) ) .
. Hence, Music on Hold is captured, and meta data is
are captured in the metadata ] , ;
not updated with PBX User-2’s extension.
6) PBX User-2 extension
number is added to the
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metadata after transfer
completes

7) There is one call recording
per call leg for the duration of
the call

8) The timestamps for the
recording show accurate call
duration for the entire call

9) Streaming and recording
end when either PSTN or PBX
User-2 hangs up

6 Outbound call - Outbound call from | 1) Call is connected Passed Two call recordings are available in AWS S3.
atte”]f'eo' call PEX User;(lljo _ | 2 RTP between PSTN and PBX
transfer PSTN. PBX User- ;
User-1is captured Recording 1: PSTN User to PBX User-1 and PBX

does an attended

transfer to PBX 3) RTP is not captured User-2

between PSTN and PBX User-1

User-2 during transfer ) . .

Recording 2: PBX user 1's audio to PSTN + Music on

4) RTP between PSTN and PBX Hold while PBX User-1 is on call with PBX User-2 +

User-2 is captured after PBX User-2's audio to PSTN User

transfer

5) Outbound caller number ) o )

and PBX User-1 extension There is no re—mwte frc.)m PBX during transfer. .

number are captured in the Hence, Music Qn Hold is captured, anc! meta data is

metadata not updated with PBX User-2’s extension.

6) PBX User-2 extension

number is added to the

metadata after transfer

completes
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7) There is one call recording
per call leg for the duration of
the call

8) The timestamps for the
recording show accurate call
duration for the entire call

9) Streaming and recording
end when either PSTN or PBX
User-2 hangs up

7 Inbound call - Inbound call from 1) Call is connected Passed Four call recordings are available in AWS S3.
external transfer | PSTN User-1 to PBX 2) RTP between PSTN and PBX
User-1, PBX User-1 :
’ User-1 is captured ; . 1" ; -
does an attended . ; Recqrdlng 1.IZBXhL.J|ser 1's audio 'Fo PSTN“Usng +
transfer to PSTN 3) RTP is not capture Music on Hold while PBX U?er—l |§ on.ca wit
User-2 between PSTN User-1 and PBX PSTN User-2 + PSTN User-2's audio with PSTN User-
User-1 during transfer 1
4) RTP between PSTN User-1
and PSTN User-2 is captured Recording 2: PSTN User-1's audio to PBX User-1
after transfer and PSTN User-2
5) Inbound caller number and
PBX User-1 extension number . .
. Recording 3: PSTN User-2's audio to PBX User-1
are captured in metadata
and PSTN User-1
6) PSTN User-2 caller number
is added to the metadata after
transfer completes Recording 4: PBX User-1's audio to PSTN user 2
7) There is one call recording
per call leg for the duration of There is no re-invite from PBX during transfer.
the call Hence, the recording is not paused and the music
on hold is captured.
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8) The timestamps for the
recording show accurate call
duration for the entire call

9) Streaming and recording
end when either PSTN User-1
or PSTN User-2 hangs up

8 Inbound call - Inbound Call from

blind call transfer | PSTN to PBX User-
1, PBX User-1 does
a blind transfer to

PBX User-2

1) Call is connected

2) RTP between PSTN and PBX
User-1 is captured

3) RTP is not captured
between PSTN and PBX User-1
during transfer

4) RTP between PSTN and PBX
User-2 is captured after
transfer

5) Inbound caller number and
PBX User-1 extension number
are captured in the metadata

6) PBX User-2 extension
number is added to the
metadata after transfer
completes

7) There is one call recording
per call leg for the duration of
the call

8) The timestamps for the
recording show accurate call
duration for the entire call

Passed

Two call recordings are available in AWS S3.

Recording 1: PSTN User to PBX User-1 and PBX
User-2

Recording 2: PBX User-1's audio to PSTN + Music
on Hold while PBX User-1 attempts to transfer +
PBX User-2's audio to PSTN User

There is no re-invite from PBX during transfer.
Hence, Music on Hold is captured, and meta data is
not updated with PBX User-2’s extension.
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9) Streaming and recording
end when either PSTN or PBX
User-2 hangs up

Outbound call -
blind call transfer

Outbound call from
PBX User-1to
PSTN. PBX User-1
does a blind
transfer to PBX
User-2

1) Call is connected

2) RTP between PSTN and PBX
User-1 is captured

3) RTP is not captured
between PSTN and PBX User-1
during transfer

4) RTP between PSTN and PBX
User-2 is captured after
transfer

5) Outbound caller number
and PBX User-1 extension
number are captured in the
metadata

6) PBX User-2 extension
number is added to the
metadata after transfer
completes

7) There is one call recording
per call leg for the duration of
the call

8) The timestamps for the
recording show accurate call
duration for the entire call

9) Streaming and recording
end when either PSTN or PBX
User-2 hangs up

Passed

Two call recordings are available in AWS S3.

Recording 1: PSTN User to PBX User-1 and PBX
User-2

Recording 2: PBX User-1's audio to PSTN + Music
on Hold while PBX User-1 attempts to transfer +
PBX User-2's audio to PSTN User

There is no re-invite from PBX during transfer.
Hence, Music on Hold is captured, and meta data is
not updated with PBX User-2’s extension.
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10

Inbound call -
internal
conference

Inbound call from
PSTN to PBX User-
1. PBX User-1
places PSTN on
hold and consults
with PBX User-2.
PBX User-2 is
conferenced into
the call. The call
terminates when
one of the last two
call participants
hangs up

1) Call is connected

2) RTP between PSTN and PBX
User-1 is captured

3) RTP is not captured
between PSTN and PBX User-1
during setup of call with PBX
User-2

4) RTP between PSTN, PBX
User-1, and PBX User-2 is
captured after PBX User-2 is
added to the call as an active
participant

5) Inbound caller number and
PBX User-1 extension number
are captured in the metadata

6) PBX User-2 extension
number is added to the
metadata after conference
starts

7) There is one call recording
per call leg for the duration of
the call

8) The timestamps for the
recording show accurate call
duration for the entire call

9) Streaming and recording
end when either PSTN hangs
up or last participant from PBX
User-1 and User-2 hangs up

Passed

Two call recordings are available in AWS S3.

Recording 1: PSTN User to PBX User-1 and PBX
User-2

Recording 2: PBX User-1's audio to PSTN + Music
on Hold from PBX User-1 while consulting PBX
User-2 for conference + PBX User-1's audio to PSTN
User and PBX User-2 + PBX User-2's audio to PSTN
User and PBX User-1

There is no mid-call signaling from PBX for call
escalation to conference. Therefore, music on hold
is recorded while escalating the call to conference
and meta data is not updated with PBX User-2's
extension.
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11

Outbound call -
internal
conference

Outbound call from
PBX User-1to
PSTN. PBX User-1
places PSTN on
hold and consults
with PBX User-2.
PBX User-2 is
conferenced into
the call. The call
terminates when
one of the last two
call participants
hangs up

1) Call is connected

2) RTP between PBX User-1
and PSTN is captured

3) RTP is not captured
between PSTN and PBX User-1
during setup of call with PBX
User-2

4) RTP between PSTN, PBX
User-1, and PBX User-2 is
captured after PBX User-2 is
added to the call as an active
participant

5) Outbound caller number
and PBX User-1 extension
number are captured in the
metadata

6) PBX User-2 extension
number is added to the
metadata after conference
starts

7) There is one call recording
per call leg for the duration of
the call

8) The timestamps for the
recording show accurate call
duration for the entire call

9) Streaming and recording
end when either PSTN hangs
up or last participant from PBX
User-1 and User-2 hangs up

Passed

Two call recordings are available in AWS S3.

Recording 1: PSTN User to PBX User-1 and PBX
User-2

Recording 2: PBX User-1's audio to PSTN + Music
on Hold from PBX User-1 while consulting PBX
User-2 for conference + PBX User-1's audio to PSTN
User and PBX User-2 + PBX User-2's audio to PSTN
User and PBX User-1

There is no mid-call signaling from PBX for call
escalation to conference. Therefore, music on hold
is recorded while escalating the call to conference
and meta data is not updated with PBX User-2's
extension.
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12 Inbound call with | Inbound call from 1) Call is connected Passed Four call recordings are available in AWS S3.
ex“‘ima' PSTN User-1to PBX | 2) RTp between PSTN and PBX
conference User-1. PBX User-1 ;

User-1 is captured ; . 1" ; -
places PSTN User-1 _ Recgrdmg 1: PBX User-1's audio to PSTN User. 1+
on hold and calls 3) RTP is not captured Music on Hold from PBX User-1 while consulting
with PSTN User-2 between PSTN and PBX User-1 PSTN User-2 for conference + PSTN User-2's audio
PSTN User-2 is ' during setup of call with PSTN and PBX User-1's audio to PSTN User-1
conferenced into ;J)sz'rl:lfb " PBX U 1

etween ser-
the call. The call and PSTN User-2 is captured Recording 2: PSTN User-1's audio to PBX User-1
ends when one of P and PSTN User-2
the last two call 5) RTP between PSTN User-1,
participants hangs | PBX User-1, and PSTN User-2
up is captured after PSTN User-2 Recording 3: PSTN User-2's audio to PBX User-1
is added to the call as an and PSTN User-1

active participant

6) Inbound caller number and Recording 4: PBX User-1's audio to PSTN User-2 +

PBX User-1 extension number PSTN User-1's audio and PBX User-1's audio to

are captured in the metadata PSTN User-2

7) PSTN User-2 caller number

Is added to the metadata after There is no mid-call signaling from PBX for call

the conference starts . .

escalation to conference. Therefore, music on hold

8) There is one call recording is recorded while escalating the call to conference.

per call leg for the duration of

the call

9) The timestamps for the

recording show accurate call

duration for the entire call

10) Streaming and recording

end when one of the last two

call participants hangs up
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13 Outbound call Outbound call from | 1) Call is connected Passed Four call recordings are available in AWS S3.
witf; external PBX User-1 to PSTN 2) RTP between PBX User-1
conference User-1. PBX User-1 ;
places PSTN User-1 and PSTN User-1 s captured Recording 1: PBX User-1's audio to PSTN User-1 +
on hold and calls 3) RTP is not captured Music on Hold from PBX User-1 while consulting
PSTN User-2. pSTN | Petween PSTN User-1 and PBX PSTN User-2 for conference + PSTN User-2's audio
User-2 is ' User-1 during setup of call and PBX User-1's audio to PSTN User-1
conferenced into Z\/)';::Sbﬂ;‘ User_sBx User-1
etween ser-
the call. The call and PSTN User-2 is captured Recording 2: PSTN User-1's audio to PBX User-1
ends when one of P ' and PSTN User-2
the last two call 5) RTP between PSTN User-1,
participants hangs | PBX User-1, and PSTN User-2
up is captured after PSTN User-2 Recording 3: PSTN User-2's audio to PBX User-1
is added to the call as an and PSTN User-1
active participant
6) Outbound caller number Recording 4: PBX User-1's audio to PSTN User-2 +
and PBX User-1 extension PSTN User-1's audio and PBX User-1's audio to
number are captured in the PSTN User-2
metadata
.7) PSTN User-2 caller number There is no mid-call signaling from PBX for call
is added to the metadata after . .
escalation to conference. Therefore, music on hold
conference starts . . .
is recorded while escalating the call to conference.
8) There is one call recording
per call leg for the duration of
the call
9) The timestamps for the
recording show accurate call
duration for the entire call
10) Streaming and recording
end when one of the last two
call participants hangs up
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14 Inbound call - Inbound call from 1) Call is connected Passed Two call recordings are available in AWS S3.
transfer to queue | PSTN to PBX User- 2) RTP between PSTN and PBX
1. PBX User-1 ;
User-1 is captured ; . -
transfers the call to 3 RTP ; Recording 1: PSTN User to PBX User-1
call queue. PSTN ) Is not capture
drops the call between PSTN and PBX User-1 R ding 2: PBX User-1's audio to PSTN U
during transfer ecgr ing 2: : ser-1's audio to ser +
] Music on Hold while PBX User-1 attempts to
4) RTP is captured when transfer until extensions associated to call queue
gueue accepts call are ringing
5) Inbound caller number and
PBX User-1 extension number Th . vite f PBX duri ;
are captured in the metadata ere is no re—mwte rgm uring transfer. .
] Hence, Music on Hold is captured, and meta data is
6) Queue number is captured not updated with call queue number.
in the metadata after call
transfer
7) There is one call recording
per call leg for the duration of
the call
8) The timestamps for the
recording show accurate start
and end times
9) Streaming and recording
end when PSTN hangs up
15 Inbound call - Inbound call from 1) Call is connected Passed Two call recordings are available in AWS S3.
transfer to queue | PSTN to PBX User- 2) RTP between PSTN and PBX
then to agent 1. PBX User-1 ;
& User-1is captured Recording 1: PSTN User to PBX User-1 and PBX
transfers the call to .
3) RTP is not captured User-2
call queue. PBX
. between PSTN and PBX User-1
User-2 picks up the i
during transfer
call from the queue
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4) RTP is captured when
gueue accepts call

5) RTP between PSTN and PBX
User-2 is captured

6) Inbound caller number and
PBX User-1 extension number
are captured in the metadata

7) Queue number is captured
in the metadata after call
transfer

8) There is one call recording
per call leg for the duration of
the call

9) The timestamps for the
recording show accurate start
and end times

10) Streaming and recording
end when PSTN hangs up

Recording 2: PBX User-1's audio to PSTN User +
Music on Hold while PBX User-1 attempts to
transfer + PBX User-2's audio to PSTN User

There is no re-invite from PBX during transfer.
Hence, Music on Hold is captured, and meta data is
not updated with call queue number and PBX User-
2’s extension.

16 Inbound call with | Inbound call from 1) Call is connected Passed Two call recordings are available in AWS S3.
consult ESTN to PBxluser' 2) RTP between PSTN and PBX
. PBX User- ;
| PSTN User-1is captured only when Recording 1: PSTN User to PBX User-1
places on call is not on hold
hold and calls PBX 3) RTP bet PBX User-1
etween ser-
User-2, who and PBX User-2 is not Recording 2: PBX User-1's audio to PSTN User +
answers. PBX User- captured Music On Hold while PBX User-1 is on call with PBX
2 hangs up and PBX User-2 + resumed PBX User-1's audio to PSTN User
User-1 resumes call | 4) Inbound caller number and
with PSTN PBX extension number are
captured in the metadata There is no re-invite from PBX while the call is
placed on HOLD. The recording is not paused and
the music on hold is captured.
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5) Metadata is captured when
PBX User-2 is added and when
they are dropped from the call

6) There is one call recording
per call leg for the duration of
the call

7) The timestamps for the
recording show accurate call
duration for the entire call

8) Streaming and recording
end when either PSTN or PBX
user hangs up

17 Inbound call with | Inbound call from 1) Call is connected Passed Two call recordings are available in AWS S3.
extended consult ;’STNXt(EJPBXIUser— 2) RTP between PSTN and PBX
. PBX User- ;
| PSTN User-1is captured only when Recording 1: PSTN User to PBX User-1
places on call is not on hold
hold and calls PBX 3) RTP bet PBX User-1
etween ser-
User-2, who . Recording 2: PBX User-1's audio to PSTN User +
and PBX User-2 is not i . ] ;
answers. PBX User- captured Music On Hold while PBX User-1 is on call with PBX
2 is put on hold and User-2 + resumed PBX User-1's audio to PSTN User
PBX User-1 4) Inbound caller number and
resumes call with PBX extension number are
PSTN. This captured in the metadata There is no re-invite from PBX while the call is
sequence may be 5) Metadata is captured when p}iaced o.n HO}I;Di The recording is not paused and
repeated multiple | px User-2 is added and when the music on hold is captured.
times until either they are dropped from the call
:iNsour PBX User-1 6) There is one call recording
8> up per call leg for the duration of
the call
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7) The timestamps for the
recording show accurate call
duration for the entire call

8) Streaming and recording
end when either PSTN or PBX
user hangs up

18 Inbound call with | Inbound call from 1) Call is connected Passed Two call recordings are available in AWS S3.
multi-party PSTN to PBX User- | 7) RTp between PSTN and PBX
conference :)iapclz): g;f;l in User-1 "5 captured Recording 1: PSTN User to PBX User-1, PBX User-2,
hold and consults 3) RTP is not captured and PBX User-3
with PBX User-2. betyveen PSTN and PETX User-1
PBX User-2 is during setup of call with PBX ) _ o o
_ User-2 Recording 2: PBX User-1's audio with PSTN User +
conferenced into Music On Hold from PBX User-1 while consulting
the call. PBX User-1 | 4) RTP between PSTN, PBX PBX User-2 for conference + PBX User-1's audio to
then adds PBX User-1, and PBX User-2 is PSTN User and PBX User-2 + PBX User-2's audio to
User-3 to the call. | captured after PBX User-2 is PSTN User and PBX User-1 + Music On Hold from
Call ends when added to the call as an active PBX User-1 while consulting PBX User-3 for
either PSTN or last | participant conference + PBX User-1's audio to PBX User-2,
PBX User in the call | 5) RTP between PSTN, PBX PBX User-3 and PSTN User + PBX User-2's audio to
hangs up User-1, PBX User-2, and PBX PBX User-1, PBX User-3 and PSTN User + PBX User-
User-3 is captured after PBX 3's audio to PBX User-1, PBX User-2 and PSTN User
User-3 is added to the call
6) Inbound caller number and There is no mid-call signaling from PBX for call
PBX User-1 extension number escalation to conference. Therefore, music on hold
are captured in the metadata is recorded while escalating the call to conference
7) PBX User-2 extension and meta data is not updated with PBX User-2's
number is added to the and PBX User-3’s extensions.
metadata after conference
starts
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8) PBX User-3 extension
number is added to the
metadata after addition to
conference

9) There is one call recording
per call leg for the duration of
the call

10) The timestamps for the
recording show accurate call
duration for the entire call

11) Streaming and recording
end when either PSTN hangs
up or last participant from PBX
User-1 and User-2 hangs up

19 Outbound PBX User-1 calls 1) Call is connected when Passed Two call recordings are available in AWS S3.
conference call PBX User-2. PBX customer answers call from
User-2 calls PBX User-2 )
customer on PSTN | 2) RTP between PBX User-2 Recording 1: PSTN User to PBX User-1 and PBX
number. Call ends and customer on PSTN is User-2
when either of the | captured.
last two call 3) RTP between PBX User-1, Recording 2: PBX User-2's audio to PBX User-1 and
participants hangs | ppx User-2 and customer is PSTN User + PBX User-1's audio to PBX User-2 and
up captured PSTN User
4) PBX User-1, PBX User-2, and
customer called number are Meta data information only has PBX User-2's
captured in the metadata extension and PSTN User number.
5) There is one call recording
per call leg for the duration of
the call 6)
Call ends when customer or
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last remaining PBX user hangs
up

7) The timestamps for the
recording show accurate start
and end times

8) Streaming and recording
end when condition 6 is met

20

Emergency calling

PBX User-1 calls
the 511 service

1) Call is connected

2) RTP between PBX User and
511 is captured

3) PBX extension number and
outbound caller number (511)
are captured in the metadata
(caller ID capture to be tested)

4) There is one call recording
per call leg for the duration of
the call, with accurate start
and end timestamps

5) Streaming and recording
end when either PBX or 511
user hangs up

Passed

Two call recordings are available in AWS S3.

Recording 1: 511 User to PBX User

Recording 2: PBX User to 511 User

Note: - This scenario is locally simulated within Lab
environment.

21

Outbound
international call

Outbound call from
PBX User-1 to
international PSTN
number

1) Call is connected

2) RTP between PBX Users and
PSTN is captured

3) PBX extension number and
outbound caller number are
captured in the metadata
(caller ID capture to be tested)

Passed

Two call recordings are available in AWS S3.

Recording 1: International PSTN User to PBX User

Recording 2: PBX User to International PSTN User
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4) There is one call recording
per call leg for the duration of
the call, with accurate start
and end timestamps

5) Streaming and recording
end when either PBX or PSTN
user hangs up
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6.2 With TLS as Transport

1 Inbound call from | Inbound Call from 1) Call is connected Passed Two call recordings are available in AWS S3.
PSTN PSTN to PBX User | 5) RTp between PSTN and PBX
User is captured Recording 1: PSTN User to PBX User

3) Inbound caller number and
PBX extension number are
captured in the metadata
(callerID capture to be tested)

Recording 2: PBX User to PSTN User

4) There is one call recording
per call leg for the duration of
the call, with accurate start
and end timestamps

5) Streaming and recording
end when either PSTN or PBX
user hangs up

2 Outbound callto | Outbound call from | 1) Call is connected Passed Two call recordings are available in AWS S3.
PSTN PBX user to PSTN 2) RTP between PBX User and
PSTN is captured Recording 1: PSTN User to PBX User

3) PBX extension number and
outbound caller number are
captured in the metadata
(callerID capture to be tested)

Recording 2: PBX User to PSTN User

4) There is one call recording
per call leg for the duration of
the call, with accurate start
and end timestamps
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5) Streaming and recording
end when either PBX or PSTN
user hangs up

3 Inbound hold and | Inbound Call from 1) Call is connected Passed Two call recordings are available in AWS S3.
resume PSTN to Ple User;l 2) RTP between PSTN and PBX
PBX User places the ;
llon h |F:3| q User is captured only when Recording 1: PSTN User to PBX User
calfon hold an call is not on hold
after some time 3) Inbound call b q
. nbound caller number an
eriod, resumes ; . :
'?he ol PBX extension number are IF_(|eT(cj>rd|ng 2: PBX User to PSTN User + Music on
captured in the metadata 0
4) There is one call recording
per call leg for the duration of
the call There is no re-invite from PBX while the call is
5) The timestamps for the placed on HOLD. The recording is not paused, and
recording show accurate call the Music on Hold is captured.
duration for the entire call
6) Streaming and recording
end when either PSTN or PBX
user hangs up
4 Outbound hold PBX User calls 1) Call is connected Passed Two call recordings are available in AWS S3.
and resume eXteL”a' PSJN || 2LRTP between PBX User and
number. After ca ;
. d PBX PSTN is captured only when Recording 1: PSTN User to PBX User-1
IS answere call is not on hold
User places the call 3) Outbound call b
on hold and after utbound caller number ) _ L )
sk and PBX extension number are Recqrdlng Z.IZBX User-1's audio to PSTN User +
intervals resumes captured in the metadata Music on Ho
the call. Call ends 4) There is one call recording
when either PBX per call leg for the duration of
the call
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User or PSTN hangs
up

5) The timestamps for the
recording show accurate call
duration for the entire call

6) Streaming and recording
end when either PSTN or PBX
user hangs up

There is no re-invite from PBX while the call is
placed on HOLD. The recording is not paused and
the music on hold is captured.

5 Inbound call -
attended call
transfer

Inbound Call from
PSTN to PBX User-
1, PBX User-1 does
an attended
transfer to PBX
User-2

1) Call is connected

2) RTP between PSTN and PBX
User-1 is captured

3) RTP is not captured
between PSTN and PBX User-1
during transfer

4) RTP between PSTN and PBX
User-2 is captured after
transfer

5) Inbound caller number and
PBX User-1 extension number
are captured in the metadata

6) PBX User-2 extension
number is added to the
metadata after transfer
completes

7) There is one call recording
per call leg for the duration of
the call

8) The timestamps for the
recording show accurate call
duration for the entire call

Passed

Two call recordings are available in AWS S3

Recording 1: PSTN User to PBX User-1 and PBX
User-2

Recording 2: PBX User-1's audio to PSTN User +
Music on Hold while PBX User-1 is on call with PBX
User-2 + PBX User-2's audio to PSTN User

There is no re-invite from PBX during transfer.
Hence, Music on Hold is captured, and meta data is
not updated with PBX User-2’s extension.
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9) Streaming and recording
end when either PSTN or PBX
User-2 hangs up

Outbound call -
attended call
transfer

Outbound call from
PBX User-1to
PSTN. PBX User-1
does an attended
transfer to PBX
User-2

1) Call is connected

2) RTP between PSTN and PBX
User-1 is captured

3) RTP is not captured
between PSTN and PBX User-1
during transfer

4) RTP between PSTN and PBX
User-2 is captured after
transfer

5) Outbound caller number
and PBX User-1 extension
number are captured in the
metadata

6) PBX User-2 extension
number is added to the
metadata after transfer
completes

7) There is one call recording
per call leg for the duration of
the call

8) The timestamps for the
recording show accurate call
duration for the entire call

9) Streaming and recording
end when either PSTN or PBX
User-2 hangs up

Passed

Two call recordings are available in AWS S3.

Recording 1: PSTN User to PBX User-1 and PBX
User-2

Recording 2: PBX user 1's audio to PSTN + Music on
Hold while PBX User-1 is on call with PBX User-2 +
PBX User-2's audio to PSTN User

There is no re-invite from PBX during transfer.
Hence, Music on Hold is captured, and meta data is
not updated with PBX User-2’s extension.
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7 Inbound call - Inbound call from 1) Call is connected Passed Four call recordings are available in AWS S3.
external transfer | PSTN User-1 to PBX 2) RTP between PSTN and PBX
User-1, PBX User-1 ;
’ User-1 is captured ; . 1" ; -
does an attended _ Recgrdmg 1: PBX pser 1's audio ’Fo PSTN Usgr 1+
3) RTP is not captured Music on Hold while PBX User-1 is on call with
transfer to PSTN . S
User-2 between PSTN User-1 and PBX PSTN User-2 + PSTN User-2's audio with PSTN User-
User-1 during transfer 1
4) RTP between PSTN User-1
and PSTN User-2 is captured Recording 2: PSTN User-1's audio to PBX User-1
after transfer and PSTN User-2
5) Inbound caller number and
PBX User-1 extension number R di . PSTN 5 gi PBX 1
are captured in metadata ecording 3: PSTN User-2's audio to User-
and PSTN User-1
6) PSTN User-2 caller number
is added to the metadata after
transfer completes Recording 4: PBX User-1's audio to PSTN user 2
7) There is one call recording
per call leg for the duration of There is no re-invite from PBX during transfer.
the call Hence, the recording is not paused and the music
8) The timestamps for the on hold is captured.
recording show accurate call
duration for the entire call
9) Streaming and recording
end when either PSTN User-1
or PSTN User-2 hangs up
8 Inbound call - Inbound Call from 1) Call is connected Passed Two call recordings are available in AWS S3.
blind call transfer | PSTN to PBX Ujer— 2) RTP between PSTN and PBX
1, PBX User-1 does :
. User-1is captured Recording 1: PSTN User to PBX User-1 and PBX
a blind transfer to
PBX User-2 User-2
93 Amazon Web

Services




3) RTP is not captured
between PSTN and PBX User-1
during transfer

4) RTP between PSTN and PBX
User-2 is captured after
transfer

5) Inbound caller number and
PBX User-1 extension number
are captured in the metadata

6) PBX User-2 extension
number is added to the
metadata after transfer
completes

7) There is one call recording
per call leg for the duration of
the call

8) The timestamps for the
recording show accurate call
duration for the entire call

9) Streaming and recording
end when either PSTN or PBX
User-2 hangs up

Recording 2: PBX User-1's audio to PSTN + Music
on Hold while PBX User-1 attempts to transfer +
PBX User-2's audio to PSTN User

There is no re-invite from PBX during transfer.
Hence, Music on Hold is captured, and meta data is
not updated with PBX User-2’s extension.

9 Outbound call - Outbound call from | 1) Call is connected Passed Two call recordings are available in AWS S3.
blind call transfer PBX User-1 to 2) RTP between PSTN and PBX
PSTN. PBX User-1 ;
. User-1is captured Recording 1: PSTN User to PBX User-1 and PBX

does a blind 3 . q 5

transfer to PBX ) RTP is not capture User-
between PSTN and PBX User-1

User-2 )
during transfer
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4) RTP between PSTN and PBX
User-2 is captured after
transfer

5) Outbound caller number
and PBX User-1 extension
number are captured in the
metadata

6) PBX User-2 extension
number is added to the
metadata after transfer
completes

7) There is one call recording
per call leg for the duration of
the call

8) The timestamps for the
recording show accurate call
duration for the entire call

9) Streaming and recording
end when either PSTN or PBX
User-2 hangs up

Recording 2: PBX User-1's audio to PSTN + Music
on Hold while PBX User-1 attempts to transfer +
PBX User-2's audio to PSTN User

There is no re-invite from PBX during transfer.
Hence, Music on Hold is captured, and meta data is
not updated with PBX User-2’s extension.

10 Inbound call - Inbound call from 1) Call is connected Passed Two call recordings are available in AWS S3.
i”tefma' PSTN to PBX User- | 7) RTp between PSTN and PBX
conference 1. PBX User-1 ;
User-1 is captured ; . .
places PSTN on ' ; Recording 1: PSTN User to PBX User-1 and PBX
hold and consults E) RTP is not captl:jre User-2
with PBX User-2. etyveen PSTN an PE%X User-1
. during setup of call with PBX ) . .
PBX User-2 is User-2 Recording 2: PBX User-1's audio to PSTN + Music
conferenced into on Hold from PBX User-1 while consulting PBX
the call. The call 4) RTP between PSTN, PBX User-2 for conference + PBX User-1's audio to PSTN
terminates when User-1, and PBX User-2 is
one of the last two | captured after PBX User-2 is
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call participants
hangs up

added to the call as an active
participant

5) Inbound caller number and
PBX User-1 extension number
are captured in the metadata

6) PBX User-2 extension
number is added to the
metadata after conference
starts

7) There is one call recording
per call leg for the duration of
the call

8) The timestamps for the
recording show accurate call
duration for the entire call

9) Streaming and recording
end when either PSTN hangs
up or last participant from PBX
User-1 and User-2 hangs up

User and PBX User-2 + PBX User-2's audio to PSTN
User and PBX User-1

There is no mid-call signaling from PBX for call
escalation to conference. Therefore, music on hold
is recorded while escalating the call to conference
and meta data is not updated with PBX User-2's
extension.

11 Outbound call - Outbound call from | 1) Call is connected Passed Two call recordings are available in AWS S3.
intefrnal PSX User-1to . 2) RTP between PBX User-1
conference PSTN. PBX User- ;
and PSTN is captured ; . -
places PSTN on ‘ | Recording 1: PSTN User to PBX User-1 and PBX
hold and consults 3) RTP is not capture User-2
with PBX User-2. betyveen PSTN and PB'X User-1
. during setup of call with PBX ) . .
PBX User-2 is User-2 Recording 2: PBX User-1's audio to PSTN + Music
conferenced into on Hold from PBX User-1 while consulting PBX
the call. The call 4) RTP between PSTN, P_BX User-2 for conference + PBX User-1's audio to PSTN
terminates when User-1, and PBX User-2 is _ User and PBX User-2 + PBX User-2's audio to PSTN
one of the last two | captured after PBX User-2 is User and PBX User-1
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call participants
hangs up

added to the call as an active
participant

5) Outbound caller number
and PBX User-1 extension
number are captured in the
metadata

6) PBX User-2 extension
number is added to the
metadata after conference
starts

7) There is one call recording
per call leg for the duration of
the call

8) The timestamps for the
recording show accurate call
duration for the entire call

9) Streaming and recording
end when either PSTN hangs
up or last participant from PBX
User-1 and User-2 hangs up

There is no mid-call signaling from PBX for call
escalation to conference. Therefore, music on hold
is recorded while escalating the call to conference
and meta data is not updated with PBX User-2's
extension.

12 Inbound call with | Inbound call from 1) Call is connected Passed Four call recordings are available in AWS S3.

eXtefma' PSTN User-1to PBX | 7) RTp between PSTN and PBX

conference User-1. PBX User-1 ;
places PSTN User-1 User-1is captured Recording 1: PBX User-1's audio to PSTN User-1 +
on hold and calls 3) RTP is not captured Music on Hold from PBX User-1 while consulting
with PSTN User-2 between PSTN and PBX User-1 PSTN User-2 for conference + PSTN User-2's audio
PSTN User-2 is ' during setup of call with PSTN and PBX User-1's audio to PSTN User-1
conferenced into User-2
the call. The call 4) RTP between PBX User-1 R ding 2: PSTN User-1's audio to PBX User-1

ds wh ¢ | and PSTN User-2 is captured ecording 2: Ser-Lsaudioto >er
ends when one o and PSTN User-2
the last two call
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participants hangs
up

5) RTP between PSTN User-1,
PBX User-1, and PSTN User-2
is captured after PSTN User-2
is added to the call as an
active participant

6) Inbound caller number and
PBX User-1 extension number
are captured in the metadata

7) PSTN User-2 caller number
is added to the metadata after
the conference starts

8) There is one call recording
per call leg for the duration of
the call

9) The timestamps for the
recording show accurate call
duration for the entire call

10) Streaming and recording
end when one of the last two
call participants hangs up

Recording 3: PSTN User-2's audio to PBX User-1
and PSTN User-1

Recording 4: PBX User-1's audio to PSTN User-2 +
PSTN User-1's audio and PBX User-1's audio to
PSTN User-2

There is no mid-call signaling from PBX for call
escalation to conference. Therefore, music on hold
is recorded while escalating the call to conference.

13 Outbound call Outbound call from | 1) Call is connected Passed Four call recordings are available in AWS S3.

witr; external PBX User-1 to PSTN 2) RTP between PBX User-1

conference User-1. PBX User-1 ;
places PSTN User-1 and PSTN User-1 is captured Recording 1: PBX User-1's audio to PSTN User-1 +
on hold and calls 3) RTP is not captured Music on Hold from PBX User-1 while consulting
PSTN User-2. pSTN | Petween PSTN User-1 and PBX PSTN User-2 for conference + PSTN User-2's audio
User-2 is ' User-1 during setup of call and PBX User-1's audio to PSTN User-1
conferenced into with PSTN User-2
the call. The call 4)RTP between PBX User-1 R ding 2: PSTN User-1's audio to PBX User-1

ds wh ¢ | and PSTN User-2 is captured. ecording 2: Ser-Lsaudioto >er
ends when one o and PSTN User-2
the last two call
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participants hangs
up

5) RTP between PSTN User-1,
PBX User-1, and PSTN User-2
is captured after PSTN User-2
is added to the call as an
active participant

6) Outbound caller number
and PBX User-1 extension
number are captured in the
metadata

7) PSTN User-2 caller number
is added to the metadata after
conference starts

8) There is one call recording
per call leg for the duration of
the call

9) The timestamps for the
recording show accurate call
duration for the entire call

10) Streaming and recording
end when one of the last two
call participants hangs up

Recording 3: PSTN User-2's audio to PBX User-1
and PSTN User-1

Recording 4: PBX User-1's audio to PSTN User-2 +
PSTN User-1's audio and PBX User-1's audio to
PSTN User-2

There is no mid-call signaling from PBX for call
escalation to conference. Therefore, music on hold
is recorded while escalating the call to conference.

14 Inbound call - Inbound call from 1) Call is connected Passed Two call recordings are available in AWS S3.
transfer to queue | PSTN to PBX User- 2) RTP between PSTN and PBX
1. PBX User-1 ;
User-1 is captured ; . .
transfers the call to ; ' | Recording 1: PSTN User to PBX User-1
call queue. PSTN ) RTP is not capture
drops the call between PSTN and PBX User-1 Recording 2: PBX User-1's audio to PSTN U
during transfer ecqr ing 2: . ser-1's audio to ser +
] Music on Hold while PBX User-1 attempts to
4) RTP is captured when transfer until extensions associated to call queue
queue accepts call are ringing
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5) Inbound caller number and
PBX User-1 extension number
are captured in the metadata

6) Queue number is captured
in the metadata after call
transfer

7) One recording for the entire
call duration is stored

8) The timestamps for the
recording show accurate start
and end times

9) Streaming and recording
end when PSTN hangs up

There is no re-invite from PBX during transfer.
Hence, Music on Hold is captured, and meta data is
not updated with call queue number.

15 Inbound call - Inbound call from 1) Call is connected Passed Two call recordings are available in AWS S3.
transfer to queue | PSTN to PBX User- 2) RTP between PSTN and PBX
then to agent 1. PBX User-1 User-1 is captured ding 1: PS 1and

transfers the call to s . | Recor2 ing 1: PSTN User to PBX User-1 and PBX

call queve. pax | IRTPisnotcaptured User-

User-2 picks up the detwetetn ; an Ser-

uring transfer

call from the queue & ] Recording 2: PBX User-1's audio to PSTN User +
4) RTP is captured when Music on Hold while PBX User-1 attempts to
queue accepts call transfer + PBX User-2's audio to PSTN User
5) RTP between PSTN and PBX
User-2 is captured
6) Inbound caller number and I'here |s|\;|10 re-lnv:elf:{r.om PBX dljjrmg(':clransfezj .
PBX User-1 extension number ence, Music qn old is captured, and meta data is

. not updated with call queue number and PBX User-
are captured in the metadata , )
2’s extension.
7) Queue number is captured
in the metadata after call
transfer
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8) There is one call recording
per call leg for the duration of
the call

9) The timestamps for the
recording show accurate start
and end times

10) Streaming and recording
end when PSTN hangs up

16 Inbound call with
consult

Inbound call from
PSTN to PBX User-
1. PBX User-1
places PSTN on
hold and calls PBX
User-2, who
answers. PBX User-
2 hangs up and PBX
User-1 resumes call
with PSTN

1) Call is connected

2) RTP between PSTN and PBX
User-1 is captured only when
call is not on hold

3) RTP between PBX User-1
and PBX User-2 is not
captured

4) Inbound caller number and
PBX extension number are
captured in the metadata

5) Metadata is captured when
PBX User-2 is added and when
they are dropped from the call

6) One recording for the entire
call duration is stored

7) The timestamps for the
recording show accurate call
duration for the entire call

8) Streaming and recording
end when either PSTN or PBX
user hangs up

Passed

Two call recordings are available in AWS S3.

Recording 1: PSTN User to PBX User-1

Recording 2: PBX User-1's audio to PSTN User +
Music On Hold while PBX User-1 is on call with PBX
User-2 + resumed PBX User-1's audio to PSTN User

There is no re-invite from PBX while the call is
placed on HOLD. The recording is not paused and
the music on hold is captured.
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17 Inbound call with | Inbound call from 1) Call is connected Passed Two call recordings are available in AWS S3.
extended consult | PSTN to PBX User- 2) RTP between PSTN and PBX
1. PBX User-1 ;
| PSTN User-1is captured only when Recording 1: PSTN User to PBX User-1
places on call is not on hold
hold and calls PBX
User-2 wh 3) RTP between PBX User-1 ) ' .
Ser-Z, who . Recording 2: PBX User-1's audio to PSTN User +
and PBX User-2 is not i . : -
answers. PBX User- captured Music On Hold while PBX User-1 is on call with PBX
2 is put on hold and User-2 + resumed PBX User-1's audio to PSTN User
PBX User-1 4) Inbound caller number and
resumes call with PBX extension number are
PSTN. This captured in the metadata There is no re-invite from PBX while the call is
sequence may be 5) Metadata is captured when pfl\aced on HOtDiJhe recordlc?g is not paused and
repeated multiple | pBX User-2 is added and when the music on hold is captured.
times until either they are dropped from the call
EzENSOUr PBX User-1 6) There is one call recording
g5 up per call leg for the duration of
the call
7) The timestamps for the
recording show accurate call
duration for the entire call
8) Streaming and recording
end when either PSTN or PBX
user hangs up
18 Inbound call with | Inbound call from 1) Call is connected Passed Two call recordings are available in AWS S3.
m“'?'PartV PSTN to PBX User- | 9) RTp between PSTN and PBX
conference 1. PBX User-1 :
olaces PSTN on User-1is captured Recording 1: PSTN User to PBX User-1, PBX User-2,
hold and consults 3) RTP is not captured and PBX User-3
with PBX User-2 between PSTN and PBX User-1
N during setup of call with PBX
PBX User-2 is User_i P Recording 2: PBX User-1's audio with PSTN User +
conferenced into Music On Hold from PBX User-1 while consulting
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the call. PBX User-1
then adds PBX
User-3 to the call.
Call ends when
either PSTN or last
PBX User in the call
hangs up

4) RTP between PSTN, PBX
User-1, and PBX User-2 is
captured after PBX User-2 is
added to the call as an active
participant

5) RTP between PSTN, PBX
User-1, PBX User-2, and PBX
User-3 is captured after PBX
User-3 is added to the call

6) Inbound caller number and
PBX User-1 extension number
are captured in the metadata

7) PBX User-2 extension
number is added to the
metadata after conference
starts

8) PBX User-3 extension
number is added to the
metadata after addition to
conference

9) There is one call recording
per call leg for the duration of
the call

10) The timestamps for the
recording show accurate call
duration for the entire call

11) Streaming and recording
end when either PSTN hangs
up or last participant from PBX
User-1 and User-2 hangs up

PBX User-2 for conference + PBX User-1's audio to
PSTN User and PBX User-2 + PBX User-2's audio to
PSTN User and PBX User-1 + Music On Hold from
PBX User-1 while consulting PBX User-3 for
conference + PBX User-1's audio to PBX User-2,
PBX User-3 and PSTN User + PBX User-2's audio to
PBX User-1, PBX User-3 and PSTN User + PBX User-
3's audio to PBX User-1, PBX User-2 and PSTN User

There is no mid-call signaling from PBX for call
escalation to conference. Therefore, music on hold
is recorded while escalating the call to conference
and meta data is not updated with PBX User-2's
and PBX User-3’s extensions.
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19

Outbound
conference call

PBX User-1 calls
PBX User-2. PBX
User-2 calls
customer on PSTN
number. Call ends
when either of the
last two call
participants hangs
up

1) Call is connected when
customer answers call from
PBX User-2

2) RTP between PBX User-2
and customer on PSTN is
captured.

3) RTP between PBX User-1,
PBX User-2 and customer is
captured

4) PBX User-1, PBX User-2, and
customer called number are
captured in the metadata

5) There is one call recording
per call leg for the duration of
the call 6)
Call ends when customer or
last remaining PBX user hangs
up

7) The timestamps for the
recording show accurate start
and end times

8) Streaming and recording
end when condition 6 is met

Passed

Two call recordings are available in AWS S3.

Recording 1: PSTN User to PBX User-1 and PBX
User-2

Recording 2: PBX User-2's audio to PBX User-1 and
PSTN User + PBX User-1's audio to PBX User-2 and
PSTN User

Meta data information only has PBX User-2's
extension and PSTN User number.

20

Emergency calling

PBX User-1 calls
the 511 service

1) Call is connected

2) RTP between PBX User and
511 is captured

3) PBX extension number and
outbound caller number (511)
are captured in the metadata
(caller ID capture to be tested)

Passed

Two call recordings are available in AWS S3.

Recording 1: 511 User to PBX User

Recording 2: PBX User to 511 User
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4) There is one call recording
per call leg for the duration of
the call, with accurate start
and end timestamps

5) Streaming and recording
end when either PBX or 511
user hangs up

Note: - This scenario is locally simulated within Lab
environment.

21

Outbound
international call

Outbound call from
PBX User-1 to
international PSTN
number

1) Call is connected

2) RTP between PBX Users and
PSTN is captured

3) PBX extension number and
outbound caller number are
captured in the metadata
(caller ID capture to be tested)

4) There is one call recording
for the duration of the call,
with accurate start and end
timestamps

5) Streaming and recording
end when either PBX or PSTN
user hangs up

Passed

Two call recordings are available in AWS S3.

Recording 1: International PSTN User to PBX User

Recording 2: PBX User to International PSTN User
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